MS/TP Packet Capture using Wireshark

Wireshark (available at www.wireshark.org) is a well known, widely used packet capture tool for networks. It can
be used to capture BACnet IP and all other forms of IP traffic by simply running it on your PC and connecting to
your Ethernet interface.

The packet analysis of Wireshark can be used with MS/TP with the help of a packet capture tool that will receive
MS/TP traffic on a COM port on your PC. The program mstpcap.exe provided at no charge at www.csimn.com is
simply a compiled copy of Steve Karg’s original open source project at sourceforge.net, documented on Steve’s web
site here: http://steve.kargs.net/bacnet/wireshark-and-bacnet-mstp/

Run the program by simply providing a COM port. While running, it will show the captured packet count. Type
Ctrl-C to stop capture. The program will then display a summary of packets captured. It will also have created a .cap
file which will display the Wireshark file icon if you have already installed Wireshark. If Wireshark is present,
simply double click the file and it will open in Wireshark.

e CAWINDOWS\system 3 2\cmd. exe

C:~ARA_CSI~Uizual Studio Projectsmstpcap releazermstpcap COM2
Adjuszted interface name to “>.~COM2
stpcap: Using “~~.~COM2 for capture at 384808 bps.
mstpcap: saving capture to mestp_201002121801043 . cap
188 packets
MaxMsztr Tokens Retries Treply Tusage Trpfm Tder
21 258 a 16 32 8 a
3z 258 a i6 32 8 a
127 259 a i6 3z 8 a

C:~ARA_CSI~Uizual Studio Projectsmstpcapreleasel

Note: If you are using the MTX002 as your RS485 adapter with mstpcap, you first need to put the MTX002 into
pass-through mode. The syntax for the passthru.exe command (from command prompt) is:

C:\> passthru COMx baud

where COMX is the comm. port number such as COM2, and ‘baud’ is the speed at which your MS/TP link is
running. A typical command would be:

C:\> passthru COM2 38400

Once in pass-through mode, you need to unplug the MTX002 from the USB port and reconnect it (force hard reset
of MTX002 adapter).



Example of MS/TP packet capture:

1 mstp_20100212101043.cap - Wireshark

File Edit Yiew Go Capture Analyze Statistics Telephony Tools  Help
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Filter: | >  Expression... Clear Apply
Mo, - ] Time: | Source | Destination | Prokocol | Info A
1 0.000000 0x21 0x78 BACHET BAChet MS/TP Poll For Master
2 0.031000 0x21 0x0B BACHET BACHET MS/TP Token
3 0.047000 0x0B 0xl6 BACHET BAChet MS/TP Token
4 0. 047000 0xla 0x21 BAChEL BAChet MS/TP Token
5 0.062000 0x21 0x0B BAaCnet-A Confirmed-Request [invoke:14]: readProperty
6 0.062000 0x0B 0x21 BACHEt BACnet MS/TP Reply Postponed
7 0.078000 0x21 0x79 BACHET BAChet MS/TP Poll For Master
F:] 1 BaChet MS/TP Token
[= ey g
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10 0.125000 0x0B 0x16 BACHET BaChet MS/TP Token

11 0.141000 0x16 0x21 BAChet BACHet MS/TP Token

12 0.141000 0x21 0x74 BACHET BAChet MS/TP Poll For Master
13 0.172000 0x21 0x0B BACHET BACHET MS/TP Token

14 0.187000 0x0B 0x16 BACHET BAChet MS/TP Token

15 0.203000 0x16 0x21 BACHET BACHET MS/TP Token

16 0.203000 0x21 0x7B BACHET BAChet MS/TP Poll For Master
17 0.234000 0x21 0x0B BACHET BACHET MS/TP Token

18 0.250000 0x0B 0x16 BAChEet BAChet MS/TP Token

19 0. 266000 0xl6 0x21 BACHET BACHET MS/TP Token

20 0.266000 0x21 0x7C BACHET BAChet MS/TP Poll For Master
21 0.297000 0x21 0x0B BACHET BAChET MS/TP Token

22 0.312000 0x0B 0xl6 BACHET BACHhet MS/TP Token

23 0.312000 0x16 0x21 BACHET BAChET MS/TP Token

24 0.328000 0x21 0x7D BACHET BAChet MS/TP Poll For Master
25 0.359000 0x21 0x0B BACHET BAChet MS/TP Token _IJ

+ Frame 9 (29 bytes on wire, 29 bytes captured)
[+ BACHeT MS/TP, Src (113, Dst (33), BAChnet Data MNot Expecting Reply
+ Building automation and Control Network NPDU
= Building automation and Contraol Metwork AFDU
0011 .... = APDU Type: Complexack (30
# o.v.. D000 = PDU Flags: Ox00
Invoke ID: 14
service Choice: readProperty (120
# ObhjectIdentifier: analog-output object, 1
# Property Identifier: present-wvalue (B3]
= propertyvalue
+ Opening Tag: 3

# Closing Tag: 3
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