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1. Introduction
1.1 How to Use This Guide

This user guide provides background information on how the gateway works, and an
overview of the configuration process. There are several sections for groups of tabs
found in the web interface in the gateway which is accessed by opening a web browser
and browsing to the IP address of the device.

You should at least read Sections 2 and 3, and other sections specific to your intended
use. There is a "Quick Help" section at the bottom of each web page in the gateway
which is generally sufficient for quick reference in setting up the gateway.

1.2 Important Safety Notice

Proper system design is required for reliable and safe operation of distributed
control systems incorporating any Control Solutions product. It is extremely
important for the user and system designer to consider the effects of loss of
power, loss of communications, and failure of components in the design of
any monitoring or control application. This is especially important where the
potential for property damage, personal injury, or loss of life may exist. By
using ANY Control Solutions, Inc., product, the user has agreed to assume all
risk and responsibility for proper system design as well as any consequence
for improper system design.

1.3 Warranty

This documentation is provided “as is,” without warranty of any kind, either
expressed or implied, including, but not limited to, the implied warranties of fitness or
merchantability for a particular purpose. Control Solutions may make improvements
and/or changes in this documentation at any time. This documentation could include
technical inaccuracies, typographical errors, and the like. Changes are periodically
made to the information herein; these changes may be made without notice.

Product Warranty: All Control Solutions products are warranted against defects in
materials and workmanship for a period of time from date of shipment from factory as
follows: Two years on non-mechanical parts, one year on mechanical parts (e.g.
relays). Defective units will be repaired or replaced, at manufacturer’s discretion, at no
cost to user except when negligence or improper use has resulted in damage. The
express warranty stated herein is in lieu of all other warranties, express or implied,
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including without limitation any warranties of merchantability or fitness for a particular
purpose and all other warranties are hereby disclaimed and excluded by Control
Solutions, Inc.

Configuration errors made by customer are not covered under warranty. Damage
caused by incorrect electrical connection is not covered under warranty. Removing
circuit boards from their enclosures will void the warranty - the complete product with
all of its original circuit boards and components must be returned for warranty
consideration.
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2. Connecting Gateway for the First Time

2.1 Where to Start

The Babel Buster BB3-7101-SP or MX-71-SP is used to share data between devices
with proprietary serial or IP protocols, BACnet IP devices and Modbus devices. If you
are looking for a connection to some other protocol, then start by looking for a
different model humber.

Start by getting familiar with this User Guide and the sections that pertain to your
application. Be sure to review the remainder of this section. Online videos are also
available to demonstrate key operations in setting up the BB3-7101-SP or MX-71-SP.

You may need to obtain information such as a "register map" from the vendor of the
Modbus device you wish to connect. The register map may go by any of several names
in the manufacturer's documentation. You will need to know what registers to read in
order to interface a Modbus device to the BACnet network.

If you are going the other direction - interfacing a BACnet device to the Modbus
network - then you will need to obtain an object list for the BACnet device you are
going to be polling. The BB3-7101 does not support BACnet auto-discovery, so you will
need to obtain an object list from the manufacturer of the device.

If you get stuck, you can open a support ticket at https://ticket.csimn.com where
response time is generally 24 hours or less, and often as little as 2 hours, and at no
cost.

NOTE: Screen shots throughout this User Guide illustrate BB3-7101; however, the
screens in the MX-71 are identical with the only exception being model number
indicated at the top of the page.

2.2 Overview of Model BB3-7101/MX-71
2.2.1 Application of the BB3-7101-SP/MX-71-SP

The Babel Buster BB3-7101/MX-71 is a BACnhet gateway used primarily to interface
between BACnet devices and Modbus devices. The gateway may be used as BACnet
IP client and server, Modbus TCP client and server, and Modbus RTU master or slave.
The -SP variant of this gateway adds the ability to interface devices having
properietary serial protocols (in lieu of Modbus RTU) or proprietary protocols
transported via TCP or UDP.
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The BB3-7101/MX-71 may be thought of as a data server with multiple network ports
that have access to the internal database. The BB3-7101/MX-71 is not a router -
BACnet devices cannot interact directly with Modbus devices or vice versa. Both
BACnet and Modbus have access to the internal data objects which are updated
according to rules you define. Proprietary protocols are implemented with Script Basic
programming that you provide, and your Basic program also has access to these
internal data objects.

From a strictly BACnet perspective, the BB3-7101/MX-71 should be thought of as a
collection of sensors and actuators. The means by which the sensors and actuators
interface to hardware is what BACnet protocol would refer to as a "local matter". In
the case of the BB3-7101/MX-71, that hardware consists of one or more Modbus
devices or proprietary protocol devices which the BB3-7101/MX-71 is set up to
automatically interact with, without any constraints on the BACnet side.

Babel Buster Babel Buster

BB3-7101-5P MX-71-SP
Proprietary Proprietary

Serial Serial

The most common application for the BB3-7101-SP/MX-71-SP is interfacing a serial
communication device to a BACnet IP network. Your Script Basic program will
automatically interact with the serial device, and store the data received in BACnet
objects you assign. The BACnet system may then use standard BACnet services such
as Read Property to access the content of the data objects. The BB3-7101 will also
accept COV subscriptions such that other devices will receive a COV notification when
the content of a local object changes.

The BB3-7101 can be configured as a BACnhet IP client. This means the BB3-7101 will
be reading and writing properties in other BACnet devices, storing copies of their
object's Present Value in the BB3-7101. The stored values may later be accessed by
Modbus or by your Script Basic program for sharing data with your proprietary device.

2.2.2 Object Server Model for a Gateway

Control Solutions gateways are not simple protocol translators. It is not possible to do
an effective job of simply converting one protocol directly to another. Any attempt to

do so would likely have negative effects on the networks on both sides of the gateway.
An effective solution requires an intelligent device that can properly and efficiently act
as a native device on each network. Control Solutions gateways function as two native
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devices, one on each network, with a shared data base in between them. They
function as clients and/or servers on each network.

The central data element in every Control Solutions gateway is an “object”. Each
object has rules for accessing that object which are specific to the protocol of the
network. Each object has at least two sets of rules, one set for each of the two (or
more) networks that may access the object. The object model is often optimized to
cater to a specific protocol, and will most often favor the more complex protocol.

= 1 1
" BB3-7101 or MX-71 3 -
En | [ i
1 1
= [ i i [ |
BACnet [ ) I Modbus
Network I : Network
I
- i , =
= : BACnet Shared Data Modbus : =
== ' Objects Objects Registers ' -
|

--------------------------J

Control Solutions gateways will function as servers, providing a copy of the most
recent data found in its data base when a client requests that data. In master/slave
terms, the server is a slave while the client is a master. Some applications will treat
the gateway as a server from both (all) networks connected. But most applications will
want the gateway to be a server on one side, and a client on the other side. The most
frequent application of the standard BB3-7101/MX-71 will have it functioning as a
Modbus master (client), but the application of the -SP variant is really user defined.

Client functionality of a Control Solutions gateway is autonomous. In other words,
when acting as a Modbus master (client), the gateway will continuously poll the
Modbus slave device(s) on its own, and keep a copy of the most recent data obtained
from (or sent to) the Modbus slave device(s). Most often, the gateway is configured to
read slave devices periodically, and write to the slave devices when new data is
received from a client.

Client functionality of the BB3-7101/MX-71 can also pertain to the BACnet side. When
configured as a BACnet client, the BB3-7101/MX-71 will automatically poll other
BACnet devices and retain data for subsequent access by Modbus.

2.3 What is New in Model BB3-7101/MX-71

The BB3-7101 is a significant enhancement over its predecessor, the BB2-7010. The
MX-71 is the upgraded version of the SPX-B. The hardware includes a faster processor
and hardware encryption engine for efficient rendering of secure web pages. The
software includes numerous enhancements.

e Faster processor
e Secure (HTTPS) web server
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Higher point count, up to 5,000 BACnet objects
User defined register map for Modbus slave
CSV import of register maps

Menu options to clear part or all of configuration

Control Solutions has benchmark tested a configuration in which the BB3-7101 was
reading 5,000 registers from Modbus TCP and mappign them to 5,000 BACnet
Analog Input objets. The scan rate was 7 seconds for all 5,000 points.

IMPORTANT: Configuration files from older gateways are not directly usable in the
BB3-7101, but the Babel Buster Configuration Builder program can be used to convert
a BB2-7010 configuration into a BB3-7101 configuration file. See Appendix H.

2.4 Connectors and Indicators

Follow these steps to make the initial connection to the BB3-7101 or MX-71.

(a) Connect power. Apply +12VDC to +24VDC or 24VAC to the terminal marked
“"POWER"”, and common or ground to one of the terminals marked “"GND".

Modbus
Request &
Reply LEDs

3 m— Ethernet
Activity (Green)
Link (Yellow)

Power LED

s 5 Ethernet .
/ (Blue, internal) Activity (Green) Modbus RTU
Link {Yellow) ElA-485
Modbus RTU Power Power LED RTU Request,
EIA-485 24V ACIDC {Biue, internal)  Reply, Error

LEDs

(b) Connect a CATS cable between the RJ-45 jack on the gateway, and your network
switch or hub. You cannot connect directly to your PC unless you use a “crossover”
cable (or your PC supports auto-MDX, which many newer laptops do).

(c) Apply power.
A blue LED inside the case should light indicating power is present.

If the link LED on the RJ45 jack is not on, check your Ethernet cable connections. Both
link and activity LEDs on the RJ45 jack will be on solid for a short time during boot-up.
The entire bootup process will take 1-2 minutes, during which time you will not be
able to connect with a browser.

Ethernet link LED is the yellow LED integrated into the CAT5 connector. Ethernet
activity LED is the green LED integrated into the CAT5 connector.

Refer to Appendix A for additional detail pertaining to connections and indicators as
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well as optional internal jumper settings.
2.5 Opening the Web User Interface

The default IP address as shipped is 10.0.0.101. Open your browser, and enter
“http://10.0.0.101/” in the address window. You should see a page with the “Babel
Buster 3” header shown below (BB3-7101 illustrated, MX-71 will be similar). From this
point, you will find help on each page in the web site contained within the product.

If your PC is not already on the 10.0.0.0 domain, and you are unable to connect, you
may need to temporarily change your computer’s IP address to a static IP address that
starts with 10.0.0. and ends with anything but 101.

BACNET-MODBUSS 2
o N RKE GATEWAY '\, A
= A L, Tt G o Ty CONTROL SOLUTIONS MINNESOTA

= r: = o
r 4 r R — F E—F, T T W E=» v s

Local Ohjects BAChet Modbus System

Password is default

Quick Help

Click any tab above to log in. If you are not already logged in, you will be asked for your user name and password. You will need these in
order to log in.

When you click on any of the page tabs such as System, you will be asked for a user
name and password. The only login as shipped is user nhame “root” with a unique
password generated specifically for your Babel Buster. Your password should be
included on a document included with the gateway, or on a label attached to the
gateway.

If the unique automatically generated password is currently in effect for user "root", it
will be indicated by "Password is default" as shown in the above screen shot. If you
have changed the root password to something of your own making, then this line is
absent.

There is no way to get the BB3-7101/MX-71 to show you what the default root
password is. If you have lost track of it, make a note of the MAC address, and open a
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support ticket at https://ticket.csimn.com to request the default root password (you
will need to provide the MAC address in order to obtain the password).

To change the IP address of the gateway, go to the Network page under System ::
System Setup. The following page should appear (only top portion illustrated here).
Change the IP address, and subnet mask and gateway if applicable. Click Change IP to
save the changes. The process of programming this into Flash takes around half a
minute. The new IP address only takes effect following the next system restart or

power cycle.

BACNET-MODBUSEE
- - Nsi'l';w*guu GATEWAY Lo B
th'i L Bp3-7.101 01 ,_, T CONTROL SOLUTIONS MINNESOTA

'J'I ):.r.

Local Objects BAChet Modbus System

System Setup Programming

File Manager Hetwork Resources

IPv4 Settings @ automatic  © Static
IR RISl 102,168.1.126 1Pv4 Configured IP Address 192.168.1.126 Apply

IPv4 Static Subnet Mask PRENFERRLERERI] IPv4 Subnet Mask 255.255.255.0
IPv4 Static Gatoway PRGN IPv4 Gateway 192.168.1.1

IPv6 Settings © pisabled @ automatic @ static
1PvE Link-Local 1P Address feB0::240:9dff:fe45:4696

Most changes are stored in an XML configuration file in the device’s Flash file system.
Only a few are stored differently, and the IP address is one of those. Normally, clicking
Update on any configuration page only stores that configuration information to a
temporary RAM copy of the configuration file. To make your changes other than IP
address permanent, you must select your file, select the Save XML Config File action,
and then click Execute on the File Manager page. Refer to Section 11 for more about

the File Manager.

Local Objects BAChet Modbus System
System Setup Programming

File Manager Hetwork: Hesources

Free space: 0.96 MB

File Directory: flluisanifisi] b Filtered by:
Selet BootConfig.xm| LG Save XML Config File
RETRL G l=al BootConfig.xml W confirm
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3. Configuring Local Objects

Babel Buster gateways do not come with a predefined set of BACnet objects. The
gateway will initially have a handful of objects, but it is up to the user to allocate the
number needed, up to the maximum permitted by available resources.

3.1 Behavior of Input vs Output Objects

The easiest way to keep track of input versus output is to think about a BACnet
device's role in the system. The system will receive input from the BACnet device, and
provide output to the BACnet device. Inside the BACnet device, hardware will
physically associate BACnet Input Objects with sensor inputs such as temperature or
pressure sensors, etc. The system then receives the sensor input information via
BACnet Input Objects. When the system wants to control an actuator, it will send
setpoints to the actuator via BACnet Output Objects. Hardware inside the BACnet
device will physically associate the Output Object with a physical actuator such as
valve position servo or motor speed controller.

Keeping track of input versus output in a gateway can be a bit trickier; however, the
choice of input versus output does not change from the BACnet perspective. Only the
nature of the physical sensor and actuator hardware changes. In the case of

the BB3-7101/MX-71, sensors and actuators both consist of Modbus devices (from
BACnet's perspective). Therefore, use a BACnet Output Object to send data to a
Modbus device, and use a BACnet Input Object to receive data from a Modbus device.

We have not mentioned BACnet Value Objects yet just to avoid confusing the
discussion. A Value Object can be input or output, or both at the same time. If you are
familiar with Modbus, the BACnet Value Object is most synonymous with the holding
register that you can both read and write. When using a Value Object, it is best to
think about its role as input or output when deciding how to apply maps or rules in the
gateway.

3.2 Allocating Local Objects

The resource allocation page is where you set the number of each type of available
BACnet object that you will use. It is a good idea to determine ahead of time how
many objects you will need, then allocate that number, possibly including a spare
object or two. It is not a good idea to allocate a large number of objects that will
remain unused since this simply clutters the screen when a front end system auto-
discovers all objects in the device.
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Local Objects BACnHet Modhbus System
System Setup

File Manager Metwork Resources

Check Commit B confirm BEEE

Number of Analog Value Objects

Number of Analog Input Objects m
Number of Analog Output Objects

Number of Binary Input Objects

Number of Binary Qutput Objects
Number of Binary Value Objects

Number of Multistate Input Objects

Number of Multistate Output Objects

s o @@
Number of Multistate Value Objects _
Dafault States per Multistate Object _
The portion of the Resources page dedicated to BACnet object counts is shown above.

For a complete discussion of the Resources page, including how to change the counts,
refer to Section 11.4 in this User Guide.

3.3 Configuring Local Objects

There is a different web page for each BACnet object type in the device. Objects are
listed in tabular form with name and description, present value, reliability code and
status. Additional information as applicable to the object type may also be listed.

Click on the object number in the first column to open the expanded view of that
object and gain access to its configuration.
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Local Objects BACnhet Modbus System
gnalpg Binary Multi-State Actions

Input Objects Output Objects Value Objects

Analog Input Objects Showing objects from Refresh < Prev | Next >

Object Name Out of
Object Description i

Analog Input 1
Description of AT 1

Present Value Reliability Status Units

Analug Inp
Description of AL 3
Analog Input 4
Description of AL 4
Analog Input 5
Description of AI 5

Reliability codes may be any of the following:

Modbus client/master, no response from slave (64)
Modbus client/master, crc error (65)

Modbus exception, illegal function code (66)
Modbus exception, illegal data address (67)
Modbus exception, illegal data value (68)

Modbus exception, code+65, rarely used (69..79)
Local device, configuration property fault (80)
Faulty Modbus packet(81)

BACnet IP client, device timeout (82)

BACnet IP client, error returned by server (83)

Status flags A,B,C,D indicate the following, 0 meaning not true, 1 meaning true:

A = in alarm

B = fault

C = overridden

D = out of service

3.3.1 Analog Input Objects

The source of data for an Analog Input object will typically be reading from some other
BACnet or Modbus device.
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Local Objects BACnhet Modbus System

Analog Binary Multi-State Actions

Input Objects Output Ohjects Value Objects

Reliability: 0 Status: 0,0,0,0 Device Link: RTU R1  Out of Service: | Deconfigura: -]

Ohbject name J‘\FIE”UQ Input 1 Force . Present Value m

T Description of ATL

COV increment: m LI no_units -

The object name, units, value, and status are shown for the object number entered at
the top of the page. Click Prev/Next to scroll through the list. Click Refresh to update
the page, or Update to accept changes.

The object name and description may be changed here. BACnet units may be selected.
Initial COV increment may be entered. When any of these are changed, be sure to
save the updated configuration by executing "Save XML Config File" on the File
Manager page.

The object may be set Out of Service by checking that box and clicking Update. The
present value may be changed by entering a value, checking Force, and clicking
Update.

The source of data for an Analog Input object will typically be reading from some other
BACnet or Modbus device via the map indicated by the Device Link. The mapped
device will be polled at the rate specified by the Read Map.

Out of Service means polling of the mapped remote device will stop. While out of
service, the present value may be written by the BACnet client. Data may be forced
via this web page at any time, but will be overwritten by the next mapped client
update unless the object is out of service.

Reliability codes indicate errors as itemized on the tabular object list.

Status flags A,B,C,D indicate the following, 0 meaning not true, 1 meaning true:
A = in alarm

B = fault

C = overridden

D = out of service

Device link will indicate BIP, RTU, or TCP, followed by R for read or W for write, and a
number which is the map number in the table of read or write maps for mapping to
this BACnet object. The designation R means read from a remote device, and W
means write to a remote device.

Check 'Deconfigure' and click Update to erase configuration for this object.

3.3.2 Analog Output Objects

4 of 23 7/10/2021, 9:42 PM



3. Configuring Local Objects file:///C:/AAA_CSI/Literature/2021 User Guides/BB3-7101-SP-MX-71-...

The destination of data for an Analog Output object will typically be some other
BACnet or Modbus device.

Local Objects BACnhet Modbus System

Analog Binary Multi-State Actions

Input Objects Qutput Ohjects Value Ohjects

Reliability: 0 Status: 0,0,0,0 Device Link: --- Out of Service: - Deconfigure: '

Object name J‘!'LI"Ia|Ug Output 1 Farce -Present‘u’alue m rg= 0.00 =
pEEE Rl Description of A 1

COV increment: m Relinguish Default: m BLI= no_units -

The object name, units, value, and status are shown for the object number entered at
the top of the page. Click Prev/Next to scroll through the list. Click Refresh to update
the page, or Update to accept changes.

The object name and description may be changed here. BACnet units may be selected.
Initial COV increment may be entered. When any of these are changed, be sure to
save the updated configuration by executing "Save XML Config File" on the File
Manager page.

The destination of data for an Analog Output object will be writing the remote BACnet
or Modbus device via the map indicated by the Device Link. The remote device will be
updated upon change of source data and/or periodically as defined by the Write Map.

The Analog Output object is commandable, meaning the BACnet client must write both
a value and a priority level for that value. The highest level value will be the one
written to the remote device (if one is mapped). If all values are relinquished, the
relinquish default value will be written to the remote device.

To set an output object manually from this page, check the Force box, enter a value in
the Present Value window, and select a priority level to assign to your forced value.
Then click Update. To return a given priority level to NULL, simply type the word

NULL in the Present Value window, check Force, and click Update.

Out of service means the mapped remote device will not be written to. Values written
by the BACnet client will be retained, but only applied when this object is placed back
in service. At that time, the highest priority value will be written to the remote device.

Reliability codes indicate errors as itemized on the tabular object list.

Status flags A,B,C,D indicate the following, 0 meaning not true, 1 meaning true:
A = in alarm

B = fault

C = overridden

D = out of service
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Device link will indicate BIP, RTU, or TCP, followed by R for read or W for write, and a
number which is the map number in the table of read or write maps for mapping to
this BACnet object. The designation R means read from a remote device, and W
means write to a remote device.

Check 'Deconfigure' and click Update to erase configuration for this object.
3.3.3 Analog Value Objects

Analog Value objects may be both a source and destination for some other BACnet or
Modbus device.

Local Objects BACnhet Modbus System

Analog Binary Multi-State Actions

Input Obhjects Output Ohjects Value Objects

Reliability: O Status: 0,0,0,0 Dewvice Link: -— -—- Out of Service: . Daconfigure: ]

ol SR BN Analog Value 1 Farce M present value m

el Bl Description of AV 1

COV increment: m Units: Elplies -

The object name, units, value, and status are shown for the object number entered at
the top of the page. Click Prev/Next to scroll through the list. Click Refresh to update
the page, or Update to accept changes.

The object name and description may be changed here. BACnet units may be selected.
Initial COV increment may be entered. When any of these are changed, be sure to
save the updated configuration by executing "Save XML Config File" on the File
Manager page.

The object may be set Out of Service by checking that box and clicking Update. The
present value may be changed by entering a value, checking Force, and clicking
Update.

Analog Value objects may be both a source and destination for some other BACnet or
Modbus device. The source of data for the Value object will be reading from a remote
device when associated with a Read Map. The destination of data for the Value object
will be writing to a remote device when associated with a Write Map. If a remote
device is mapped, the device links are displayed above. You may click on either link to
view the respective mapping.

The Value object may be simultaneously associated with both Read and Write maps
pointing to the same remote device object. When this Value object receives new
data (from any source), this data will be written to the mapped remote device before
any subsequent read from the same device. Thus the Value data is not discarded by
the read operation before the new data can be written.
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Out of Service means polling of the remote device will stop. While out of service, the
present value may be written by an external BACnet client but it will not be written to
any mapped remote device. Data may be forced via this web page at any time, but will
be overwritten by the next read from a remote device unless the object is out of
service.

Reliability codes indicate errors as itemized on the tabular object list.

Status flags A,B,C,D indicate the following, 0 meaning not true, 1 meaning true:
A = in alarm

B = fault

C = overridden

D = out of service

Device link will indicate BIP, RTU, or TCP, followed by R for read or W for write, and a
number which is the map number in the table of read or write maps for mapping to
this BACnet object. The designation R means read from a remote device, and W
means write to a remote device.

Check 'Deconfigure' and click Update to erase configuration for this object.
3.3.4 Binary Input Objects

The source of data for a Binary Input object will typically be reading from some other
BACnet or Modbus device.

Local Objects BACHhet Modbus System

Analog Binary Multi-State Actions

Input Objects Outpurt Ohjects Value Objects

Reliability: 0 Status: 0,0,0,0 Device Link: -—  Out of Service: - Deconfigure; [ |

(ol TET LT 8 Binary Input 1 Force M present value UGS

sl e ta ol Description of BI 1

Lr=sClEsts 2 Binary input is Active it el Binary input is Inactive

The object name, units, value, and status are shown for the object number entered at
the top of the page. Click Prev/Next to scroll through the list. Click Refresh to update
the page, or Update to accept changes.

The object name and description may be changed here. State text may be entered.
When any of these are changed, be sure to save the updated configuration by
executing "Save XML Config File" on the File Manager page.

The object may be set Out of Service by checking that box and clicking Update. The
present value may be changed by entering a value, checking Force, and clicking
Update.
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The source of data for an Binary Input object will typically be reading from some other
BACnet or Modbus device via the map indicated by the Device Link. The mapped
device will be polled at the rate specified by the Read Map.

Out of Service means polling of the mapped remote device will stop. While out of
service, the present value may be written by the BACnet client. Data may be forced
via this web page at any time, but will be overwritten by the next mapped client
update unless the object is out of service.

Reliability codes indicate errors as itemized on the tabular object list.

Status flags A,B,C,D indicate the following, 0 meaning not true, 1 meaning true:
A = in alarm

B = fault

C = overridden

D = out of service

Device link will indicate BIP, RTU, or TCP, followed by R for read or W for write, and a
number which is the map number in the table of read or write maps for mapping to
this BACnet object. The designation R means read from a remote device, and W
means write to a remote device.

Check 'Deconfigure' and click Update to erase configuration for this object.
3.3.5 Binary Output Objects

The destination of data for a Binary Output object will typically be some other BACnet
or Modbus device.

Local Objects BACHhet Modbus System

Analog Binary Multi-State Actions

Input Ohjects Output Objects Value Objects

Reliability: 0 Status: 0,0,0,0 Device Link: --—  Qut of Service! ] Deconfigure: .

Object name Binar)r CIUtFIUt 1 Force - Present Value

P Description of BO 1

Ll et Binary output is Active G-t Binary output is Inactive
Relingquish Default

The object name, units, value, and status are shown for the object number entered at
the top of the page. Click Prev/Next to scroll through the list. Click Refresh to update
the page, or Update to accept changes.

The object name and description may be changed here. State text may be entered.
When any of these are changed, be sure to save the updated configuration by
executing "Save XML Config File" on the File Manager page..
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The destination of data for a Binary Output object will be writing the remote BACnet or
Modbus device via the map indicated by the Device Link. The remote device will be
updated upon change of source data and/or periodically as defined by the Write Map.

The Binary Output object is commandable, meaning the BACnet client must write both
a value and a priority level for that value. The highest level value will be the one
written to the remote device (if one is mapped). If all values are relinquished, the
relinquish default value will be written to the remote device.

To set an output object manually from this page, check the Force box, enter a value in
the Present Value window, and select a priority level to assign to your forced value.
Then click Update. To return a given priority level to NULL, simply type the word

NULL in the Present Value window, check Force, and click Update.

Out of service means the mapped remote device will not be written to. Values written
by the BACnet client will be retained, but only applied when this object is placed back
in service. At that time, the highest priority value will be written to the remote device.

Reliability codes indicate errors as itemized on the tabular object list.

Status flags A,B,C,D indicate the following, 0 meaning not true, 1 meaning true:
A = in alarm

B = fault

C = overridden

D = out of service

Device link will indicate BIP, RTU, or TCP, followed by R for read or W for write, and a
number which is the map number in the table of read or write maps for mapping to
this BACnet object. The designation R means read from a remote device, and W
means write to a remote device.

Check 'Deconfigure' and click Update to erase configuration for this object.
3.3.6 Binary Value Objects

Binary Value objects may be both a source and destination for some other BACnet or
Modbus device.

Local Objects BACnet Modhbus System

Analog Binary Multi-State Actions

Input Objects Output Objects Value Ohjects

Binary Value # il Update < Prey Mext =
1 | Update Jl < Prev | Next>

Reliability: 0  Status: 0,0,0,0 Device Link: --- ---  Out of Service: | Deconfigura: [l

Object name iG] Value 1 Force .Present UEIBER nactive -

PSSR M Description of BV 1

PVl SRSl Binary value is Active IO =il Binary value is Inactive
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The object name, units, value, and status are shown for the object number entered at
the top of the page. Click Prev/Next to scroll through the list. Click Refresh to update
the page, or Update to accept changes.

The object name and description may be changed here. State text may be entered.
When any of these are changed, be sure to save the updated configuration by
executing "Save XML Config File" on the File Manager page.

The object may be set Out of Service by checking that box and clicking Update. The
present value may be changed by entering a value, checking Force, and clicking
Update.

Binary Value objects may be both a source and destination for some other BACnet or
Modbus device. The source of data for the Value object will be reading from a remote
device when associated with a Read Map. The destination of data for the Value object
will be writing to a remote device when associated with a Write Map. If a remote
device is mapped, the device links are displayed above. You may click on either link to
view the respective mapping.

The Value object may be simultaneously associated with both Read and Write maps
pointing to the same remote device object. When this Value object receives new
data (from any source), this data will be written to the mapped remote device before
any subsequent read from the same device. Thus the Value data is not discarded by
the read operation before the new data can be written.

Out of Service means polling of the remote device will stop. While out of service, the
present value may be written by an external BACnet client but it will not be written to
any mapped remote device. Data may be forced via this web page at any time, but will
be overwritten by the next read from a remote device unless the object is out of
service.

Reliability codes indicate errors as itemized on the tabular object list.

Status flags A,B,C,D indicate the following, 0 meaning not true, 1 meaning true:
A = in alarm

B = fault

C = overridden

D = out of service

Device link will indicate BIP, RTU, or TCP, followed by R for read or W for write, and a
number which is the map number in the table of read or write maps for mapping to
this BACnet object. The designation R means read from a remote device, and W
means write to a remote device.

Check 'Deconfigure' and click Update to erase configuration for this object.
3.3.7 Multistate Input Objects

The source of data for a Multistate Input object will typically be reading from some
other BACnet or Modbus device.
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Local Objects BAChet Modbus System
Analog Binary Multi-State Actions
Input Ohjects Output Ohjects Value Ohjects

Multi-State Input=

Reliability: 0 Status: 0,0,0,0 Device Link: -——- Out of Service: . Deconfigure: .

ol S BN B8 Multi-state Input 1 Force B Present value
-ttt Description of MI1 Maximum State Value
Valuet E::-::I:: Add/Change

The object name, value, and status are shown for the object humber entered at the
top of the page. Click Prev/Next to scroll through the list. Click Refresh to update the
page, or Update to accept changes.

The object name and description may be changed here. When changed, be sure to
save the updated configuration by executing "Save XML Config File" on the File
Manager page.

State text may be added. Before adding text, set the maximum state value for this
object. Then add text strings corresponding to each of the number of states allocated
by entering the value, corresponding text, and clicking Add/Change. When changed,
be sure to save the updated configuration by executing "Save XML Config File" on the
File Manager page.

The object may be set Out of Service by checking that box and clicking Update. The
present value may be changed by entering a value, checking Force, and clicking
Update.

The source of data for a Multistate Input object will typically be reading from some
other BACnet or Modbus device via the map indicated by the Device Link. The mapped
device will be polled at the rate specified by the Read Map.

Out of Service means polling of the mapped remote device will stop. While out of
service, the present value may be written by the BACnet client. Data may be forced
via this web page at any time, but will be overwritten by the next mapped client
update unless the object is out of service.

Reliability codes indicate errors as itemized on the tabular object list.

Status flags A,B,C,D indicate the following, 0 meaning not true, 1 meaning true:
A = in alarm

B = fault

C = overridden

D = out of service
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Device link will indicate BIP, RTU, or TCP, followed by R for read or W for write, and a
number which is the map number in the table of read or write maps for mapping to
this BACnet object. The designation R means read from a remote device, and W
means write to a remote device.

Check 'Deconfigure' and click Update to erase configuration for this object.
3.3.8 Multistate Output Objects

The destination of data for a Multistate Output object will typically be some other
BACnet or Modbus device.
Local Objects BAChet Modbus
Analog Binary Mukti-State Actions
Input Ohjects Output Ohjects Value Ohjects

Reliability: 0 Status: 0,0,0,0 Device Link: -——- Out of Service: . Deconfigure: -

(ol Multi-state Cutput 1 Force M present value
p=Cy T Description of MO 1 Maximum State Value
Bt et ult:

State text for this object:

oF
i1 —-

The object name, value, and status are shown for the object number entered at the
top of the page. Click Prev/Next to scroll through the list. Click Refresh to update the
page, or Update to accept changes.

The object name and description may be changed here. When changed, be sure to
save the updated configuration by executing "Save XML Config File" on the File
Manager page.

State text may be added. Before adding text, set the maximum state value for this
object. Then add text strings corresponding to each of the humber of states allocated
by entering the value, corresponding text, and clicking Add/Change. When changed,
be sure to save the updated configuration by executing "Save XML Config File" on the
File Manager page.

The object may be set Out of Service by checking that box and clicking Update. The
present value may be changed by entering a value, checking Force, and clicking
Update.

The Multistate Output object is commandable, meaning the BACnet client must write
both a value and a priority level for that value. The highest level value will be the one
written to the remote device (if one is mapped). If all values are relinquished, the
relinquish default value will be written to the remote device.
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To set an output object manually from this page, check the Force box, enter a value in
the Present Value window, and select a priority level to assign to your forced value.
Then click Update. To return a given priority level to NULL, simply type the word

NULL in the Present Value window, check Force, and click Update.

Out of service means the mapped remote device will not be written to. Values written
by the BACnet client will be retained, but only applied when this object is placed back
in service. At that time, the highest priority value will be written to the remote device.

Reliability codes indicate errors as itemized on the tabular object list.

Status flags A,B,C,D indicate the following, 0 meaning not true, 1 meaning true:
A = in alarm

B = fault

C = overridden

D = out of service

Device link will indicate BIP, RTU, or TCP, followed by R for read or W for write, and a
number which is the map number in the table of read or write maps for mapping to
this BACnet object. The designation R means read from a remote device, and W
means write to a remote device.

Check 'Deconfigure' and click Update to erase configuration for this object.
3.3.9 Multistate Value Objects

Multistate Value objects may be both a source and destination for some other BACnet
or Modbus device.
Local Objects BAChet Modbus System
Analog Binany Multi-State Actions
Input Obhjects Output Objects Value Objects

Multi-State Value #

Reliability: 0 Status: 0,0,0,0 Device Link: --- --- Out of Service: - Deconfigure: -

ol a s e =g Multi-state Value 1 Force M present value
Drescription Description of MY 1 Maximum State Value
Value: E'.:-:'.t: Add/Change

State text for this object:

5
1:

I3

The object name, value, and status are shown for the object number entered at the
top of the page. Click Prev/Next to scroll through the list. Click Refresh to update the
page, or Update to accept changes.

The object name and description may be changed here.When changed, be sure to
save the updated configuration by executing "Save XML Config File" on the File
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Manager page.

State text may be added. Before adding text, set the maximum state value for this
object. Then add text strings corresponding to each of the number of states allocated
by entering the value, corresponding text, and clicking Add/Change. When changed,
be sure to save the updated configuration by executing "Save XML Config File" on the
File Manager page.

The object may be set Out of Service by checking that box and clicking Update. The
present value may be changed by entering a value, checking Force, and clicking
Update.

Multistate Value objects may be both a source and destination for some other BACnet
or Modbus device. The source of data for the Value object will be reading from a
remote device when associated with a Read Map. The destination of data for the Value
object will be writing to a remote device when associated with a Write Map. If a
remote device is mapped, the device links are displayed above. You may click on
either link to view the respective mapping.

The Value object may be simultaneously associated with both Read and Write maps
pointing to the same remote device object. When this Value object receives new
data (from any source), this data will be written to the mapped remote device before
any subsequent read from the same device. Thus the Value data is not discarded by
the read operation before the new data can be written.

Out of Service means polling of the remote device will stop. While out of service, the
present value may be written by an external BACnet client but it will not be written to
any mapped remote device. Data may be forced via this web page at any time, but will
be overwritten by the next read from a remote device unless the object is out of
service.

Reliability codes indicate errors as itemized on the tabular object list.

Status flags A,B,C,D indicate the following, 0 meaning not true, 1 meaning true:
A = in alarm

B = fault

C = overridden

D = out of service

Device link will indicate BIP, RTU, or TCP, followed by R for read or W for write, and a
number which is the map number in the table of read or write maps for mapping to
this BACnet object. The designation R means read from a remote device, and W
means write to a remote device.

Check 'Deconfigure' and click Update to erase configuration for this object.
3.4 Local Object Calculate Rules

The Babel Buster BB3-7101/MX-71 includes the ability to do simple calculations based
on simple template rules. Select the operation, one or two operands as applicable, and
a object to place the result in. Operations like "multiply" will use objects A "and" B.
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Operations like "sum" can add up the contents of a series of objects by selecting "thru
instead of "and". These template rules can be useful for doing minor data manipulation

or testing for purposes of enabling rules, or for generating derived values.

Local Objects
Analog

Calculate

add
average
sum
subtract
Quiick Higlig
divide
This templ |OQIC OR
::J{,H_S:'_: logic AND
logic NOR
R [ogic NAND
operationsg |Ugi{1 XOR

Delete wil |Dgi{l NOT

invalid ruly

BAChet Modbus System

Multi-State Actions

Report

Showing tu iofl

AndfThru
Using

This
Object/Value

Place Result
in Object

lculations provides a means of programming for very simple operations such as logically ANDing or ORing 2 couple of binary
b be sent out to another object. Select the operation to be performed from the drop list. All but logical NOT operations require
wwmbers as applicable.

r ranges of objects. Select "and” or "thru" to select two objects or multiple objects in a range. Average, sum, and logic
=5 of multiple objects (of same type).

iumber shown in the "Showing” box. Insert will insert a new rule before the rule number shown, and is used for placing rules
ot necessary to use Insert to add rules to the bottom of the list or to define any rule presently having "none” for an operation

ntry of an invalid object in the rule. Howewver, if a previously valid rule is invalidated by that object being later deleted, the now

r updates. Because amor trapping happens sooner than the insert/delete process, the delete will not remove the invalid rule. To
get aroundE e er zero for object number, update, then delete (or enter a new valid object number if you intend to keap the rule).
Selecting |
always shd

ation effectively deletes the rule even though it will still appear in the list until deleted. Unused rules at the end of the list will

CORIP; = N peration. If you wish to prevent these from being displayed, reduce the number of rules enabled.

-

Here is an example of a template rule that multiplies the value of Analog Input 7 by
value of Analog Input 8 and places the result in Analog Input 15. An example of
application would be to multiply a voltage reading input by a current reading input to
derive a power value presented as an input.

Calculate Report

Showing tu 2of 2

And{Thru
Using

This
Object/Value

Place Result
in Object

Rule Perform Using

Object

Operation

ENE-- B IN- HI- ) - I
| o | T | o O O |

There are times when you may want to make a calculation based on a constant value.
There are "tricks" you can apply to use an object for a constant value.

Constants may be introduced into the calculation by reserving a commandable object
to hold that constant, and then configuring the relinquish default to be that value.
Then reference that object in your calculate rule.

The Modbus Register Map allows applying a default value at power-up (also applies
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when reloading the configuration file). The screen shot below illustrates using Analog
Value #3 as a holder for the constant value 15. This constant may now be used in
math calculation sequences.

Local Objects BACnhet Modhbus System
RTU Setup RTU Data TCP Setup TCP Data Register Map

Create Map View Data

Fegister data format: Bl RSl Al Size (char): _ Least significant data in first register: ]

Mapped BACnet object: BACnet property ERIEECIIRG 1104

Indicate host timecut when m seconds have elapsed with no host update. . Indicate timeout as object in fault.

Apply default value of BRI H at power-up and/or .. upon host timeout.

Apply default using command priority (if commandable]): _

First register number to add: Add this many: Add New legi ;

The "set" operation can be used to directly place an unsigned integer value into an
object. The screen shot below illustrates setting Analog Value 1 to a value of 12345.
The value in a set operation can only be unsigned integer as the value was originally
intended for use in bit mask operations.

Calculate Report

Rule ) And/Thru This Place Result
Using Object/Value

#

Operations available on two or more objects using 'and' or 'thru':

ladd /Add two objects

average /Average two or more objects

sum 'Sum two or more objects

subtract Subtract second object from first
multiply Multiply two objects

divide Divide first object by second

logic OR Logically OR two or more objects
logic AND LLogically AND two or more objects
logic NOR LLogically NOR two or more objects
logic NAND LLogically NAND two or more objects
logic XOR Logically Exclusive-OR two objects
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Operations available on one object:

\Iogic NOT Generate bit-wise negation of object

test = 0 Set result to 'true' if object is zero

test < 0 Set result to 'true' if object is less than zero

test > 0 Set result to 'true' if object is greater than zero

relinquish Egjl'gmciwsh command priority previosly written to a commandable

Operations available on one object 'using' a given value:

set Set object to given value (unsigned 32-bit integer)
skip = N Skip next operation if object is equal to given value
\skip < N \Skip next operation if object is less than given value
skip > N Skip next operation if object is greater than given value
comp = N Compare, set result 'true' if object is equal to given value
comp < N ICompare, set result 'true' if object is less than given value
\comp > N \Compare, set result 'true’ if object is greater than given value
pack Perform Pack operation (see text)
fill Perform Fill operation (see text)
unpack Perform Unpack operation (see text)

o Sets command priority that will be used in any subsequent write to a
priority .

commandable object

Operations "using" a given value will have an unsigned integer value in the "This
Object/Value" column rather than an object number. These values will be displayed as
integer for most operations, but will be displayed in hexadecimal for pack, fill, and
unpack operations since these operate primarily on bit mask values.

The result of a test or compare will be zero if false, or one if true when the result
object is a Analog or Binary object. The result of a test or compare when the result
object is Multi-State will be 1 if false and 2 if true (since Multi-State cannot use zero).

The next two screen shots illustrate compare, set, and skip operations. Rule 5 says
that rule 6 will not be executed if AI 6 contains a zero. If Al 6 is not equal to zero,
then rule 6 will be executed. (The numbers rule 6 and Al 6 are not related in any other
way, this is just conincidence in the example.)
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Calculate ¢ i Report

Rule Perform AndfThru This
Operation Using Object/Value

=
ENE-- B N - Hi- Il IS
ENE-- B IN B i I
NN B IN B i I

O | o O o
ENL N N EIji IS
O | o s
OO | o s
| e T | e (e s
# Rules Enabled: RN

Object values for examples using the above operations are illustrated below.

Local Objects. BAChet Modhus System
Analog Binary Multi-State Actions

Input Objects Output Objects Walue Ohjects

Object Mame Dut of
Object Description Service

= Description of Al 1
Description of AL 2
Description of AI 3
Description of AL 4

Present Value Reliability Status

Units
0,0,0,0 no_units
e [
BN

Description of Al &
Analog Input 7
Description of AL 7
Analog Input 8

Description of AI &
| g 3 __ 2= |

—ow | o
BB8.00000 no_units
|

Analog Input 5 - x e - .
- Description of AL 5 202.0000 a 0,0,0,0 no_units
I [

The following screen shot illustrates the use of calculate rules to set the states of
multiple Binary Input objects based on the value of a single Multi-State Input object.
In this example, BI 1 will be active if the MI 1 state is 1, BI 2 will be active for state 2,
and so on.
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Calculate ¢ i Report

Showing [ to 5 of 5 Update < Prev | Next >
T | Update Jl <Prev | Next> |

Rule Perform Andf Thru This

#

Operation Using Object/Value

ENL N N B
ENL N N B
# Rules Enabled:

The calculate rules have access to command priority and relinquish when the result
regiter is a commandable object.

The command priority is set using the priority operation as illustrated below. In this
case, the "using object" and "place result in object" are only place holders to keep the
rule validator happy. The only thing actually used in this operation is the "this value".
In the example below, the command priority is being set to 7. This command priority
will be used for any subsequent operations that place a result in a commandable
object, and will remain in effect until another priority operation is used. If no priority
operation is ever included, then the default local command priority on the BACnet
settings page will be used.

Once a commandable object has been set by a calculate rule, it can be relinquished by
using the relinquish operation as illustrated below. The command priority currently in
effect as the result of the most recent priority operation will be relinquished. The
calculate rules themselves do not have any ability to remember command priorities - it
is up to you to keep track of command priority using the priority operation.

Calculate | Report

And/Thru This Place Result
Using Dbject/Valus i ji

£
-
| | O |
ENL-— B}
| T | RN | ET | (O | R

ENI- 5 NN

Pack and fill are used for packing multiple local objects into a single object for
purposes of emulating existing equipment when the Babel Buster is functioning as a
server (slave). When pack and fill are used, "using" should be selected, and the
second entry is a hexadecimal mask or fill value. The hexadecimal value should include
"h" at the end to signify hexadecimal (otherwise the value will be parsed as decimal).

The pack mask is both a bit mask and position indicator. To calculate the contribution
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of a given calculate rule, the mask is right shifted until the least significant bit is
nonzero, then this shifted mask is logically AND-ed with the local object content. The
resulting masked value is then left shifted back to the original mask position. This final
shifted result is then logically OR-ed into the result object (after first clearing the bits
in the affected position of the result object).

Fill is simple - it simply logically OR's the bit mask into the result object.

Calculate 1] Report

Perform And/Thru This Place Result
Operatmn l.ls|ng Object/Value

Using the above rules, an example of resulting data would be as follows.

Local Objects BACHhet Modbus System
Analog Binary Multi-State Actions

Input Ohjects Output Objects ‘Malue Ohjects

. Object Name Out of
Object Bkt Bl rration R Present Valua Reliability Status

[ 1 [hed, ﬂ_
-ﬂ—-_
-ﬂ—
= P R I I 2
Ll .. .. J_ [ ‘1. ]

A set of calculate rules that would exactly reverse the above operation would be as
follows.

Calculate Co Report

Showing [l to 4 of 4 Update < Prev | Next =
e | | Update Jil < Prev | Next > |

Andﬂ'hn.l This Place Result
Object/Value i i

_ Foh
N | TN | O | CER

# Rules Enabled: Insert | Delete

The pack, fill, and unpack instructions are primarily targeting Modbus applications.
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They are less useful when dealing with BACnet objects, but are retained in the
calculate rule set for consistency across the gateway family.

3.5 Local Object Copy Rules

The copy rules provide a means of simply copying the content of one object to
another.

BACNET-MODBUS e ™
NETWORK GATEWAY . L‘

CONTROL SOLUTIONS MINNESOTA

Local Ohjects BAChet Modbus System

Analog Multi-State Actions

Calculate Report

Rule Source Destination
Object Object

F
- B .
- B -
# Rules Enabled: Delete

The above rule would cause the value of AI 7 to be placed in Al 14. If a floating point
(Analog) value is copied to a Binary object, the Binary object will be set Active if the
value was nonzero, or cleared to Inactive if zero. Analog values copied to a Multistate
object will be not only truncated, but bounded to the maximum number of states (not
a recommended use of Copy).

3.6 Device Status Reporting

The Babel Buster BB3-7101/MX-71 read maps include the ability to set a default value
upon 'n' read fails, meaning that if the Babel Buster gets an error 'n' times attempting
to read that point, it will automatically set the corresponding local object to the given

default value to indicate the problem. This indication applies on a point by point basis,

but of course any one point can be used as an indication that the entire device may be
offline.

The BB3-7101/MX-71 also includes the ability to report device errors to an assigned

status object rather than rely on default values. This reporting is configured on the
Report page.
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BAcHET-MoDEﬂ&h___:'__ 6
NETWORK GATEWAY ' M

CONTROL SOLUTIONS MINNESOTA

Local Objects BACnhet Modhus System
Analog Binary Mukti-State “Actions

Calculate : Report

Dievice or To This With This

AR Unit # Objact Dalay (Sec.]

Modbus RTU Master

BACnet IP Client

This optional list allows reporting device errors as object values to make it easier to
monitor communication failures. The length of the list is variable. To add to the list,
select the type of device to report on, select the device instance or unit number to
report on, and select an object in which to put the status indication. Enter a delay if
desired, and then click Add.

The delay is optional. If zero, there is no delay. If some number of seconds is entered,
then the error condition will not be reported until this time period expires. If the error
clears before the time is up, then the error is never reported. This is useful for
spurious errors that would result in nuisance indications.

To remove a report from the list, check the box in the Delete column and then
click Update. Click Prev or Next to scroll through the list.

Error codes placed into the reporting object will be as follows:
0 = No error
1 = Timeout, no response from remote device
2 = Error message received from remote device (e.g. Modbus exception)
3 = Line fault (e.g. CRC error, socket connection error, etc)

Once a Timeout error indication has been set (following delay if applicable), it will
automatically return to zero upon the next successful communication with that device.

Once either the error message or line fault indication has been set, following delay if
applicable, communication must continue free of this same error condition for at least
the same delay period before the indication will be reset to zero. If an error

message (e.g. Modbus exception) is reported for one data point, but multiple others
are error free, then the one error would be hidden without this delay before reset.
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Ideally, this delay period should be at least as great as the poll period for the slowest
point mapped.
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4. Configuring Gateway as a BACnet Device

4.1 Device Object Parameters

The identity of the gateway as a BACnet device is entered on this page, along with
other device object parameters.

BACNET-MODBUS
= ~NETWORK GATEWAY ' 2 e®
»~ MOBELBp 3T O P, CONTROL SOLUTIONS MINNESOTA

>Ny T E—F]F ¥ W oa=y wa

Local Objects BACnhet Modbus System
Local Device BACnHhet Client Diagnostics

BAChet

BACnet Device Settings: Local MNetwork: Settings

Device Instance Bl Save

Port (default 0xBACO = 47808) R Network Number (0 = Local)

EWSNe NPTl Babel Buster BB3-7101
Device Description (I R=laE
TSR LR St Paul, Minnesota
APDU Timeout jEilili] APDU Retries [
APDU Segment Timeout | Database Revision 125

Local Command Priority BRI Backlog Limit

Disable self-restart upon =

Allow fault self-reset without Ack. e e

Disable Segmentation. [ | Disable Modbus offset. [l

Enter a device instance from 1 to 4,194,303. Enter a port nhumber (note that 47808 is
the standard port expected by most BIP devices).

The device object name, description, and location are entered here. The device object
name is expected to be unique to the entire BACnet network. Standard BACnet
timeout and retry values are also entered on this page. These values are stored in a
special area of non-volatile memory rather than the XML configuration file.
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Network Number is optional, and normally left set to zero here. Normally, BACnet
routers will take care of any network number translation needed. If you leave this
network number entry set to zero, then this BB3-7101/MX-71 WILL respond to any
local broadcast message. If you enter a network number here, then this device WILL
NOT respond to local broadcast messages, and will only respond to remote broadcast
messages or global broadcast messages. The default setting is zero, and

BTL certification was done with the default setting of zero - no other humber is needed
here for normal typical use.

Local command priority is used when the result of a Calculate or Copy rule is written
to a commandable object. It is also used if the result of a client read map is saved to a
local commandable object, although this would not be recommended. Output objects
are commandable. Client read maps should store results in input or value objects,
while client write maps take their data from value or output objects. In other words,
output objects should not be used for input.

Check the "allow" check box to allow faults to self-reset. These faults are those
conditions indicated by a non-zero reliability code in any of the data objects (see list
on data objects pages). Normally an external client needs to read the realiability code
to acknowledge the fault before it will automatically reset. By checking the "allow"
check box, faults will automatically self-reset without acknowledgement. This is
required any time the client does not periodically read reliability codes but does check
fault status - a behavior known to be common to BMS front ends.

Check the "disable self-restart" box to disable self restart upon communication loss. If
this box is not checked, this gateway will restart itself in an attempt to auto-recover if
communications with devices has started and then stopped.

By default, when Modbus reads values that are mapped to a Multi-State object, the
values are offset by one. Multi-State objects are not allowed to contain a value of zero
per BACnet protocol standard. Since Modbus doesn't often deal very well with zero
being prohibited, values are offset by one. Therefore, where Modbus sees zero, the
BACnet Multi-State object will see one. This offset only applies to Multi-State objects.
You can disable this offset by checking the "Disable Modbus offset" box and saving the
setting. Just be aware that with the offset disabled, Modbus will not know the
difference between zero and one because any attempt to write zero to the Multi-State
object will be forced to one. You can safely disable the offset when only reading Multi-
State objects, but use extra caution when writing to Multi-State objects from Modbus
with the offset disabled.

Click Save to store. This store process will take a little while as these parameters are
being saved to non-volatile memory. A change in port number will not take effect until
the next system restart.

4.2 Network Settings

The two most important things that must be unique on the BACnet IP network are
device instance, and IP address. The IP address is set on the Network page.
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BACNET-MODBUS e 6
= = NETWORK GATEWAY a P -
MODEL ‘P‘!“Hﬁ"““"""-"*mwt CONTROL SOLUTIONS MINNESOTA

F r .E—»]F F;®

Local Objects BAChet Modbus System
System Setup

File Manager Hetwork Resources

IPv4 Settings @ sutomatic  © static
1Pv4 Static IP Address FEERIGS L] 1Pv4 Configured IP Address 192.168.1.126 Apply

IPv4 Static Subnet Mask FRENEENERRT IPv4 Subnet Mask 255.255.255.0

IPv4 Static Gateway BRERTT:ENE] IPv4 Gatevay 192.168.1.1

IPve Settings © pisabled @ Autormatic @ Static
IPvE Link-Local IP Address fe80::240:9dff:fe45:4696

Select either Static or Automatic for IPv4. To change the Static IP address of this
device, enter the address, subnet mask, and gateway, then click Apply.

Select Automatic to specify that DHCP should be used to obtain an IP address upon
power-up. IP address change will take effect upon next power cycle.

The above screen shot is only a portion of the Network setup page, and is the only
part of the Network page that is required for BACnet IP. The remainder of the Network
page is discussed in Section 11.3.

The Web User Interface is accessible via IPv6; however, the BACnet IP Client does not
yet support IPv6. The only demonstrated version of BACnet IP over IPv6 does not use
actual IPv6 addresses - it uses Virtual MAC addresses (VMAC) and address translation
tables. The VMAC approach allows IPv6 to coexist with original IPv4 devices. As of the
BTL testing of this device, test specifications for BACnet IP over IPv6 were not
available and thus IPv6 support is not included in the BTL tested device.
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5. Configuring Gateway as a BACnet Client

The BACnet client is used to query other BACnet devices, obtain their Present Value
data (or other property value), and store a copy of that data in the BB3-7101/MX-71's
own local objects. From there, the data may be accessed by Modbus devices (or other
BACnet devices if you have some reason to want to remap objects).

This data exchange with other BACnet devices requires that you define those devices
in the list on the BACnet Client Devices page, and then create some number of Read
and Write Maps. The maps may be created via the web pages talked about below. But
you also have the option of using a standard spread sheet program to create a list that
you save as a CSV file, and then import that via the File Manager in

the BB3-7101/MX-71. Refer to Section 11.1 for more about importing CSV files, and
also Appendix B for CSV file format information.

5.1 BACnet Device List

Setting up the BACnet client consists of identifying one or more BACnet devices, then
listing the objects that should be queried (whether read or written). The client
configuration pages are illustrated below.
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CS,

CONTROL SOLUTIONS MINNESOTA

Local Objects BACnhet Modbus System
Local Device BACnet Client Diagnostics

Devices Client Read Map Client Write Map

Device #

Device Instance (52 W RIET Ol BACHet Test Server
Defzult Poll Period EI] Seconds Dafault Write Priority:
Reply Timeout: Seconds Timeouts: _ Clear

Address Binding: @ pynamic (Who-1s) @ Static

EWILERL L= 102, 168.1.64:47808 Clear Cache
Networke Number MAC Length _

MAC Address

Device humber simply shows you where you are on the internal local device list. Click
"next" and "prev" to scroll through the list.

Remote BACnet IP devices to be accessed by this device are specified here. Enter the
Device Instance of the remote device, a name to reference in other pages, and a poll
rate. Then click "Update".

Select dynamic or static address binding. Dynamic binding is used most often, and
simply means the gateway will send out a "Who-Is" request asking for the device
instance to respond, at which time the gateway learns its IP address automatically (or
MS/TP address via an IP router).

If static binding must be used, enter the fixed IP address you know the device
instance to be found at. If no port is given, it will default to OXxBACO (47808). Enter
IP as a.b.c.d or IP with port as a.b.c.d:p, for example 192.168.1.99:47808.

Include network number, mac length, and mac address ONLY if static binding to a
device on the other side of a BACnet router.

When dynamic address binding is used (default), the gateway broadcasts a "Who-Is"
looking for this device instance when a read or write map wants to use this device.
When (if) it responds, its IP address is listed here simply as a diagnostic. Timeouts
resulting from inability to reach this device are tabulated on this page as well, and
may be cleared by clicking the Clear button. To cause the who-is process to be
repeated, click Clear Cache. When dynamic binding is used, the IP address is read-
only and any changes entered will be ignored.

5.2 BACnet Client Read Maps
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Getting the gateway to read objects from another BACnet device requires setting up a
"Read Map" as shown here.

BACNET-MODEUSE
T = Nom: GATEWAY : . ety
FMPDEL DR IO o T Ty CONTROL SOLUTIONS MINNESOTA

-
- F A F E—F]FT ¥ W &=F v oa>

Local Objects BACnet Modhbus System
Local Device BAChet Client Diagnostics

Devices. Client Read Map Client Write Map

Showing @i o 11 of 11 Update < Prey MNext =
1 [ update Jl < Prev | tiext >

Remote Remote
T1, pe Dravice

BN e
| e | CEnrETE | [ OO e
Bl I I B |- [T
Bl I - B T semovenr
Bl e | O | e owns
Bl 0 W B | [Ty
| C— | CT— 0T DT

Map number simply tells you where you're at on the list of object maps. Click "next"
and "prev" to scroll through the list. To advance directly to a specific map, enter the
desired number in the "Showing" box, then click Update.

Scale Name

Maps entered on this page only read data from remote devices. Go to the Client Write
Map to write data to those devices. The full parameter set is different for read versus
write.

An abbreviated version of a list of maps is shown on this page. Any of the parameters
shown may be changed here and registered by clicking the Update button. To view
and/or modify the complete set of parameters, click on the map number in the left
most column.

For each remote object to be read, select the object instance and type, and remote
device. The names in the remote device list are defined in the Devices page. The
property read will default to Present Value. If you wish to read a different property,
click on the Map # in the first column for the expanded view of the map and enter the
property number.

When the remote object is read, data may be manipulated before being written to the
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local object. The value will be multiplied by the scale factor. The final result is written
to the local object number given. The name is optional and used only for display
purposes.

Selecting "none" for remote type effectively deletes the map even though it will still
appear in the list until deleted. Unused maps at the end of the list will always show
none as the type.

Local Object is internally a coded nhumber consisting of BACnet object type multiplied
by 10000, then added to the object number starting from #1. These numbers will
appear as "register numbers" in XML configuration files. These are translated into
abbreviations that are easy to interpret on the web page as follows:

AI n = Analog Input #n

AO n = Analog Output #n

AV n = Analog Value #n

BI n = Binary Input #n

BO n = Binary Output #n

BV n = Binary Value #n

MI n = Multi-state Input #n
MO n = Multi-state Output #n
MV n = Multi-state Value #n

Local object numbers start at #1. The maximum available number varies by object
type, and these limits are set on the Resources page (under System).

Click on a Map # in the first column of maps to get the expanded view of that map as
follows:

Local Objects BACHhet Modbus System
Local Device BACnet Client Diagnostics

Devices Client Read Map Client Write Map

EELR=-chad Present Value - from instance # el ey Analog Input -
Read from device QRS-SRS @S -Ta ISR A Lsing index

Then apply scale: m and offset: m

Save in local object named Analog Input 1 Repeat this process every m seconds.
Apply this default value: after read failure{s].

.. Enable this map only when index object m is set to a value of _

# Cliant Read Maps Enabled:

Map number simply tells you where you're at on the list of object maps. Click "next"
and "prev" to scroll through the list. To advance directly to a specific map, enter the
desired number in the "Map #" box, then click Update.
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For each remote object to be read, enter the property number, object instance and
type, and select a remote device. The names in the device list are defined in the
Devices page. Use index value of "ALL" if no index (use this by default if you do not
have a known index number).

The most commonly read property will be Present Value, which is property number 85.
For other property numbers, refer to Appendix D, BACnhet Codes.

When the remote object is read, data may be manipulated before being written to the
local object. The value will be multiplied by the scale factor, then the offset is added.
The final result is written to the local object number given. The name is optional and
used only for display purposes.

The periodic poll time ("Repeat this process") determines how often the remote object
will be read. This number, if nonzero, will override the default poll time given in the
Devices page for the remote device being read.

The default value will be stored into the local object after the given number of read
failures if the fail count is non-zero. Setting the count to zero will disable the default,
and the object will retain the most recent value obtained.

You have the option of enabling this map only when a selected object contains a given
value. Any local object may be used as the index object. As the name implies, you
could have the same local object contain different values based on different maps as
indexed by the index object.

Delete will remove the map number shown in the "Map #" box. Insert will insert a new
map before the map number shown, and is used for placing maps between existing
maps. It is not necessary to use Insert to add maps to the bottom of the list or to
define any map presently having zero for a source object or "none" for remote type.

Selecting "none" for remote type effectively deletes the map even though it will still
appear in the list until deleted. Unused maps at the end of the list will always show
none as the type. If you wish to prevent these from being displayed, reduce the
number of maps enabled.

The number of maps enabled simply limits the scope of map review so that you do not
have to review a lot of unused maps. If the displayed maps are used up and you need
more, increase the enabled number.

The expanded view of the Client Read Map may look daunting at first. Here is the
same screen shot with the parts you are most likely to not use grayed out for
illustration purposes. If you are only concerned with reading Present Value and you
have set the default poll time on the Device page, then you really never need to look
at the expanded view at all. Your configuration can be entered entirely on the tabular
list of maps. The same applies to Write Maps below.

50f16 7/10/2021, 9:43 PM



5. Configuring Gateway as a BACnet Client file:///C:/AAA_CSI/Literature/2021 User Guides/BB3-7101-SP-MX-71-...

from instance # of object type Analng Input b I

Read property BRGEGUGTEEE S FE

PGEELRICTREENI® BAChet Test Server -

2 in local object I named Analog Input 1 Repeat this process every seconds.

5.3 BACnet Client Write Maps

Getting the gateway to write objects to another BACnet device requires setting up a
"Write Map" as shown here. Much of the Write Map is configured the same as a Read

CS,

CONTROL SOLUTIONS MINNESOTA

Local Objects BACnet Modbus System
Local Device BACnet Client Diaghostics

Client Read Map Client Write Map

Showing 8 o9 of 9 Update < Prev | Mext >
g | Update Jll <Prev | Next>_

Remate Remote
Db]nct # Device

Name

Map number simply tells you where you're at on the list of object maps. Click "next"
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and "prev" to scroll through the list. To advance directly to a specific map, enter the
desired number in the "Showing" box, then click Update.

Maps entered on this page only write data to remote devices. Go to the Client Read
Map to read data from those devices. The full parameter set is different for read
versus write.

An abbreviated version of a list of maps is shown on this page. Any of the parameters
shown may be changed here and registered by clicking the Update button. To view
and/or modify the complete set of parameters, click on the map number in the left
most column.

For each remote object to be written, select the object instance and type, and remote
device. The names in the device list are defined in the Devices page. The property
written will default to Present Value. If you wish to write a different property, click on
the Map # in the first column for the expanded view of the map and enter the property
number.

Data from the local object given will be multiplied by the scale factor before being
written.

Selecting "none" for remote type effectively deletes the map even though it will still
appear in the list until deleted. Unused maps at the end of the list will always show
none as the type.

Local Object is internally a coded number consisting of BACnet object type multiplied
by 10000, then added to the object number starting from #1. These numbers will
appear as "register numbers" in XML configuration files. These are translated into
abbreviations that are easy to interpret on the web page as follows:

AI n = Analog Input #n

AO n = Analog Output #n

AV n = Analog Value #n

BI n = Binary Input #n

BO n = Binary Output #n

BV n = Binary Value #n

MI n = Multi-state Input #n
MO n = Multi-state Output #n
MV n = Multi-state Value #n

Object numbers start at #1. The maximum available number varies by object type,
and these limits are set on the Resources page (under System).

Click on a Map # in the first column of maps to get the expanded view of that map as
follows:
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Local Objects BACnet Modbus System
Local Device BACnet Client Diagnostics

Devices Client Read Map Client Write Map

Map £ Update < Prev | Mext >
T | Update [l < Prev | Next> |

Read local object named Analog Qutput 2
Write remote object EI any time local object has changed by m or 'when m seconds have elapsed with no change.

Otherwise write remote object unconditionally. In any event, when writing remote object, apply local object data as follows:

Apply scale: m and offset: m Then, using index I and priority _ proceed to
Write property encoded as data type m

Write to instance # of object type at device

Repeat this process @ zt lcast © no more than ayeary m seconds.

ﬂ Enable this map only when index object is set to a value of

# Client Write Maps Enabled: _

Map number simply tells you where you're at on the list of object maps. Click "next"
and "prev" to scroll through the list. To advance directly to a specific map, enter the
desired number in the "Map #" box, then click Update.

The local object data may be written periodically, or when it changes, or both. To send
upon change (send on delta), check the first box and enter the amount by which the
local object must change before being written to the remote device. To guarantee that
the remote object will be written at least occasionally even if the data does not
change, check the second box and enter some amount of time. This time period will be
referred to as the "maximum quiet time".

Data from the local object may be manipulated before being written to the remote
object. The local data is first multiplied by the scale factor. The offset is then added to
it.

For the remote object to be written, enter the property number, object instance and
type, index if applicable (enter "ALL" if no index), and priority to use of the object
being written is commandable. Select a remote device to write to. The names in the
device list are defined in the Devices page.

The most commonly written property will be Present Value, which is property number
85. For other property numbers, refer to Appendix D, BACnhet Codes.

The repeat time may determine how often the remote object will be written. If send on
delta and maximum quiet time are not checked above, clicking the "at least" button
will establish a periodic update time. If send on delta is used and you wish to limit the
network traffic in the event changes are frequent, click the "no more than" button and
enter the minumum time that should elapse before another write to the remote
device.

8of 16 7/10/2021, 9:43 PM



5. Configuring Gateway as a BACnet Client file:///C:/AAA_CSI/Literature/2021 User Guides/BB3-7101-SP-MX-71-...

You have the option of enabling this map only when a selected object contains a given
value. Any local object may be used as the index object. As the name implies, you can
write different values to the remote object based on different maps as indexed by the
index object.

Delete will remove the map number shown in the "Map #" box. Insert will insert a new
map before the map number shown, and is used for placing maps between existing
maps. It is not necessary to use Insert to add maps to the bottom of the list or to
define any map presently having zero for a source object or "none" for remote type.

Selecting "none" for remote type effectively deletes the map even though it will still
appear in the list until deleted. Unused maps at the end of the list will always show
none as the type. If you wish to prevent these from being displayed, reduce the
number of maps enabled.

The number of maps enabled simply limits the scope of map review so that you do not
have to review a lot of unused maps. If the displayed maps are used up and you need
more, increase the enabled number.

5.4 BACnet Client Diagnostics

If errors are detected in the course of reading or writing other BACnet objects via the
client's maps, they will be indicated on the errors pages.

Local Objects BAChet Modbus System
Local Device BAChet Client Dia_gnustics

Errors: Read Maps Errors; Write Maps

Remote Remote Remote Error Error
Type Object # Device Class Code

BACnet Tast Sarver Analog Value 1

Errors for BACnet client read/write maps are shown on these pages. Only those maps
with errors to report are listed. Refer to the code and class lists below for
interpretation. In the illustration above, error class 1 says the error refers to "object"
and the code says "unknown object". In other words, AV 6125 does not exist in the
device shown.

Proprietary class 82, code 0, is generated locally indicating a timeout, no response
received from remote server. All other codes listed below are returned by the remote
server.

ERROR_CLASS_DEVICE
ERROR_CLASS_OBIJECT
ERROR_CLASS_PROPERTY
ERROR_CLASS_RESOURCES
= ERROR_CLASS_SECURITY

0
1
2
3
4
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5 = ERROR_CLASS_SERVICES

/* valid for all classes */
0 = ERROR_CODE_OTHER

/* Error Class - Device */

2 = ERROR_CODE_CONFIGURATION_IN_PROGRESS
3 = ERROR_CODE_DEVICE_BUSY

25 = ERROR_CODE_OPERATIONAL_PROBLEM

/* Error Class - Object */

4 = ERROR_CODE_DYNAMIC_CREATION_NOT_SUPPORTED
17 = ERROR_CODE_NO_OBJECTS_OF_SPECIFIED_TYPE

23 = ERROR_CODE_OBJECT_DELETION_NOT_PERMITTED
24 = ERROR_CODE_OBJECT_IDENTIFIER_ALREADY_EXISTS
27 = ERROR_CODE_READ_ACCESS_DENIED

31 = ERROR_CODE_UNKNOWN_OBIJECT

36 = ERROR_CODE_UNSUPPORTED_OBIJECT_TYPE

/* Error Class - Property */

8 = ERROR_CODE_INCONSISTENT_SELECTION_CRITERION
9 = ERROR_CODE_INVALID_DATA_TYPE

32 = ERROR_CODE_UNKNOWN_PROPERTY

37 = ERROR_CODE_VALUE_OUT_OF_RANGE

40 = ERROR_CODE_WRITE_ACCESS_DENIED

41 = ERROR_CODE_CHARACTER_SET_NOT_SUPPORTED

42 = ERROR_CODE_INVALID_ARRAY_INDEX

44 = ERROR_CODE_NOT_COV_PROPERTY

45 = ERROR_CODE_OPTIONAL_FUNCTIONALITY_NOT_SUPPORTED
47 = ERROR_CODE_DATATYPE_NOT_SUPPORTED

50 = ERROR_CODE_PROPERTY_IS_NOT_AN_ARRAY

/* Error Class - Resources */

18 = ERROR_CODE_NO_SPACE_FOR_OBIJECT

19 = ERROR_CODE_NO_SPACE_TO_ADD_LIST_ELEMENT
20 = ERROR_CODE_NO_SPACE_TO_WRITE_PROPERTY

/* Error Class - Security */

1 = ERROR_CODE_AUTHENTICATION_FAILED

6 = ERROR_CODE_INCOMPATIBLE_SECURITY_LEVELS
12 = ERROR_CODE_INVALID_OPERATOR_NAME

15 = ERROR_CODE_KEY_GENERATION_ERROR

26 = ERROR_CODE_PASSWORD_FAILURE

28 = ERROR_CODE_SECURITY_NOT_SUPPORTED

30 = ERROR_CODE_TIMEOUT

/* Error Class - Services */
5 = ERROR_CODE_FILE_ACCESS_DENIED
7 = ERROR_CODE_INCONSISTENT_PARAMETERS
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ERROR_CODE_INVALID_FILE_ACCESS_METHOD
ERROR_CODE_ERROR_CODE_INVALID_FILE_START_POSITION
ERROR_CODE_INVALID_PARAMETER_DATA_TYPE
ERROR_CODE_INVALID_TIME_STAMP
ERROR_CODE_MISSING_REQUIRED_PARAMETER
ERROR_CODE_PROPERTY_IS_NOT_A_LIST
ERROR_CODE_SERVICE_REQUEST_DENIED
ERROR_CODE_COV_SUBSCRIPTION_FAILED
ERROR_CODE_INVALID_CONFIGURATION_DATA
ERROR_CODE_DUPLICATE_NAME
ERROR_CODE_DUPLICATE_OBIECT_ID

APRADMDNNREHRRERFPRFE
OO WONOOTPDWHO
| 1 | ¥ 1 | | | 1 | A

5.5 Importing BACnet Client Maps from CSV File

The built-in web user interface is user friendly, but can get tedious if you have a lot of
maps to enter. You may already have a list of BACnet objects available in spread sheet
form. With a bit of editing, you can turn this into a CSV file that can be directly
imported into the BB3-7101/MX-71 to quickly configure a lot of read and write maps.
If you are proficient with spread sheets, you can probably create a rather large set of
maps quickly and speed up the process of configuring the BB3-7101/MX-71.

There is more discussion about the File Manager in Section 11, but a summary of what
you need to do to import maps from a CSV file is given here.

Start by uploading your CSV file. Use the Browse button to locate the file on your PC,
then click Upload.

Select *.csv as the file filter. This will result in showing the list of CSV files currently
stored in the BB3-7101/MX-71.
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Local Objects BAChet
System Setup

File Manager Hetwork.

IRt BootConfig.xml

Boot configuration S8y ils®il

Upload File

Upload Mo file selected.
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Modbus System

Resources

Free space: 0.93 MB

Select your file from the File Directory drop-down list, then click the Select button on
the right. Select "Import CSV to BACnet IP" from the Action list, and click Execute.

File Manager

FICSWI SOl PITR-bip-maps.cav
SR P P33T R-bip-maps.csv

Boot configuration (el ila®il

Upload File

Upload e No file selected.

Quick Help

This page allows you to manage configuration files. 15

not save those changes to an XML configuration fila.

Select a file from the list. To work with this file, click
yvou will commonly work with are:

*.xml
*.pem
*.c5v

Configuration file
S5L certificate
Register or object list import

Resources

Free space: 0.95 MB

select —

—- select —

Load ¥ML Config File

Save XML Config File
Create New XML Config File
Select Boot Auto-Config File
Delete Selected File

Import CSV to Modbus RTU

Import CSV to Modbus TC

s will be lost the next time you cycle power if you did
emaory (Flash fila).

ction from the action list, and click Execute. File types

Clear TCP Maps
Clear BACnet IP Maps

Clear All Configuration

We imported 220 read maps in our example test case.
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Local Ohjects BACnet Modhbus System

Local Device BACnet Client Diagnostics

Deuicn_as-. Client Read Map Client Write Map

Showing -:: 15 of 221

Map Remote 3 i Remote
Drevice

Scale
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Name

Analog Input 2

Analog Input 3

Analog Input 4

2 Analog Input hd - BACnet Test Server
Analog Input - BACnet Test Server -

Analog Input 5

Analog Input 6

Analog Input hd D BACnet Test Server -

Analog Input 7

Analog Input hd - BACnet Test Server = IEI.EIIZI

Analog Input 3

= s
- Analog Input * BACnet Test Server
E Analog Input hd l:l BACnet Test Server - ID.IZIIZI

Analog Input 9

- Analog Input hd BACnet Test Server - lEI.IZIIZI

Analog Input 10

10
11

- Analog Input

Analog Input 11

Analog Input

Analog Input 12

l Analog Input 13

1

3 E| CENETTR | D
-
-

] 0.00
Analog Input - BACnet Test Server - 0.00

l Analog Input 14

0
1
2
a
&4
3

5.6 Clearing Configuration

Read and write maps imported from a CSV file will be added to the list of maps already
in place. If you wish to reload the list, you must first clear it. Clear the BACnet
client maps by going to the File Manager page, then selecting "Clear BACnet IP Maps"

from the action list and clicking Execute.
File Manager Network Resources

Frea space: 0.96 MB

SIS S0l P3TR-bip-maps.csv -

Boot configuration (Sl ssiilebil B confirm

Upload File

Upload Mo file selected.

3

Seleted Fila: _ LRl Clear BACnet IP Maps -

If you forget to clear the maps before re-importing them, you will get an error notice

something like this:
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'

()

The following error(s) occurred:

Line 2 Col 18: Local object already mapped -
Line 2 Col 18: Local ckject already mapped [
|Line 4 Col 18: Local object already mapped Tii
iLine 5 Col 1E8: Local object already mapped
:Line 6 Col 18: Local object already mapped -
|Line 7 Col 1B: Local object already mapped

The error is most likely the result of an incorrect entry in one or more fields of a form. Click your browser's "back” button to go back to the
page you were at, make corrections, and try again.

5.7 Understanding BACnet Client Timeout Settings

The Babel Buster gateway includes a BACnet client that can be configured to read and
write objects in other BACnet devices. Each point to be read or written is defined by a
client read map or client write map. These maps reference a device, and each device
has an entry on the Devices page. For each device, the BACnet Device Instance, a
name, default poll period, and timeout are provided by the user.

The Reply Timeout is the amount of time the client will wait for a response before
calling it a timeout if no response is received. The client will then move on to the next
read or write map. The client will eventually come back around to the same point and
try again. If the client times out a second time, then the mapped object’s reliability
code will be set to the nonzero value indicating timeout, no response.

If repeated timeouts are observed, one should confirm that the device in question is
operating. If so, then set a longer timeout period as needed.

Local Objects BACnet Modhus System
Local Device BAChet Client Diagnostics

Devices Clhient Read Map Client Write Map

Device Instance g (ECIR e ST BE2-7010-01

Default Poll Period Seconds Diafault Write Priority:
Reply Timeout: R Seconds  Timeouts: _ Clear

Address Binding: O Dynamic [Who-1Is) @ ciatic

Device Address BRI EE ST Clear Cache
Metwork Number MAC Length _

MAC Address

Much of the time, especially with BACnet IP, the client device timeout is the only
timeout one needs to be pay much attention to. However, it is important to understand
what is going on inside BACnet behind the scenes, especially if the client is making
requests to an MS/TP device on the other side of a router.
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The BACnet Device has settings that apply to all requests made by this device, and
these are found on the BACnet settings page (illustrated below). Of particular concern
with respect to timeouts are the APDU Timeout and APDU Retries.

Any time a request is made by this BACnet device, the request initiates a Transaction
State Machine (TSM). The Invoke ID you will see if you use Wireshark to look at
network traffic identifies this TSM. This invoke ID is used to associate a reply with a
request. If the TSM does not see a reply within the APDU Timeout (given in
milliseconds), then the TSM will automatically retransmit the request and wait another
APDU Timeout period. This retransmission will be repeated up to the retry count. If the
retry count is 3 as illustrated below (with a timeout of 3000 milliseconds), and no
reply is ever received, this means the request will have been transmitted a total of 4
times (over 12 seconds).

The APDU Timeout will default to 3000 (milliseconds) and APDU Retries will default to
3 as recommended by BACnet protocol. However, whether these humbers make sense
for your application is left for you to determine.

It makes sense to have the BACnet client device timeout set to 2 seconds as
illustrated above so that a timeout doesn’t hang up the client for too long. However, if
the default values for the BACnet Device are left as illustrated below, then here is what
is going to happen when the target device does not reply: The client will send its initial
request. Then 2 seconds later, it decides there is no response and moves on to the
next point and sends the next request. Meanwhile the TSM has waited 3 seconds, then
retransmitted the original request. Over a period of 12 seconds, the TSM will be
sending the same original first request 4 times. As you can see, the client has not
really waited for the final result in this instance. Furthermore, the client is kicking off
more TSM’s faster than they can complete their retry sequence. If the target device is
a slow MS/TP device on the other side of a router, it is highly likely that you will flood
the router with more requests than it can handle, and you will start to get “reject -
router busy” replies from the router (which will be indicated simply as timeout on the
client end).

This snowball effect and request log jam will often clear itself when the BACnet client
is only polling BACnet IP devices. But the snowball effect can have very adverse
effects on a slow MS/TP network on the other side of a router.

When choosing a timeout value for the devices listed on the Devices page in the
BACnet client, be sure to also examine the APDU Timeout and Retries on the BACnet
settings page. If the default values illustrated below are left as is, then the most
suitable timeout value for the client device above would be 12 seconds, not 2 seconds.
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BACnhet

BACnet Device Settings: Local Metwork Settings

Device Instance Save
Port (default 0xBACD = 47808) E¥EE] MNetwork Number _ {0 = Local)

PR IET Pl Babe| Buster BBE3-7101
Crevice Drescription

=R SRl S, Paul, Minnesota

APDU Timeout E{ILITH APDL Retries

APDU Segment Timeout RN Database Revision 127

Local Command Priority Bl Backleg Limit _

Disable self-restart upon ¥

Allow fault self-reset without Ack. o

communications loss

Disable Segmentation. Wl

The other setting one should pay attention to especially when talking to MS/TP devices
on the other side of a router is the “"Backlog Limit”. The BACnet client will not
necessarily wait for the reply from device A before sending a request to device B. If
the client is polling 20 different devices, it is quite plausible that the client will send 20
requests faster than the first reply can come back. Thus it is quite easy for a BACnet
IP client to overrun an MS/TP router by pumping out requests faster than the router
can forward them to MS/TP. Therefore, one should use the Backlog Limit to throttle the
client. If the limit is set to 4 (a reasonable number for MS/TP), this means the client
will send no more than 4 requests before pausing and waiting for replies to those
requests.

The other aspect of how Backlog Limit may affect required timeout setting is that
when there is a large backlog of replies to process, the remote device may have
responded promptly and within the client timeout setting, but by the time the client
gets through the backlog of replies, a short client timeout may have expired.
Therefore, timeout is not just a matter of how fast the other device responds, but also
a matter of how busy you are keeping the client.
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6. Configuring Gateway as a BACnet Server

6.1 Server Configuration

The BB3-7101/MX-71 contains a set of BACnet objects whose only purpose is to store

copies of data obtained from other devices. This copy of data may then be queried by
different devices.

The only configuration needed to use the BB3-7101/MX-71 as a BACnet server is to
set the Device instance on the BACnet page. The device should also be given an object
name that will be unique on the entire network. Configuring the gateway as a

BACnet Device is described in more detail in Section 4.

o

BACNET-MODBUS e
- « NETWORK GATEWAY = S,
o ; p EL o ,.1,, F W E- i v r-'.:’_.-:--'l" (DNTROL EOLUTIONS MINHESOTA

F F F E—F] T ¥ R AE—F vaan

Local Objects BAChet Modbus System
Local Device BAChet Client Diagnostics

BACnhet

BACnet Device Settings: Local Network Settings
Device Instance Jdy Save

Port {default 0:BACO = 478038) Btk MNetwork Number (0 = Local)

BEW e = ETCl Babel Buster BB3-7101
Device Description (MR =AlHE
WS B LLE St Pgul, Minnesota
APDU Timeout REINI] APDU Retries K
APDU Segment Timeout | Database Revision 125

Local Command Priority BRI Backlog Limit

Allow fault self-resat without Ack. Dlsactifn :-.,E.IJ: :-:::iir::ﬁ‘z:

Disable Segmentation. |

6.2 Accessing Local Objects
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The collection of local objects includes Analog, Binary, and Multi-State types of objects,
and includes Input, (commandable) Output, and (writeable) Value types of each of
those objects. The BB3-7101/MX-71 also contains a Device object which is configured
in the above screen.

Data may be placed in the local objects by other devices writing to the
BB3-7101/MX-71, or by the BB3-7101/MX-71 querying other devices. When the
BB3-7101/MX-71 is configured to query other devices, these operations are defined by
“read maps” and “write maps” associated with the respective client function (BACnet
client or Modbus client/master).

The following pages illustrate the Analog Input object pages and the Binary Output
object pages. The remaining object pages found in the BB3-7101/MX-71 are virtually
identical, and are not replicated here. (See also Configuring Local Objects, Section 3.)

Each object page initially comes up as a table of object data. Click on the object
number in the left-hand column to expand the view of that object and access the
windows that let you locally force values, assign units or names, etc.

Local Ohbjects BACnhet Modbus System
Analog Binary Multi-State Actions

Input Ohjects Output Objects Value Objects

Analog Input Objects Showing objects from Refrash < Prev | Mext =

Object Name Out of
Object Description Service

e s & | e | 8 [eeEs lwmewk 000000000 |
et a2 [ n | om | o |oooolege 000000 |
e ot &1 3 (=0 | o [opew w0
e s o [ o Jeew e ]
S stas (o | @ss | u loms leges 000000000 |
e e ““_m

Analog Input 7
Drescription of AI 7

Present Value Reliability Status Units

The object name, units, value, and status are shown for a list of objects starting with
the number entered at the top of the page. Click Prev/Next to scroll through the list.
Click on the object number in the first column to change name, units, COV, and out-of-
service state.

The source of data for an Analog Input object will typically be reading from some other
BACnet or Modbus device. Click on the object number in the first column for more
detail including the link to any client map providing data to this object.

Out of Service means polling for data will stop. While out of service, the present value
may be written by the BACnet client. Data may be forced via this web page at any
time, but will be overwritten by the next mapped client update unless the object is out
of service.

Reliability codes may be any of the following:

20f6 7/10/2021, 9:44 PM



6. Configuring Gateway as a BACnet Server file:///C:/AAA_CSI/Literature/2021 User Guides/BB3-7101-SP-MX-71-...

Modbus client/master, no response from slave (64)
Modbus client/master, crc error (65)

Modbus exception, illegal function code (66)
Modbus exception, illegal data address (67)
Modbus exception, illegal data value (68)

Modbus exception, code+65, rarely used (69..79)
Local device, configuration property fault (80)
Faulty Modbus packet(81)

BACnet IP client, device timeout (82)

BACnet IP client, error returned by server (83)

Status flags A,B,C,D indicate the following, 0 meaning not true, 1 meaning true:
A = in alarm

B = fault

C = overridden

D = out of service

Click on an Object number in the first column of maps to get the expanded view of
that object as follows:

Local Objects BACnhet Modbus System

Analog Binany Multi-State Actions

Input Ohjects Output Ohjects Value Objects

Reliability: 0 Status: 0,0.0,0 Device Link: -— Out of Service: . Deconfigure .

NS Analog Input 3 Force M present value PERI

Bt el Bl Description of AL 3

CDH’increment:m (WLT= no_units -

The object name, units, value, and status are shown for the object number entered at
the top of the page. Click Prev/Next to scroll through the list. Click Refresh to update
the page, or Update to accept changes.

The object name and description may be changed here. BACnet units may be selected.
Initial COV increment may be entered. When any of these are changed, be sure to
save the updated configuration by clicking Save on the Config File page under

System Setup.

The object may be set Out of Service by checking that box and clicking Update. The
present value may be changed by entering a value, checking Force, and clicking
Update.

The source of data for an Analog Input object will typically be reading from some other
BACnet or Modbus device via the map indicated by the Device Link. The mapped
device will be polled at the rate specified by the Read Map.

Out of Service means polling of the mapped remote device will stop. While out of
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service, the present value may be written by the BACnet client. Data may be forced
via this web page at any time, but will be overwritten by the next mapped client
update unless the object is out of service.

Reliability codes indicate errors as itemized on the tabular object list.

Status flags A,B,C,D indicate the following, 0 meaning not true, 1 meaning true:
A = in alarm

B = fault

C = overridden

D = out of service

Device link will indicate BIP, RTU, or TCP, followed by R for read or W for write, and a
number which is the map number in the table of read or write maps for mapping to
this BACnet object. The designation R means read from a remote device, and W
means write to a remote device.

Check 'Deconfigure' and click Update to erase configuration for this object.
Local Objects BACnhet Modbus System

Analog Binary Multi-State Actions

Input Objects Output Objects Value Ohjects

Binary Output Objects Showing objects from Update Mext =

Object Name
Object Description

Objact Prasent Value Raliability Status

The object name, value, and status are shown for a list of objects starting with the
number entered at the top of the page. Click Prev/Next to scroll through the list. Click
on the object number in the first column to change name or out-of-service state.

The destination of data for a Binary Output object will typically be some other BACnet
or Modbus device. Click on the object number in the first column for more detail
including the link to any client map receiving data from this object.

The Binary Output object is commandable, meaning the BACnet client must write both
a value and a priority level for that value. The highest level value will be the one
written to the remote device (if mapped). If all values are relinquished, the relinquish
default value will be written to the remote device.

Out of service means the mapped remote device will not be written to. Values written
by the BACnet client will be retained, but only applied when this object is placed back
in service. At that time, the highest priority value will be written to the remote device.

Reliability codes may be any of the following:
Modbus client/master, no response from slave (64)
Modbus client/master, crc error (65)

Modbus exception, illegal function code (66)
Modbus exception, illegal data address (67)
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Modbus exception, illegal data value (68)

Modbus exception, code+65, rarely used (69..79)
Local device, configuration property fault (80)
Faulty Modbus packet(81)

BACnet IP client, device timeout (82)

BACnet IP client, error returned by server (83)

Status flags A,B,C,D indicate the following, 0 meaning not true, 1 meaning true:
A = in alarm

B = fault

C = overridden

D = out of service

Click on an Object number in the first column of maps to get the expanded view of
that object as follows:

Local Objects BACHhet Modbus System
Analog Binary Multi-State Actions

Inpugt Ohjects Output Objects Value Objects

Reliability: 0 Status: 0,0,0,0 Device Link: -——  Qut of Service: ‘ Deconfigure: ‘

ol Rl EL S Relay Output 1 Force I Present value 4> Active
1> NULL
2= NULL
PYSTER S Relay closed G S Relay open 3= MULL

Relinguish DEFault 5 ULL

6= MULL
7= MULL
8> NULL
9> MULL
10> MULL
The object name, units, value, and status are shown for the object number entered at the top of the 11> NULL lext to scroll through
the list. Click Refresh to update the page, or Update to accept changes. 12= MULL
13> NULL
The object name and description may be changed here. State text may be entered. When any of thelgEESITITTN 2 sure to save the

PEEEEIE O Remote relay control

Quick Help

updated configuration by clicking Save on the Config File page under System Setup. 15> NULL

2 " 16> MULL
The destination of data for & Binary Cutput object will b iting the remote BACnet or SHMP device vi ed by the Device

Link. The remote device will be updated upon change of source data and/or periodically as defined by rg> Inactive i

The object name, units, value, and status are shown for the object number entered at
the top of the page. Click Prev/Next to scroll through the list. Click Refresh to update
the page, or Update to accept changes.

The object name and description may be changed here. State text may be entered.
When any of these are changed, be sure to save the updated configuration by clicking
Save on the Config File page under System Setup.

The destination of data for a Binary Output object will be writing the remote BACnet or
Modbus device via the map indicated by the Device Link. The remote device will be
updated upon change of source data and/or periodically as defined by the Write Map.
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The Binary Output object is commandable, meaning the BACnet client must write both
a value and a priority level for that value. The highest level value will be the one
written to the remote device (if one is mapped). If all values are relinquished, the
relinquish default value will be written to the remote device.

To set an output object manually from this page, check the Force box, enter a value in
the Present Value window, and select a priority level to assign to your forced value.
Then click Update. To return a given priority level to NULL, simply type the word

NULL in the Present Value window, check Force, and click Update.

Out of service means the mapped remote device will not be written to. Values written
by the BACnet client will be retained, but only applied when this object is placed back
in service. At that time, the highest priority value will be written to the remote device.

Reliability codes indicate errors as itemized on the tabular object list.

Status flags A,B,C,D indicate the following, 0 meaning not true, 1 meaning true:
A = in alarm

B = fault

C = overridden

D = out of service

Device link will indicate BIP, RTU, or TCP, followed by R for read or W for write, and a
number which is the map number in the table of read or write maps for mapping to
this BACnet object. The designation R means read from a remote device, and W
means write to a remote device.

Check 'Deconfigure' and click Update to erase configuration for this object.
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MODEL BE3-7 =SSP
> ~MODEL MX-T7 1-5P — ld‘

CONTROL SOLUTIONS MINNESOTA

7. Configuring BBMD

BBMD stands for BACnet Broadcast Management Device. Messages such as "Who-Is"
and "I-Am" are broadcast. Most routers, however, to not pass broadcast messages
along. The BBMD solves this problem by explicitly directing broadcast messages to a
specific IP address.

CS.

CONTROL SOLUTIONS MINNESOTA

Local Objects Modbus System
Local Device BACHhet Client Diagnostics
BBMD Settings Edit BDT

Broadcast Distribution Table {BDT) Broadcast Addrass:Port Broadcast Mask

Foreign Devices Registered Locally Time to Live

Local Device's Registration as a Foreign Device at Remote Location

Enable BBMD [l

BEMD Time To Live (seconds) _ {Zero disables foreign registration)
BEBMD IP Address, Port (INIRIRI] 0 BBMD is not registered.

The BBMD Settings page appears as shown above when no part of BBMD support is
enabled, as is the case when shipped. Do not enable BBMD if you are not aware of
needing it and/or do not understand how BBMD works. The three elements of BBMD
support are discussed in the following sections, and their use is often mutually
exclusive, meaning you will often need only one of the three elements.
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7.1 Registering as a Foreign Device

If you have a remote BB3-7101/MX-71 that needs to connect via router, including
NAT router, to a local network, use Foreignh Device Registration. There will typically be
a master device, such as operator station or other front end, that includes BBMD. The
IP address of this device is the one that should be given as the BBMD address for
foreign device registration.

Local Objects BAChet Modhbus System
Local Device BACnet Client Diagnostics BEBMD
BBMD Settings Edit BDT

Broadcast Distribution Table (BDT) Broadcast Address:iPort Broadcast Mask

Foreign Devices Registered Locally Time to Live

Local Device's Registration as a Foreign Device at Remote Location

Enable BEMD B
BEBMD Time To Live (seconds) m {Zero disables foreign registration) Save

BBMD IP Address;, Port BIFERAFECIE) 47808 BEMD is registerad.

To enable BBMD processing, check the "Enable BBMD" box. This applies to foreign
device registration. The broadcast distribution table functions regardless of whether
foreign device registration is enabled.

If the BB3-7101/MX-71 should register as a foreign device with another BBMD, then
the port, time-to-live, and IP address of the remote BBMD must be given. The local
BBMD will attempt to register with the remote BBMD whose address is given.

Disable this device's attempts to register elsewhere, but allow other devices to register
here, by setting time to live to zero with BBMD enabled.

7.2 Allowing Other Devices to Register Locally

The BB3-7101/MX-71 can be the BBMD that other devices register with. The screen
shot below shows that three other devices have registered with this BBMD, and
broadcast messages will now be sent explicitly to these locations. In this case, there
are NAT routers between this local device and the three remote devices. While they
are all on physically separate local networks, they will appear as a single BACnet
network even if the local networks are miles apart. The local BACnet client will be able
to communicate with these remote BACnet devices as a result of the foreign
registration.
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Note that foreign registration only provides communication with a single remote

device. If communicating with an entire remote network of BACnet devices is the
intent, then a full BACnet router is required, and BBMD would be handled by the

BACnet router (disable everything on this BBMD Settings page if connected via a
BACnet router).

Local Objects BAChet Modbus System
Local Device BAChet Client Diagnostics

BEMD Settings Edit BDT

Broadcast Distribution Tabla [BDT) Broadcast Address:Port Broadcast Mask

Faoreign Devices Registered Locally Time to Live

Local Device's Registration as a Foreign Device at Remote Location

Enable eeMD [

BBMD Time To Live {seconds) _ (Zero disables foreign registration)
BBMD 1P Address, Port QINURIRY 0 BBEMD is not registered.

To allow foreign devices to register with this device, but not have this device register
elsewhere, check Enable BBMD, but enter zero for BBMD Time To Live. This enables
BBMD but disables this device's attempt to register somewhere else.

7.3 Broadcast Distribution Table

A Broadcast Distribution Table (BDT) defines a list of IP addresses that the

BBMD should send broadcast messages to. It is important to note that a BBMD only
forwards broadcast messages. It does not do full routing. If you are attempting to
connect two networks across a NAT router, you must get a full BACnet Router to
accomplish this. For this reason, the BDT has limited usefulness when only BBMD is
present. The BB3-7101/MX-71 only includes BBMD, not full routing.

Broadcast distribution will result in device discovery, but you will not be able to
read/write properties in the remote device without full routing. Foreign device
registration via a router does result in being able to fully communicate with the foreign
device from the local network.
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Local Objects Modbus

Local Device BACnet Client Diagnostics

BBMD Settings Edit BDT

Broadcast Address : Port Broadcast Mask

FFFFFFOO

FFFFFFFF

FFFFFFFF

FFFFFFFF

Th Edit BDT page allows viewing of the broadcast distribution table that has been
provided to the local device by an external network management tool capable of
sending the BDT initialize. The BDT may also be edited on this page. Regardless of
how the table is filled, it will be saved in the configuration file when saved, and
reloaded upon restart.

Once the table has been initialized, it will appear on the BBMD Settings page as
illustrated below.

Local Objects

Local Device BAChet Client Diagnostics

BBMD Settings Edit BDT

Broadcast Distribution Table {BDT) Broadcast Addrass:Port Broadcast Mask

192.168.1.126:47508 FEFFFFOO

173.11.32.87:47808 FFFFFFFF

173.11.32.90:47808 FFFFFFFF

173.11.32.91:47808 FFFFFFFF

Foreign Devices Registered Locally Time to Live

Local Device's Registration as a Foreign Device at Remote Location

Enable BBMD

BBMD Time To Live {(seconds] _ {Zero disables foreign registration)
BEMD IP Address, Port m BEMD is not registered.
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MODEL BB3-7 f&?:sp 23242 6
[ |

>, % MODEL MX-T7 1-5P
ﬂfw"“m“w‘“‘""‘*ﬁ“‘ o CONTROL SOLUTIONS MINNESOTA

'l I.(J‘-rrrla-r

8. Configuring Gateway as a Modbus RTU Master

The BB3-7101/MX-71 can be a Modbus RTU master or slave. As a master you can read
Modbus data from, or write Modbus data to, Modbus slave devices. The gateway will
periodically poll the Modbus devices according to register maps you set up. To read
from a remote Modbus device, configure a Read Map. To write to a remote Modbus
device, configure a Write Map.

Data read from a remote device is stored in a local object when received. Data written
to a remote device is taken from a local object when sent.

8.1 Modbus RTU Device Configuration

Modbus device configuration for RTU really consists of just port configuration.

BACNET-MODBUS
> - NE BH GATEWAY = At ¥
LT MAOBELBp 1T 1O P CONTROL SOLUTIONS MINNESOTA

F II)::.;;;..,.

Local Objects BACHhet Modhus System
RTU Setup RTU Data TCP Setup TCP Data Register Map

Local Device RTU Read Map RTU Write Map

Update
Baud Rate EELEIITIEEE S el Mone, 1 Stop Bit -

I am the Master © IamaSlave @

Parameters for RTU Master: Parameters for RTU Slave:

Default Poll Rate PRINE] Seconds My Address or Unit #
Timecut @RI Seconds

' Use FC 5/6& instead of 15/16 for unit numbers (slave addresses] starting at _

W us=rc 5/6 and 15/16 by count for unit numbers (slave addresses] starting at _

Select baud rate and parity from the drop down lists. Click either Master or Slave
buttons to select type of operation. Enter timing parameters or address as applicable.
Click update to register your changes.
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The default poll rate entered here will be used for all Modbus RTU Read and Write
maps unless a different number is entered in the expanded view of the map.

IMPORTANT: Set timeout to something long enough for the device. If too short, the
gateway will not wait long enough for a response from the Modbus slave device, and
the result will be a lot of "no response" errors from the device even though the device
is perfectly functional.

If your slave/server device only supports function codes 5 and 6 for writing coils and
holding registers, check the Use FC 5/6 box. The default function codes are 15 and 16,
which are most widely used. If you check the box, you should also enter a "starting
at" unit # or slave address. This allows supporting both types of devices at the same
time provided you assign slave addresses in two non-overlapping groups. (These
settings do not apply if the gateway is the slave.)

If your slave/server device is especially picky, it may require function codes 5 and 6
for single writes, but yet expect function codes 15 and 16 for multiple register writes.
Select "Use FC 5/6 by count..." if this is the case, and provide a starting unit number.

The starting unit number will most often be simply "1" unless you have a mix of device
types that all follow different rules for their function codes. Note that the selection of
FC 5/6 only pertains to write maps. Reading registers will always use the same
function codes for reading.

8.2 Modbus RTU Master Read Maps

Getting the gateway to read registers from a Modbus device requires setting up a
"Read Map" as shown here.

BACNET-MODEUS e
NETWORK GATEWAY . CS.

CONTROL SOLUTIONS MINNESOTA

Local Ohjects BACnhet Modhbus System
RTU Setup RTU Data TCP Setup TCP Data Register Map

Local Device RTU Read Map RTU Write Map

Showing [l to 1 of 1 Update = Prev | Mext =
£ | Update Jll < Prev | Hext >

Map Remaote R.emote Remaote Remote Local
T1, pe Register Format Register # Unit # Dh}nct #

Map number simply tells you where you're at on the list of read maps. Click "next" and
"prev" to scroll through the list. To advance directly to a specific map, enter the
desired number in the "Showing" box, then click Update.

Local Object Name

Maps entered on this page only read data from remote devices. Go to the RTU Write
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Map to write data to those devices. The full parameter set is different for read versus
write.

Local Device RTU Read Map RTU Write Map

Showing [ to 1 of 1 Update < Prev | MNext >
1] upcoic Jll < Prov | e

Remote Remote

Register Format Register # Unit # Local Object Name

local device is configured as a Master.

Map _l[k where you're at on the list o star maps. Click "next" and "prev" to scroll through the list. To advance
directly to a 5|:|w|:|hc map er the desired number in the owing" then click Update.

To create a Read Map, start by selecting the Modbus register type to read from the
drop-down list.

Local Device RTU Read Map RTU Write Map

Showing [l to 1 of 1 Update = Prev | Mext =
. | Update Jll < Prev | ext > |

Remaote Remote Remote
Register Format Register # Unit #

Map

Local Object Name

Quick Help UINT-16

. % INT-32
This page only applies if the loc

Map number simply tells you v ist of regi Click "next" and "prav" to scroll through the list. To advance
directly to a specific map, ente er i = ing" then click Update.

Maps entered on this page only
set is different for read versus w

An abbreviated version of i o i a. A of the parameters sh wn may be changed here and registerad by
clicking the Update button. To v DOUBLE ify o JI' parameters, click on the map number in the left most column.

CHAR

For each remote register to be r v
Remote Unit #. If register forms MOD10-2 d to click the map number and set the string o e ax| =X, i of the map.
For coils or discrete inputs, use for regi format - in this case, format only affe i

z MOD10-3
Selecting "none" for remote typ ates the map even though it will still appear in the list until deleted. Unused maps at the end
of the list will always show none ETaTyRRIE:

Select the data format expected in the remote Modbus register. The abbreviation

INT under Format means signed integer, while UINT represents unsigned integer. The
INT and UINT are followed by the number of bits to be read (which translates into 1,
2, or 4 consecutive holding registers). The FLOAT format refers to 32-bit IEEE 754
format while DOUBLE refers to 64-bit IEEE 754 floating point. The MOD10 format is
unique to Schneider Electric power meters, and is supported in 2, 3, and 4-register
formats. (Note: Use INT-16 or UINT-16 for coils or discrete inputs - in this case format
only affects local data conversion.)
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Local Device RTU Read Map RTU Write Map

Map Remote Remote Remotea Remote
Type Register Format Register #

# -_
| Cr— e (O DN (CTEE |

Enter the register number to read from the remote RTU slave and slave address of
that RTU slave. Do not use Modicon humbers here. In other words, if your slave
device's documentation says read register 40001, that is short hand (Modicon
notation) for saying read holding register 1. Refer to the Modbus Reference
Information section of this user guide for more discussion about register numbers like
40001. If you enter 40001 here to read the first holding register, you will get an
exception error since the actual register number is not 40001.

Local Object Name

The Local Object is where data read from the remote Modbus RTU slave will be stored
locally in the Babel Buster. If the local object data format does not match what you are
reading from the Modbus slave, the data will be converted automatically when it is
read.

Local Device RTU Read Map RTU Write Map

Remota Remota Remote Local Chiect Name
Register Format Register # Unit # - = B

Holding Register - I1 Ill .IAIl I Analog Input 1
¥ OTEN NN DN CTEe| 0 |

Click on the Map number in the first column to access the expanded view of the Read
Map.

Local Device RTU Read Map RTU Write Map

ZCl Holding Register - BB Signed 16-bit bl Siz=: _
From register at Unit # With low register first if checked: l
apply bit mask if applicable: QI then apply scala: m and offsat: m

Save in local object named Analog Input 1 Repeat this process every seconds.
Apply this default value: m after _ read failure(s].
. Enable this map only when index object m is sat to a value of _

# RTU Read Maps Enabled: -

For each Modbus register to be read, select the register type, format, number, and
remote unit (slave address). The optional bit mask and scaling are discussed with
examples below.
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Modbus protocol treats all input registers or holding registers as strictly 16-bit
registers. To accommodate 32-bit or longer data, Modbus devices use multiple
consecutive "registers" to hold the data. There is no standardization of whether the
least significant part of the data comes first or last. Therefore, Babel Buster lets you
set that according to whatever the slave device requires. If the least significant data is
found in the first (or lower numbered) register in your slave device, then check the
box after "With low register first".

The poll rate ("Repeat this process...") determines how often the Modbus register will
be read. If zero is entered here, the rate will become the default poll rate given on the
Devices page for the Modbus RTU port.

The default value will be stored into the local object after the given number of read
failures if the fail count is non-zero. Setting the count to zero will disable the default,
and the object will retain the most recent value obtained. If the default value does
take effect, the actual data value read will be retained when communications are
restored.

You have the option of making this Read Map conditional. If an index object is
provided and the Enable box is checked, then this read map will only be executed
when this local object contains the value given. This allows multiple read maps to
supply data to the same local object based on the value of the index object. It also
allows reading to simply be suspended if a single read map supplies data to the local
object. In a more sophisticated scenario, you could potentially suspend reading of the
slave if you know the slave is powered down.

Map number simply tells you where you're at on the list of read maps. Click "next" and
"prev" to scroll through the list. To advance directly to a specific map, enter the
desired number in the "Map #" box, then click Update.

Delete will remove the map number shown in the "Map #" box. Insert will insert a new
map before the map number shown, and is used for placing maps between existing
maps. It is not necessary to use Insert to add maps to the bottom of the list - simply
add definition to the empty map already at the end of the list.

Selecting "none" for remote type effectively deletes the map even though it will still
appear in the list until deleted. Unused maps at the end of the list will always show
none as the type. If you wish to prevent these from being displayed, reduce the
number of maps enabled.

The number of maps enabled simply limits the scope of map review so that you do not
have to review a lot of unused maps. If the displayed maps are used up and you need
more, increase the enabled number.
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Local Device RTU Read Map RTU Write Map

Map = §il Update < Prev | Next =
| | Update Jll < Prev | Next>

ERN Holding Register ~ B Signed 16-bit el Size: _
From register at Unit # WwWith low register first if checked: m
Apply bit mask if applicable: LI then apply scale: PRV =nd offsct: BRIl

Save in local objact named Analog Input 1 Repeat this process avery seconds.
Apply this default value: m after _ read failure(s).
- Enable this map only when index object m is sat to a value of _

# RTU Read Maps Enabled:

You have the option of providing a scale and offset. A scale of zero will cause scale and
offset to be ignored. If provided, the Modbus data will be treated as raw data. When
the Modbus data is received, it will be multipled by scale, then added to offset, and
then stored in the local object. If the Modbus slave was providing degrees Celsius, and
the scale factors illustrated above were used, then a Modbus value of 25 would result
in the local object receiving a value of 77 (degrees Fahrenheit).

Local Objects BACnet Modbus System
Analog Binary Multi-State Actiohs

Input Ohjects Output Objects Value Ohjects

Object Name SlE Presant Value Raliability Status Units

£ Z Object Description Service

Analog Input 1

 [Peeeemment 0 L& | | o | onoo |
| B [k @ | @ | d ] s
2
D e e —————

=
i

ts

It is common for Modbus devices to pack a number of status bits into a single holding
register. In order to do meaningful things based on a single bit it is necessary to split
that register into multiple local objects. Babel Buster supports this requirement by
providing an optional bit mask.

If a bit mask is entered (in hexadecimal), and the remote register type is signed or
unsigned integer (16-bit or 32-bit data), the mask will be bit-wise logical AND-ed with
the Modbus data. The retained bits will be right justified in the result stored locally if
the local object is Analog or Multi-State. The result will simply set a Binary object to
Active if nonzero.
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Local Device RTU Read Map RTU Write Map

Map = Update < Prev | MNext>
2| | Update Jll < Prev | Next> |

CEl Holding Register - EEER Unsigned 16-bit - EEEE _
From register at Unit # With low register first if checkead: '
Apply bit mask if applicable: QU then apply scala: m and offset: m

Save in local object named Binary Input 1 Repeat this process every seconds.
Apply this default value: m after _ read failure(s).
- Enable this map only when index object il is set to a valua DF_

# RTU Read Maps Enabled:

Reading bit O is illustrated above while reading bit 3 is illustrated below (bit 3 mask in
binary would be 1000 which is hexadecimal 8 as entered in the configuration page).
Refer to the Modbus Reference section in this user guide for a list of all possible mask
values.

Local Device RTU Read Map RTU Write Map

EEEN Holding Register - BB Unsigned 16-bit  ~ BSeER _
From register '-‘.‘ at Unit # With low register first if checked: |
Apply bit mask if applicable: QUL then apply scale: m and offsat: m

Save in local object named Binary Input2 Repeat this process every seconds.
Apply this default valua: m aftar _ read failure(s].
M cabie this map only when index object FRLIGL is sat to 3 value I:IF_

# RTU Read Maps Enabled: Insert

If the read maps referencing the same remote register are created in sequential
contiguous order, the Babel Buster will optimize the RTU activity by reading the remote
register once and then sharing the data with all of the read maps in the group. In the
example illustrated here, two consecutive read maps reference the same Modbus
register, each selecting a different bit.
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Local Device RTU Read Map RTU Write Map

Remaote Remate Remaote
Register Format Register # Unit #

Helding Register - Il Ill .I ll Analog Input 1
| weympes

Local Object Name

INT-16 hd
W ocing regster - Jlonrc -
W ocing reoster - [l oore -
CIE | [T N | O (| i

To try out these read maps, we have set up ModSim with the remote register 3
containing a value of 9.

-

=5 ModSim32 - ModSiml

File Connection Display Window Help

=

| MadSim1

Device Id: | 1

Address: -m MODBUS Point Type
|I]3: HOLDING REGISTER j
Length:

40001: <00D025>
40002: <0000o:
40003 <00009>
40004: <00000
40005 <00000>
40006: <00000>
40007: <00000
40008: <0000D>
40009: <00000>
4001 0: <00000

The holding register value of 9 translates into the following local object values when
the bit mask option is used as illustrated.

Local Objects BAChet Modbus System

Analog Binany Multi-State Actions

Input Ohjects Output Obhjects Value Objects

Binary Input Objects Showing objects from Update < Prev | Mext >

Object Name Out of

et Cibject Description Service

Present Value Reliability Status Text

0,0,0.0 BI 1 is active

Binary Input 2 A
e N N —
I e e e e e |

8.3 Modbus RTU Master Write Maps
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Getting the gateway to write registers to a Modbus device requires setting up a "Write
Map" as shown here. Much of the Write Map is configured the same as a Read Map.

BACNET-MODBEUS =
= < NETWORK GATEWAY : Ry
T o OBENBP T 10T P =
—r FMPUELER T 1D T CONTROL SOLUTIONS MINNESOTA

> N Y k=2 TR > v s

Local Objects BACnet Modhbus System

RTU Setup RTU Data TCP Setup TCP Data Register Map
Local Device RTU Read Map RTU Write Map

Remote Remote Remote

Type Register Format Register # Local Object Name

The data direction is reversed but the same selections are still made. Select the local
object that will be the source of data to write to the remote Modbus RTU slave. Select
the register type, data format, and register number to be written to in that slave.
Enter the slave address as Remote Unit. Click on the map number in the first column
to access additional optional configuratino parameters.

Local Device RTU Read Map RTUWTrite Map

Map = B Update < Prev | Mext =
.| | Update Jll <FPrev | Next>

Read local object named Analog Value 1

Write remote register .when local register changes by m or . when MEecunds have slapsed with no change.
Othervise write remote register unconditionally, applying local register data as follows:

Apply scale: m and offset: m‘l’hen if applicable, apply bit mask: and bit fill:

Write as Size: _ with blank padding if checked .

To register # at Unit # with low register first if checkead: ]

Repeat this process O st least @ no more than ayary seconds.,

] Enable this map only when index object Rl is set to a value of _

# Client Write Maps Enablad:

The local object data may be written to the remote Modbus slave periodically, or when
it changes, or both. To send upon change (send on delta), check the first box and
enter the amount by which the local object must change before being written to the
remote Modbus device. To guarantee that the remote register will be written at least
occasionally even if the data does not change, check the second box and enter some
amount of time. This time period will be referred to as the "maximum quiet time".
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Data from the local object may be manipulated before being written to the remote
register. The local data is first multiplied by the scale factor. The offset is then added
to it. If a bit mask is entered, and the remote register type is signed or unsigned
integer (16-bit or 32-bit data), the mask will be bit-wise logical AND-ed with the data.
The mask is right justified, then AND-ed with the data. The result is then left shifted
back to the original position of the mask. In other words, the least significant bits of
the original data will be stuffed at the position marked by the mask.

After the scaling and masking, the bit fill will be logically OR-ed into the result, but
only if the mask was nonzero and was used. Both mask and fill are entered in
hexadecimal. The effect of "fill" is that certain bits will always be set to 1 in the data
written to the remote Modbus device.

Multiple local objects may be packed into a single remote Modbus register. To
accomplish this, define two or more maps in sequence with the same remote
destination. If the destination is the same, data types are 16 or 32-bit integer (signed
or unsigned), bit masks are nonzero, and the maps are sequential, the results of all
qualifying maps will be OR-ed together before being sent to the remote destination.

For the remote register to be written, select the register type, format, number, and
remote unit (slave address). Data formats are the same as described above for Read
Maps. Size is only specified for character strings. Use INT-16 or UINT-16 data format
for coils - in this case format only affects local data conversion.

Modbus protocol treats all holding registers as strictly 16-bit registers. To
accommodate 32-bit or longer data, Modbus devices use multiple consecutive
"registers" to hold the data. There is no standardization of whether the least
significant part of the data comes first or last. Therefore, Babel Buster lets you set that
according to whatever the slave device requires. If the least significant data is found in
the first (or lower numbered) register in your slave device, then check the box after
"With low register first".

The repeat time may determine how often the remote register will be written. If send
on delta and maximum quiet time are not checked above, clicking the "at least" button
will establish a periodic update time. If send on delta is used and you wish to limit the
network traffic when changes are too frequent, click the "no more than" button and
enter the minumum time that should elapse before allowing another write to the
remote device. It is valid to select "no more than every 0.0 seconds" if you want all
changes to be sent, but no periodic writes.

You have the option of making this Write Map conditional. If an index object is
provided and the Enable box is checked, then this write map will only be executed
when this local object contains the value given. This allows multiple write maps to
supply data to the same remote register based on the value of the local index object.
It also allows writing to simply be suspended if a single write map supplies data to the
remote register. In a more sophisticated scenario, you could potentially suspend
writing of the slave if you know the slave is powered down.

Delete will remove the map number shown in the "Map #" box. Insert will insert a new
map before the map number shown, and is used for placing maps between existing
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maps. It is not necessary to use Insert to add maps to the bottom of the list - simply
add definition to the empty map already at the end of the list.

Selecting "none" for remote type effectively deletes the map even though it will still
appear in the list until deleted. Unused maps at the end of the list will always show
none as the type. If you wish to prevent these from being displayed, reduce the
number of maps enabled.

CS,

CONTROL SOLUTIONS MINNESOTA

Local Objects BAChet Modbus System

RTU Setup RTU Data TCP Setup TCP Data Register Map

Local Device RTU Read Map RTU Write Map

Remote Remote
Register Format Register #

B Woooreose - I I B ol
Bl - I -l 1§ I

The expanded view of the read and write maps may look daunting at first. But many
applications can be configured by entering information on the tabular map list page
rather than the expanded view. The map entries made above appear as shown below
in the expanded view. You only need to use the expanded view when you want to

apply some of the more specialized optional parameters that are grayed out in this
screen shot.

Local Object Name

Local Dewce RTU Reail Map RTUWTrite Map

Read local object nam=d Analog Valvue 3
Write reqmrote register H winen ocal register-changes By m = vkt
Othemze writa ramote register unconditionally, spolying local registar data s= follovs:

zceley m and offssh m Than if applicable. =pply bit mask: QO and bt filh
'-.I".'riteas Signed 16-bit - B Fel

ank padd

with bl
To register £ at Unit # With low redistar first IF chacked: ]
Repeat this process @ at least @ no more than E'."EI","-‘__u_: h
W crabie this map only when (ndex ohisct m = =&k th

# Client Write Maps Enabled: _

11 of 17 7/10/2021, 9:44 PM



8. Configuring Gateway as a Modbus RTU Master file:///C:/AAA_CSI/Literature/2021 User Guides/BB3-7101-SP-MX-71-...

8.4 Modbus RTU Master Data Displayed by Slave

The RTU Registers page shows a list of local objects mapped to RTU slave devices. The
page will show only one device at a time, and may have no entries as illustrated
below.

Local Objects BAChet Modhus System

RTU Setup RTU Data TCP Setup TCP Data Register Map

RTU Registers Error Counts Errors: Read Maps Errors: Write Maps

RTU Unit # (Slave Address]: 2 Showing t.:. o of 0

Time since

Local Object Name Object Data Last update

RTU Unit # Hext Unit >

Click the Next Unit button to go to the next RTU slave (or Prev Unit to back up), or
simply enter a number in the RTU Unit # window and click Update. Registers for that
slave will now be displayed. In addition to a summary of the map (both read and write
maps are shown), the time since last update is displayed. This time should generally
be less than the poll time. If the last update time is large, it means there is an error
preventing the update.

RTU Registers Error Counts Errors: Read Maps Errors: Write Maps

RTU Unit # (Slave Address): 1 Showing t-:- 4 of 4 Refresh <. Prev MNext =

Time since

Local Object Name Object Data Last update

m
mm_
_

RTU Unit # Mext Unit >

8.5 Modbus RTU Errors

The Error Counts page shows a tabulation, by RTU slave, of all errors observed. In the
example below, we can see that the RTU device at slave address 1 is running
flawlessly while slave #2 has had some issues.
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CS,

CONTROL SOLUTIONS MINNESOTA

Local Ohjects Modhus System
RTU Setup TCP Setup TCP Data Register Map
R_Tl.l Registers Error Counts Errors: Read Maps Errors: Write Maps

Showing devices from

Unit # Resat R} CRC Errors

Responses Excaptions

If the counts show some problems, we can look for more detail on the Errors: Read
Maps (or Errors: Write Maps) pages. These pages will tell us exactly which Read Map
(or Write Map) the problem is occurring on, and what the error is, as illustrated below.

RTU Registers Error Counts Errors: Read Maps Errors: Write Maps

Object Name Error Description Exception Code

Analog Input 2 Exception code returned by device Illegal data address

RTU Registers Error Counis. Errors: Read Maps Errors: Write Maps

Object Name Error Description Exception Code

Once you have resolved problems, you can reset the error counts by checking the box
in the Reset column and then clicking Update.

RTU Registers Error Counts Errors: Read Maps Errors: \Write Maps

Tatal i CRC Errors Exceptions

Messages Responses

451 0

64 51

0 o

The counts will reset to zero, but in most cases, at least "Total Messages" will start
incrementing again.
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RTU Registers Error Counts Errors: Read Maps Errors: Write Maps

Total
Messages

8.6 Importing Modbus RTU Maps from CSV File

The built-in web user interface is user friendly, but can get tedious if you have a lot of
maps to enter. Quite often, Modbus register maps are available in spread sheet form.
With a bit of editing, you can turn this into a CSV file that can be directly imported into
the BB3-7101/MX-71 to quickly configure a lot of read and write maps. If you are
proficient with spread sheets, you can probably create a rather large set of maps
quickly and speed up the process of configuring the BB3-7101/MX-71.

There is more discussion about the File Manager in Section 11, but a summary of what
you need to do to import maps from a CSV file is given here.

Start by uploading your CSV file. Use the Browse button to locate the file on your PC,
then click Upload.

Select *.csv as the file filter. This will result in showing the list of CSV files currently
stored in the BB3-7101/MX-71.

BAﬂHET‘MDﬁBﬁ“- 6
- ,Hzr}vonu GATEWAY = [\ o

>~ Moty ﬁ ,1% CONTROL SOLUTIONS MINNESOTA

F ¥

Local Objects BACnhet Modbus System
System Setup

File Manager Hetwork: Resources

Free spacs: 0.95 MB

FCWeIawtl BootConfig.xml -
Boot configuration sy ils®il

Upload File

Upload Mo file selected.
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Select your file from the File Directory drop-down list, then click the Select button on
the right. Select "Import CSV to Modbus RTU" from the Action list, and click Execute.

File Manager Resources

Free space: 0.95 MB

Fila Directory: BRullyGliaMect - Filterad h-,r: Filter | View | Select
Seleted File: [gilpbliMN P - select -—— Execute

-~ select —

Boot configuration EDDtCDI"Iﬁg.XI‘T” g
Load XML Config File
Save XML Config File

Upload File Create Mew XML Config File

Upload Ho File selectad. Select Boot Auto-Config File

Delete Selected File
I /o ) RTU
Quick Help Import CSV to Modbus TCP

ows you to manage configuration files. TRl aEeAUR RS T=81o = will be lost the next time you cycle power if you did
changes to an XML configuration file. emory (Flash file],

Clear RTU Maps

Select a file from the list < with this file, click ction from the action list, and click Execute. File typas
you will commonly 3 = Clear TCP MEPS

Clear BACnet IP Maps

* . =xml -anfiguration file
®.pam rtificats Clear All Configuration

*.csv

We imported 30 read maps in our example test case.
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Local Objects BAChet
RTU Setup RTU Data

Local Device RTU Read Map
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Modbus System
TCP Setup TCP Data Register Map

HTU Write Map

R.emote Remote Remote Remote
Typ= Register Format Register # Unit #

Holding Register - UINT-16 - I?E Il 22 .IAI 17 I Analog Input 17

Local Object Name

Holding Register - l?4

Analog Input 18

Holding Register - l?ﬁ

Analog Input 19

E Holding Register - INT-32 = I?B

l Analog Input 20

AN Holding Register = FLOAT = lllD

Analog Input 21

E Holding Register - FLOAT = l112

Analog Input 22

E Holding Register - FLOAT - l114

Analog Input 23

Holding Register - FLOAT = lllﬁ

Analog Input 24

E Holding Register - FLOAT = l118

Analog Input 25

E Holding Register - FLOAT = l12D

Analog Input 26

E Holding Register - FLOAT - l122

Analog Input 27

E Holding Register ~ FLOAT - l124

Analog Input 28

E Holding Register ~ l126

Analog Input 29

Holding Register ~ l128

Analog Input 30

8.7 Clearing Configuration

Read and write maps imported from a CSV file will be added to the list of maps already
in place. If you wish to reload the list, you must first clear it. Clear the RTU maps by
going to the File Manager page, then selecting "Clear RTU Maps" from the action list

and clicking Execute.

File Manager Network:

File Directory: @iintliANaat -

Resources

Free space: 0.95 MB

Selated File: _ LYot Clear RTU Maps -

Boot configuration [Eueaiilvel

Upload File

Upload No file selected.

. Confirm

If you forget to clear the maps before re-importing them, you will get an error notice

something like this:
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Line
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The following error{s) occurred:
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18:
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Local
Local
Local
Local
Local
Local

abject
object
object
object
object
object

already
already
already
already
already
already

mapped
mapped
mapped
mapped
mapped
mapped
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The error is most likely the result of an incorrect entry in one or more fields of a form. Click your browser's "back" button to go back to the
page you were at, make corrections, and try again.
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9. Configuring Gateway as a Modbus TCP Client

The BB3-7101/MX-71 can be a Modbus TCP client and server. The terms client and
server are more often used with Ethernet network devices, but for Modbus purposes,
they still mean master and slave respectively. You must choose one or the other
between master and slave for Modbus RTU, but Modbus TCP can be both
simultaneously thanks to Ethernet.

As a master (client) you can read Modbus data from, or write Modbus data to, other
Modbus TCP devices. The gateway will periodically poll the other Modbus devices
according to register maps you set up. To read from a remote Modbus device,
configure a Read Map. To write to a remote Modbus device, configure a Write Map.

Data read from a remote device is stored in a local object when received. Data written
to a remote device is taken from a local object when sent.

9.1 Modbus TCP Device Configuration

The Modbus TCP client is the Ethernet version of Modbus master. Modbus RTU requires
a slave address. Modbus TCP also requires, in effect, a slave address. In the case of
TCP, that slave address is an IP address (possibly along with a unit number). Since
entering the IP address requires more effort than one simple slave nhumber, and
because internally a network socket is required per IP address, the TCP devices are set
up in their own table.

For each Modbus TCP device that you wish to read and write, enter its IP address on
the TCP Setup Devices page. The port is nhormally going to be 502 (the standard
Modbus TCP port), but if it is different, enter that number here. You have the option of
referring to a Modbus TCP device by domain name. If you use a domain name, be sure
that domain can be found at the DNS servers provided on the Network setup page.
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[ 2

BACNET-MODBUS e 6
= ~NETWORR GATEWAY = sl
- ﬁ"ﬁﬁfﬂlﬁ," B e oo CONTROL SOLUTIONS MINNESOTA

F F. >

Local Objects BAChet Modhus System
RTU Setup RTU Data TCP Setup TCP Data Register Map

Devices Client Read Map Client Write Map

Connection Status

Local Name QEs@s=1g=]g _ W clear

Use @ static IPv4 @ static 1Ipve @ Domain Lookup

IP Address BB ELY |HERE

Domain Mame

. Use FC 5/6 instead of 15/16 for unit numbers (slave addresses] starting at _

. Use FC 5/6 and 15/16 by count for unit numbers (slave addresses) starting at _

Default Poll Period EE:-:m-:Is

A unit number is always included in each Modbus TCP packet. This is the equivalent of
the RTU slave address. Some TCP devices pay no attention to unit and simply echo
back whatever you had sent. However, if you are accessing RTU devices on the other
side of a TCP to RTU router (gateway), then the unit does become the RTU slave
address on the RTU side of the gateway and multiple RTU devices are accessed at the
same TCP IP address. Unit numbers are entered on each individual read or write map.

The default poll rate entered here will be used for all Modbus TCP Read and Write
maps unless a different number is entered in the expanded view of the map.

If your slave/server device only supports function codes 5 and 6 for writing coils and
holding registers, check the Use FC 5/6 box. The default function codes are 15 and 16,
which are most widely used. If you check the box, you should also enter a "starting
at" unit # or slave address. This allows supporting both types of devices at the same
time provided you assign slave addresses in two non-overlapping groups. (These
settings do not apply if the gateway is the slave.)

If your slave/server device is especially picky, it may require function codes 5 and 6
for single writes, but yet expect function codes 15 and 16 for multiple register writes.
Select "Use FC 5/6 by count..." if this is the case, and provide a starting unit number.

The starting unit number will most often be simply "1" unless you have a mix of device
types that all follow different rules for their function codes. Note that the selection of
FC 5/6 only pertains to write maps. Reading registers will always use the same
function codes for reading.
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9.2
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Modbus TCP Client Read Maps

Getting the gateway to read registers from a Modbus TCP device requires setting up a

"Read Map" as shown here.

DAL
BACNET-MODEU
= ~NETWORK GATEWAY
-

F AR F

P L T A F s e
F E£_F/F r W L-» 8 as

Local Objects BAChet

RTU Setup RTU Data

Client Read Map

Remote
Register Format

CS,

CONTROL SOLUTIONS MINNESOTA

Modbus System

TCP Setup TCP Data Register Map

Client Write Map

Showing .:. 1ofd

Remote

Local Object Name

Map number simply tells you where you're at on the list of read maps. Click "next" and
"prev" to scroll through the list. To advance directly to a specific map, enter the
desired number in the "Showing" box, then click Update.

Maps entered on this page only read data from remote devices. Go to the TCP Write
Map to write data to those devices. The full parameter set is different for read versus

write.

Local Objects BAChet

RTU Setup RTU Data
Devices Client Read Map

Remote
Register Format

Coil {output)

Discrete Input

el Input Register

proce

Map r[—_.-

Modbus System

TCP Setup TCP Data Register Map

Client YWrite Map

Showing -:- 1of1
t

Remuote

Local Object Mame

1ap entry that

n eads data from one or more remote Modbus/TCP servers for
d insert/delete maps.

where you're at on the list of register maps. Click "next" and "prev" to scroll through the list. To advance

To create a Read Map, start by selecting the Modbus register type to read from the

drop-down list.
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Client Read Map Client Write Map

Shawing [l olofl Update < Prev | Mext >
- [ update Jl < Prev | tiext >

Remote Remote Remote
Register Format Register # Device

Map

Quick Help

Local Object Name

UINT-16

Read remote registers into loca i)yl entry that reads data from one or more remote Modbus/TCP servers for
processing here. Click on map Jnore « i di rt/delete maps.

UINT-32
Map number simply tells you w e list of registe Click: " " and "prev" to scroll through the list. To advance
diractly to a specific map. enter B IBT] iber in the "Showing" a Update.

Maps entarad an this page only RUUIEIRE; remote devices. Go to the Client Write Map to write data to those devices. The full parameter
sat is different for read wversus v

FLOAT

An abbreviated version of a list
clicking the Update I:!utt oy DCUBELE

For each remaote register to be CHAR i V¥ f i i ist are defined
in the Devices page. If register o ¥ ! h view of the
map. For coils or discrete inputs MOD10-2 \ fo o - in th|5 case, fo rmut '|r|| affects ormatting of local register

MOD10-3
MOD10-4 ata even though it will still appear in the list until deleted. Unused maps at the end

Select the data format expected in the remote Modbus register. The abbreviation

INT under Format means signed integer, while UINT represents unsigned integer. The
INT and UINT are followed by the number of bits to be read (which translates into 1,
2, or 4 consecutive holding registers). The FLOAT format refers to 32-bit IEEE 754
format while DOUBLE refers to 64-bit IEEE 754 floating point. The MOD10 format is
unique to Schneider Electric power meters, and is supported in 2, 3, and 4-register
formats. (Note: Use INT-16 or UINT-16 for coils or discrete inputs - in this case format
only affects local data conversion.)

Client Read Map Client Write Map

Remote
Register Format

Local Object Name

Analog Input 1

Enter the register number to read from the remote TCP server. Do not use Modicon
numbers here. In other words, if your device's documentation says read register
40001, that is short hand (Modicon notation) for saying read holding register 1. Refer
to the Modbus Reference Information section of this user guide for more discussion
about register numbers like 40001. If you enter 40001 here to read the first holding
register, you will get an exception error since the actual register number is not 40001.

Select a TCP device from the list that this register should be read from. Only devices
entered on the Devices page will appear in the list.

The Local Object is where data read from the remote Modbus TCP server will be stored
locally in the Babel Buster. If the local object data format does not match what you are
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reading from the Modbus device, the data will be converted automatically when it is
read.

Client Read Map Client Write Map

Showing ¥ o 2 of 2 Updat& < Prev Mext =
L | Update Jil < Prev | Next>_

Remote Remuote =l 0 o : S
Register Format i 3 hi Local Object Name

Client Read Map Client Write Map

From register at unit # With low register first if checked: .

Apply bit mask if applicable: then apply scale: and offset:;

Save in local object named Analog Input i Repeat this process every m seconds.
Apply this default value: m aftar _ read failurels).

M Enabie this map only when index object is set to a value of _

# Client Read Maps Enabled:

For each remote register to be read, select the register type, format, number. Select a
TCP server device from the list to read from. Only devices entered on the Devices page
will appear here. If a unit number other than the default unit entered for this
TCP server on the Devices page should be used, enter that unit number here.

The optional bit mask and scaling are discussed with below.

Modbus protocol treats all input registers or holding registers as strictly 16-bit
registers. To accommodate 32-bit or longer data, Modbus devices use multiple
consecutive "registers" to hold the data. There is no standardization of whether the
least significant part of the data comes first or last. Therefore, Babel Buster lets you
set that according to whatever the remote Modbus device requires. If the least
significant data is found in the first (or lower numbered) register in your Modbus
device, then check the box after "With low register first".

The poll rate ("Repeat this process...") determines how often the remote register will
be read. If zero is entered here, the rate will become the default poll rate given on the
Devices page for the Modbus TCP device selected.

The default value will be stored into the local object after the given number of read
failures if the fail count is non-zero. Setting the count to zero will disable the default,
and the object will retain the most recent value obtained. If the default value does
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take effect, the actual data value read will be retained when communications are
restored.

You have the option of making this Read Map conditional. If an index object is
provided and the Enable box is checked, then this read map will only be executed
when the index object contains the value given. This allows multiple read maps to
supply data to the same local object based on the value of the index object. It also
allows reading to simply be suspended if a single read map supplies data to the local
object. In a more sophisticated scenario, you could potentially suspend reading of the
remote Modbus device if you know the device is powered down.

Map number simply tells you where you're at on the list of read maps. Click "next" and
"prev" to scroll through the list. To advance directly to a specific map, enter the
desired number in the "Map #" box, then click Update.

Delete will remove the map number shown in the "Map #" box. Insert will insert a new
map before the map number shown, and is used for placing maps between existing
maps. It is not necessary to use Insert to add maps to the bottom of the list - simply
add definition to the empty map already at the end of the list.

Selecting "none" for remote type effectively deletes the map even though it will still
appear in the list until deleted. Unused maps at the end of the list will always show
none as the type. If you wish to prevent these from being displayed, reduce the
number of maps enabled.

The number of maps enabled simply limits the scope of map review so that you do not
have to review a lot of unused maps. If the displayed maps are used up and you need
more, increase the enabled number.

Local Objects BACnhet Modbus System
Analog Binary Multi-State Actions

Input Objects Output Objects Value Objects

Analog Input Objects Showing objects from Refresh < Prev | Mext =

? Object Name Out of
Ghete Object Description Service

= e Y S |

You have the option of providing a scale and offset. A scale of zero will cause scale and
offset to be ignored. If provided, the Modbus data will be treated as raw data. When
the Modbus data is received, it will be multipled by scale, then added to offset, and
then stored in the local object. If the Modbus device was providing degrees Celsius,
and the scale factors illustrated above were used, then a Modbus value of 25 would
result in the local object receiving a value of 77 (degrees Fahrenheit).

Present Value Reliability Status Units

It is common for Modbus devices to pack a nhumber of status bits into a single holding
register. In order to do meaningful things based on a single bit, such as generate a
COV on state change of a single bit, it is necessary to split that register into multiple
local objects. Babel Buster supports this requirement by providing an optional bit
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mask.

If a bit mask is entered (in hexadecimal), and the remote register type is signed or
unsigned integer (16-bit or 32-bit data), the mask will be bit-wise logical AND-ed with
the Modbus data, and the retained bits will be right justified in the result stored locally.
Refer to the Modbus Reference section in this user guide for a list of all possible mask
values.

If the read maps referencing the same remote register are created in sequential
contiguous order, the Babel Buster will optimize the TCP activity by reading the remote
register once and then sharing the data with all of the read maps in the group. The
example illustrated for Modbus RTU in section 8.2 works exactly the same for TCP. In
that example, two consecutive read maps reference the same remote register, each
selecting a different bit.

9.3 Modbus TCP Client Write Maps

Getting the gateway to write registers to a Modbus TCP device requires setting up a
"Write Map" as shown here. Much of the Write Map is configured the same as a Read

BACNET-MODBUSE
- = NETWORK GATEWAV = I\
) pg.'h e CONTROL SOLUTIONS MINNESOTA

_’-" ’-flll'rllrli

Local Objects BACnet Modhus Systemn

RTU Setup RTU Data TCP Setup TCP Data Register Map

Devices Client Read Map Client Write Map

Showing i Update < Prev | Mext >
- | Update Jl <Prev | Next>_

Remote
F‘>=|:||5t»=-r Format Local Object Name

Bl OF N N Eee—

The data direction is reversed but the same selections are still made. Select the local
object that will be the source of data to write to the remote Modbus TCP device. Select
the register type, data format, and register number to be written to in that device.
Select a TCP server device from the list to write to. Only devices entered on the
Devices page will appear here. If a unit number other than the default unit entered for
this TCP server on the Devices page should be used, enter that unit number here.
Click on the map number in the first column to access additional optional configuration
parameters.
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Client Read Map Client Write Map

Read local object named Analog Value 1
Write remote register .when local register changes by m or . when m seconds have elapsed with no change.

Otherwise write remote register unconditionally, applying local register data as follows:

Apply scale: m and offset: MThen if applicable, apply bit mask: QU] and bit fill: gL
T Holding Register - BB Signed 16-bit o Size: _ vith blank padding i checked
To register # at unit # With low register first if checked: |

Repeat this process © st least @ no more than aveary seconds.

- Enable this map only when index object m is set to a value of _

# Client Write Maps Enabled:

The local object data may be written to the remote device periodically, or when it
changes, or both. To send upon change (send on delta), check the first box and enter
the amount by which the local object must change before being written to the remote
device. To guarantee that the remote register will be written at least occasionally even
if the data does not change, check the second box and enter some amount of time.
This time period will be referred to as the "maximum quiet time".

Data from the local object may be manipulated before being written to the remote
register. The local data is first multiplied by the scale factor. The offset is then added
to it. If a bit mask is entered, and the remote register type is signed or unsigned
integer (16-bit or 32-bit data), the mask will be bit-wise logical AND-ed with the data.
The mask is right justified, then AND-ed with the data. The result is then left shifted
back to the original position of the mask. In other words, the least significant bits of
the original data will be stuffed at the position marked by the mask.

After the scaling and masking, the bit fill will be logically OR-ed into the result, but
only if the mask was nonzero and was used. Both mask and fill are entered in
hexadecimal. The effect of "fill" is that certain bits will always be set to 1 in the data
written to the remote Modbus device.

Multiple local objects may be packed into a single remote register. To accomplish this,
define two or more maps in sequence with the same remote destination. If the
destination is the same, data types are 16 or 32-bit integer (signed or unsigned), bit
masks are nonzero, and the maps are sequential, the results of all qualifying maps will
be OR-ed together before being sent to the remote destination.

For the remote register to be written, select the register type, format, number, select a
remote TCP device from the list, and enter a unit number if the default unit number for
that device should not be used. Data formats are the same as described above for
Read Maps. Size is only specified for character strings. Use INT-16 or UINT-16 data
format for coils - in this case format only affects local data conversion.

Modbus protocol treats all holding registers as strictly 16-bit registers. To
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accommodate 32-bit or longer data, Modbus devices use multiple consecutive
"registers" to hold the data. There is no standardization of whether the least
significant part of the data comes first or last. Therefore, Babel Buster lets you set that
according to whatever the remote Modbus device requires. If the least significant data
is found in the first (or lower numbered) register in your Modbus device, then check
the box after "With low register first".

The repeat time may determine how often the remote register will be written. If send
on delta and maximum quiet time are not checked above, clicking the "at least" button
will establish a periodic update time. If send on delta is used and you wish to limit the
network traffic in the event changes are frequent, click the "no more than" button and
enter the minumum time that should elapse before another write to the remote
device. It is valid to select "no more than every 0.0 seconds" if you want all changes
to be sent, but no periodic writes.

You have the option of making this Write Map conditional. If an index object is
provided and the Enable box is checked, then this write map will only be executed
when the index object contains the value given. This allows multiple write maps to
supply data to the same remote register based on the value of the local index object.
It also allows writing to simply be suspended if a single write map supplies data to the
remote register. In a more sophisticated scenario, you could potentially suspend
writing of the remote device if you know the device is powered down.

Delete will remove the map number shown in the "Map #" box. Insert will insert a new
map before the map number shown, and is used for placing maps between existing
maps. It is not necessary to use Insert to add maps to the bottom of the list - simply
add definition to the empty map already at the end of the list.

Selecting "none" for remote type effectively deletes the map even though it will still
appear in the list until deleted. Unused maps at the end of the list will always show
none as the type. If you wish to prevent these from being displayed, reduce the
number of maps enabled.

Local Objects BAChet Modbus System
nna_l_ug Binary Multi-State Actions

Input Oll:]iE[:tS Output Objects Value Objects

: Object Name Dut of
Object Object Dascription Service

i ““—m

If the local object and remote register are not the same format, then data is converted
automatically when written. In the example above, the Write Map is Analog Value 1, a
floating point value, to remote register 2, an unsigned 16-bit value. The data is
converted and rounded up, as illustrated below by ModSim acting as our Modbus TCP
server here.

Present Value Reliability Status Units
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ag ModSim32 - ModSiml

File Connection Display Window Help

=

| MadSim1

Device Id: | 1

Address: -m MODBUS Point Type
|I]3: HOLDING REGISTER j
Length:

40001: <00D25>
40002: <0001 5>
40003: <00009>
40004: <00000>
40005: <00000
40006: <00000>
40007: <00000>
40008: <0000D>
40009: <00000>
4001 0: <00000:

9.4 Modbus TCP Client Data Displayed by Server

The TCP Registers page shows a list of local objects mapped to TCP server devices.
The page will show only one device at a time, and may have no entries if there are no
maps for that device.

CS,

CONTROL SOLUTIONS MINNESOTA

FE_F]F F Vo

Local Objects BACnet Modbus System
RTU Setup RTU Data TCP Setup ICF-,[}a_ta Register Map_
TCP Registers Error Counts Errors: Read Maps Errors: Write Maps

TCP Davics #2 shovins (s oo o

Time since
Last update

R

emaote Local
Reg. # Object

o | ol | e | o~ [ ] o T

Dir. Reg. Type Local Object Name Object Data

Click the Next Dev or Prev Dev buttons to go to the next or previous TCP device, or
simply enter a number in the TCP Device # window and click Update. Registers for
that server will now be displayed. In addition to a summary of the map (both read and
write maps are shown), the time since last update is displayed. This time should
generally be less than the poll time. If the last update time is large, it may mean there
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is an error preventing the update.

TCP Registers Error Counts. Errors: Read Maps Errors: Write Maps

Time since

Local Object Name Object Data Last up:latP

Binary Input 1

e [ ieking fep o004 | Avz Analog Value 2 T4:00000

9.5 Modbus TCP Errors

The Error Counts page shows a tabulation, by TCP device, of all errors observed.

CS,

CONTROL SOLUTIONS MINNESOTA

Local Objects BACnet Modhus System
RTU Setup RTU Data TCP Setup TCP Data Register Map

TCP Registers Error Counts Errors: Head Maps Errors: Write Maps

Mo

e Exceptions

If the counts show some problems, we can look for more detail on the Errors: Read
Maps (or Errors: Write Maps) pages. These pages will tell us exactly which Read Map
(or Write Map) the problem is occurring on, and what the error is, as illustrated below.

TCP Registers Error Counts: Errors: Read Maps Errors: Write Maps

Object Mame Error Description Exception Code

Analog Input 1 Exception code returned by device

If you see total messages of zero and a "no responses"” count greater than zero, it
means the Babel Buster was not able to connect to the IP address of the TCP server.
Without being able to connect at all, there was never an attempt to send a message,
and hence zero total messages while "no responses"” continues to increment.
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12 of 15

TCP Registers Error Counts Errors: Read Maps Errors: Write Maps

Total MNo

Exceptions
Messages Responses 2

When "no responses"” is indicated, the Errors: Read Maps (or Write Maps as applicable)
page will show that the response timed out, but this is typically a foregone conclusion
when you see the "no responses" count for a TCP device.

TCP Registers Error Counts Errors: Read Maps Errors: Write Maps

Object Mame Error Description Exception Code

When you get any type of connection related problem with a TCP device, the
connection status will typically give you some clues.

Local Objects BACnhet Modhus Systemn
RTU Setup RTU Data TCP Setup TCP Data Register Map

Client Read Map Client Write Map

Connection Status
(WCIRVET Y Test Server 104 B cear

Use @ static 1pva @ sStatic ipve @ Domain Lookup

b=l 102.168.1.110 Port:

Diomain Mame

[ | Use FC 5/6 instead of 15/16 for unit numbers (slave addresses) starting at _

W = rc 5/6 and 15/16 by count for unit numbers (slave addresses] starting at _

Default Poll Period EEEIKI] Seconds

Connection status codes you may see include:

5 = Connection attempt timed out, unable to establish connection (usually means
remote device not connected or not reachable)

104 = Connection reset by peer

111 = Connection refused

113 = Connection aborted

114 = Network is unreachable

115 = Network interface not configured
116 = Connection timed out

118 = Host is unreachable

125 = Address not available
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205 = DNS error
9.6 Importing Modbus TCP Maps from CSV File

The built-in web user interface is user friendly, but can get tedious if you have a lot of
maps to enter. Quite often, Modbus register maps are available in spread sheet form.
With a bit of editing, you can turn this into a CSV file that can be directly imported into
the BB3-7101/MX-71 to quickly configure a lot of read and write maps. If you are
proficient with spread sheets, you can probably create a rather large set of maps
quickly and speed up the process of configuring the BB3-7101/MX-71.

There is more discussion about the File Manager in Section 11, but a summary of what
you need to do to import maps from a CSV file is given here.

Start by uploading your CSV file. Use the Browse button to locate the file on your PC,
then click Upload.

Select *.csv as the file filter. This will result in showing the list of CSV files currently
stored in the BB3-7101/MX-71.

#,
a

BACNET-MODEBUS ; 6
= ~NETWORR GATEWAY & N\, ¥,
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Local Objects BAChet Modbus System
System Setup

File Manager Hetwork. Resources

Free space: 0.93 MB

RS0 BootConfig.xml - Filterad by: [

Boot configuration S8y ils®il

Upload File

Upload Browse... UGETIEREEE 0N

Select your file from the File Directory drop-down list, then click the Select button on
the right. Select "Import CSV to Modbus TCP" from the Action list, and click Execute.

13 of 15 7/10/2021, 9:45 PM



9. Configuring Gateway as a Modbus TCP Client file:///C:/AAA_CSI/Literature/2021 User Guides/BB3-7101-SP-MX-71-...

We imported 30 read maps in our example test case.
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