
User Guide

Babel Buster 3

BACnet-Modbus

Network Gateway

with Proprietary

Protocol Support

Model BB3-7101-SP

Model MX-71-SP

Rev. 1.0 – June 2021

© 2021 Control Solutions, Inc.

BB3-7101-SP/MX-71-SP User Guide Contents

1       Introduction

1.1        How to Use This Guide
1.2        Important Safety Notice

1.3        Warranty

2       Connecting Gateway for the First Time
2.1        Where to Start

2.2        Overview of Model BB3-7101/MX-71
     2.2.1     Application of the BB3-7101/MX-71
     2.2.2     Object Server Model for a Gateway

2.3        What is New in Model BB3-7101/MX-71
2.4        Connectors and Indicators
2.5        Opening the Web User Interface

3       Configuring Local Data Objects
3.1         Behavior of Input vs Output Objects

3.2         Allocating Local Objects
3.3         Configuring Local Objects
     3.3.1     Analog Input Objects

     3.3.2     Analog Output Objects
     3.3.3     Analog Value Objects
     3.3.4     Binary Input Objects

     3.3.5     Binary Output Objects
     3.3.6     Binary Value Objects
     3.3.7     Multistate Input Objects

     3.3.8     Multistate Output Objects
     3.3.9     Multistate Value Objects

3.4         Local Object Calculate Rules
3.5         Local Object Copy Rules
3.6         Device Status Reporting

4       Configuring Gateway as a BACnet Device
4.1         Device Object Parameters
4.2         Network Settings

5      Configuring Gateway as a BACnet Client
5.1         BACnet Device List

5.2         BACnet Client Read Maps
5.3         BACnet Client Write Maps
5.4         BACnet Client Diagnostics

5.5         Importing BACnet Client Maps from CSV File
5.6         Clearing Configuration
5.7         Understanding BACnet Client Timeout Settings

6       Configuring Gateway as a BACnet Server
6.1         BACnet Server Configuration

6.1         Accessing Local Objects

7       Configuring BBMD
7.1         Registering as a Foreign Device

7.2         Allowing Other Devices to Register Locally
7.3         Broadcast Distribution Table

8       Configuring Gateway as a Modbus RTU Master
8.1         Modbus RTU Device Configuration
8.2         Modbus RTU Master Read Maps

8.3         Modbus RTU Master Write Maps

Babel Buster BB3-7101-SP/MX-71-SP file:///C:/AAA_CSI/Literature/2021 User Guides/BB3-7101-SP-MX-71-...

1 of 3 7/10/2021, 9:41 PM



8.4         Modbus RTU Master Data Displayed by Slave
8.5         Modbus RTU Errors

8.6         Importing Modbus RTU Master Maps from CSV File
8.7         Clearing Configuration

9      Configuring Gateway as a Modbus TCP Client
9.1         Modbus TCP Device Configuration
9.2         Modbus TCP Client Read Maps

9.3         Modbus TCP Client Write Maps
9.4         Modbus TCP Client Data Displayed by Server
9.5         Modbus TCP Errors

9.6         Importing Modbus TCP Client Maps from CSV File
9.7         Clearing Configuration

10      Configuring Gateway as a Modbus Server or Slave
10.1       Create Modbus Register Map
10.2       View Modbus Register Data

10.3       Modbus RTU Device Configuration
10.4       Modbus TCP Device Configuration
10.5       Modbus Slave Diagnostics

11      System Configuration and Resources
11.1       Using the File Manager

    11.1.1     Load, Save, Create XML Configuration File
    11.1.2     Select Startup Configuration
    11.1.3     Delete a File

    11.1.4     Import CSV File
    11.1.5     Clear Configuration
11.2       Configuration Files and Restoring Default Settings

11.3       Network Configuration
    11.3.1     IPv4 Settings
    11.3.2     IPv6 Settings

    11.3.3     NTP Time Server Settings
    11.3.4     DNS Settings
    11.3.5     Setting Up Secure Web Server

    11.3.6     Port Settings
11.4       Resource Allocation
11.5       User Login Passwords

12      Trouble Shooting
12.1       BACnet IP Trouble Shooting

    12.1.1     Most Common Problems
    12.1.2     Using Wireshark
    12.1.3     Using Network Discovery Tool

12.2       Modbus RTU Trouble Shooting
12.3       Modbus TCP Trouble Shooting
12.4       File Upload Errors

13      Programming with Script Basic
13.1       Creating a Program

13.2       Testing the Program
13.3       Setting the Program to Auto-Run on Startup
13.4       Serial Port Functions

13.5       Special Functions
    13.5.1     Register (Object) Access, Phantom Registers
    13.5.2     Error Information Retrieval

    13.5.3     IP Address Retrieval
    13.5.4     BACnet Object Status and Reliability Codes
    13.5.5     Free Memory

13.6       Example: Data Logger Capture
13.7       Example: Querying Serial Device

Appendix A     Hardware Details
A.1        Wiring
A.2        Front Panel LED Indicators

A.3        RS-485 Line Termination and Bias
A.4        Soft Configuration Reset
A.5        Discovering Lost IP Address

Babel Buster BB3-7101-SP/MX-71-SP file:///C:/AAA_CSI/Literature/2021 User Guides/BB3-7101-SP-MX-71-...

2 of 3 7/10/2021, 9:41 PM



A.6        Forced Hard Configuration Reset
A.7        Firmware Update Notes

Appendix B     CSV File Formats
B.1        Modbus RTU Master Read/Write Maps

B.2        Modbus TCP Client Read/Write Maps
B.3        BACnet Client Read/Write Maps
B.4        Modbus Register Types

B.5        Modbus Register Formats
B.6        BACnet Object Types

Appendix C     Object Properties
C.1        Data Object Properties (Analog, Binary, Multistate)
C.2        Device Object Properties

Appendix D     BACnet Codes
D.1        BACnet Object Property Codes
D.2        BACnet Engineering Units Codes

Appendix E     Modbus Reference Information
E.1        Function Codes, Error Codes, and More

Appendix F     Using Wireshark for Trouble Shooting
F.1        Hardware Requirements
F.2        Examples of Using Wireshark

Appendix G     SSL Certificates for Secure Web (HTTPS)
G.1        X.509 Auto-Certificate Generation

G.2        External Certificates
G.3        Certificate Generation Script (Linux)

Appendix H     Converting Older XML Files

H.1        BB2-7010 to BB3-7101/MX-71 Conversion
H.2        CSV File Export

Babel Buster BB3-7101-SP/MX-71-SP file:///C:/AAA_CSI/Literature/2021 User Guides/BB3-7101-SP-MX-71-...

3 of 3 7/10/2021, 9:41 PM



1. Introduction

1.1       How to Use This Guide

This user guide provides background information on how the gateway works, and an
overview of the configuration process. There are several sections for groups of tabs
found in the web interface in the gateway which is accessed by opening a web browser
and browsing to the IP address of the device.

You should at least read Sections 2 and 3, and other sections specific to your intended
use. There is a "Quick Help" section at the bottom of each web page in the gateway
which is generally sufficient for quick reference in setting up the gateway.

1.2       Important Safety Notice

Proper system design is required for reliable and safe operation of distributed
control systems incorporating any Control Solutions product. It is extremely
important for the user and system designer to consider the effects of loss of
power, loss of communications, and failure of components in the design of
any monitoring or control application. This is especially important where the
potential for property damage, personal injury, or loss of life may exist. By
using ANY Control Solutions, Inc., product, the user has agreed to assume all
risk and responsibility for proper system design as well as any consequence
for improper system design.

1.3       Warranty

This documentation is provided “as is,” without warranty of any kind, either
expressed or implied, including, but not limited to, the implied warranties of fitness or
merchantability for a particular purpose. Control Solutions may make improvements
and/or changes in this documentation at any time. This documentation could include
technical inaccuracies, typographical errors, and the like. Changes are periodically
made to the information herein; these changes may be made without notice.

Product Warranty: All Control Solutions products are warranted against defects in
materials and workmanship for a period of time from date of shipment from factory as
follows: Two years on non-mechanical parts, one year on mechanical parts (e.g.
relays). Defective units will be repaired or replaced, at manufacturer’s discretion, at no
cost to user except when negligence or improper use has resulted in damage. The
express warranty stated herein is in lieu of all other warranties, express or implied,
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including without limitation any warranties of merchantability or fitness for a particular
purpose and all other warranties are hereby disclaimed and excluded by Control
Solutions, Inc.

Configuration errors made by customer are not covered under warranty. Damage
caused by incorrect electrical connection is not covered under warranty. Removing
circuit boards from their enclosures will void the warranty - the complete product with
all of its original circuit boards and components must be returned for warranty
consideration.
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2. Connecting Gateway for the First Time

2.1       Where to Start

The Babel Buster BB3-7101-SP or MX-71-SP is used to share data between devices
with proprietary serial or IP protocols, BACnet IP devices and Modbus devices. If you
are looking for a connection to some other protocol, then start by looking for a
different model number.

Start by getting familiar with this User Guide and the sections that pertain to your
application. Be sure to review the remainder of this section. Online videos are also
available to demonstrate key operations in setting up the BB3-7101-SP or MX-71-SP.

You may need to obtain information such as a "register map" from the vendor of the
Modbus device you wish to connect. The register map may go by any of several names
in the manufacturer's documentation. You will need to know what registers to read in
order to interface a Modbus device to the BACnet network.

If you are going the other direction - interfacing a BACnet device to the Modbus
network - then you will need to obtain an object list for the BACnet device you are
going to be polling. The BB3-7101 does not support BACnet auto-discovery, so you will
need to obtain an object list from the manufacturer of the device.

If you get stuck, you can open a support ticket at https://ticket.csimn.com where
response time is generally 24 hours or less, and often as little as 2 hours, and at no
cost.

NOTE: Screen shots throughout this User Guide illustrate BB3-7101; however, the
screens in the MX-71 are identical with the only exception being model number
indicated at the top of the page.

2.2       Overview of Model BB3-7101/MX-71

2.2.1       Application of the BB3-7101-SP/MX-71-SP

The Babel Buster BB3-7101/MX-71 is a BACnet gateway used primarily to interface
between BACnet devices and Modbus devices. The gateway may be used as BACnet
IP client and server, Modbus TCP client and server, and Modbus RTU master or slave.
The -SP variant of this gateway adds the ability to interface devices having
properietary serial protocols (in lieu of Modbus RTU) or proprietary protocols
transported via TCP or UDP.
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The BB3-7101/MX-71 may be thought of as a data server with multiple network ports
that have access to the internal database. The BB3-7101/MX-71 is not a router -
BACnet devices cannot interact directly with Modbus devices or vice versa. Both
BACnet and Modbus have access to the internal data objects which are updated
according to rules you define. Proprietary protocols are implemented with Script Basic
programming that you provide, and your Basic program also has access to these
internal data objects.

From a strictly BACnet perspective, the BB3-7101/MX-71 should be thought of as a
collection of sensors and actuators. The means by which the sensors and actuators
interface to hardware is what BACnet protocol would refer to as a "local matter". In
the case of the BB3-7101/MX-71, that hardware consists of one or more Modbus
devices or proprietary protocol devices which the BB3-7101/MX-71 is set up to
automatically interact with, without any constraints on the BACnet side.

The most common application for the BB3-7101-SP/MX-71-SP is interfacing a serial
communication device to a BACnet IP network. Your Script Basic program will
automatically interact with the serial device, and store the data received in BACnet
objects you assign. The BACnet system may then use standard BACnet services such
as Read Property to access the content of the data objects. The BB3-7101 will also
accept COV subscriptions such that other devices will receive a COV notification when
the content of a local object changes.

The BB3-7101 can be configured as a BACnet IP client. This means the BB3-7101 will
be reading and writing properties in other BACnet devices, storing copies of their
object's Present Value in the BB3-7101. The stored values may later be accessed by
Modbus or by your Script Basic program for sharing data with your proprietary device.

2.2.2       Object Server Model for a Gateway

Control Solutions gateways are not simple protocol translators. It is not possible to do
an effective job of simply converting one protocol directly to another. Any attempt to
do so would likely have negative effects on the networks on both sides of the gateway.
An effective solution requires an intelligent device that can properly and efficiently act
as a native device on each network. Control Solutions gateways function as two native
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devices, one on each network, with a shared data base in between them. They
function as clients and/or servers on each network.

The central data element in every Control Solutions gateway is an “object”. Each
object has rules for accessing that object which are specific to the protocol of the
network. Each object has at least two sets of rules, one set for each of the two (or
more) networks that may access the object. The object model is often optimized to
cater to a specific protocol, and will most often favor the more complex protocol.

Control Solutions gateways will function as servers, providing a copy of the most
recent data found in its data base when a client requests that data. In master/slave
terms, the server is a slave while the client is a master. Some applications will treat
the gateway as a server from both (all) networks connected. But most applications will
want the gateway to be a server on one side, and a client on the other side. The most
frequent application of the standard BB3-7101/MX-71 will have it functioning as a
Modbus master (client), but the application of the -SP variant is really user defined.

Client functionality of a Control Solutions gateway is autonomous. In other words,
when acting as a Modbus master (client), the gateway will continuously poll the
Modbus slave device(s) on its own, and keep a copy of the most recent data obtained
from (or sent to) the Modbus slave device(s). Most often, the gateway is configured to
read slave devices periodically, and write to the slave devices when new data is
received from a client.

Client functionality of the BB3-7101/MX-71 can also pertain to the BACnet side. When
configured as a BACnet client, the BB3-7101/MX-71 will automatically poll other
BACnet devices and retain data for subsequent access by Modbus.

2.3       What is New in Model BB3-7101/MX-71

The BB3-7101 is a significant enhancement over its predecessor, the BB2-7010. The
MX-71 is the upgraded version of the SPX-B. The hardware includes a faster processor
and hardware encryption engine for efficient rendering of secure web pages. The
software includes numerous enhancements.

Faster processor

Secure (HTTPS) web server
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Higher point count, up to 5,000 BACnet objects

User defined register map for Modbus slave

CSV import of register maps

Menu options to clear part or all of configuration

Control Solutions has benchmark tested a configuration in which the BB3-7101 was
reading 5,000 registers from Modbus TCP and mappign them to 5,000 BACnet
Analog Input objets. The scan rate was 7 seconds for all 5,000 points.

IMPORTANT: Configuration files from older gateways are not directly usable in the
BB3-7101, but the Babel Buster Configuration Builder program can be used to convert
a BB2-7010 configuration into a BB3-7101 configuration file. See Appendix H.

2.4       Connectors and Indicators

Follow these steps to make the initial connection to the BB3-7101 or MX-71.

(a)  Connect power. Apply +12VDC to +24VDC or 24VAC to the terminal marked
“POWER”, and common or ground to one of the terminals marked “GND”.

(b)  Connect a CAT5 cable between the RJ-45 jack on the gateway, and your network
switch or hub. You cannot connect directly to your PC unless you use a “crossover”
cable (or your PC supports auto-MDX, which many newer laptops do).

(c)  Apply power.

A blue LED inside the case should light indicating power is present.

If the link LED on the RJ45 jack is not on, check your Ethernet cable connections. Both
link and activity LEDs on the RJ45 jack will be on solid for a short time during boot-up.
The entire bootup process will take 1-2 minutes, during which time you will not be
able to connect with a browser.

Ethernet link LED is the yellow LED integrated into the CAT5 connector. Ethernet
activity LED is the green LED integrated into the CAT5 connector.

Refer to Appendix A for additional detail pertaining to connections and indicators as
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well as optional internal jumper settings.

2.5       Opening the Web User Interface

The default IP address as shipped is 10.0.0.101. Open your browser, and enter
“http://10.0.0.101/” in the address window. You should see a page with the “Babel
Buster 3” header shown below (BB3-7101 illustrated, MX-71 will be similar). From this
point, you will find help on each page in the web site contained within the product.

If your PC is not already on the 10.0.0.0 domain, and you are unable to connect, you
may need to temporarily change your computer’s IP address to a static IP address that
starts with 10.0.0. and ends with anything but 101.

When you click on any of the page tabs such as System, you will be asked for a user
name and password. The only login as shipped is user name “root” with a unique
password generated specifically for your Babel Buster. Your password should be
included on a document included with the gateway, or on a label attached to the
gateway.

If the unique automatically generated password is currently in effect for user "root", it
will be indicated by "Password is default" as shown in the above screen shot. If you
have changed the root password to something of your own making, then this line is
absent.

There is no way to get the BB3-7101/MX-71 to show you what the default root
password is. If you have lost track of it, make a note of the MAC address, and open a
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support ticket at https://ticket.csimn.com to request the default root password (you
will need to provide the MAC address in order to obtain the password).

To change the IP address of the gateway, go to the Network page under System ::
System Setup. The following page should appear (only top portion illustrated here).
Change the IP address, and subnet mask and gateway if applicable. Click Change IP to
save the changes. The process of programming this into Flash takes around half a
minute. The new IP address only takes effect following the next system restart or
power cycle.

Most changes are stored in an XML configuration file in the device’s Flash file system.
Only a few are stored differently, and the IP address is one of those. Normally, clicking
Update on any configuration page only stores that configuration information to a
temporary RAM copy of the configuration file. To make your changes other than IP
address permanent, you must select your file, select the Save XML Config File action,
and then click Execute on the File Manager page. Refer to Section 11 for more about
the File Manager.
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3. Configuring Local Objects

Babel Buster gateways do not come with a predefined set of BACnet objects. The
gateway will initially have a handful of objects, but it is up to the user to allocate the
number needed, up to the maximum permitted by available resources.

3.1       Behavior of Input vs Output Objects

The easiest way to keep track of input versus output is to think about a BACnet
device's role in the system. The system will receive input from the BACnet device, and
provide output to the BACnet device. Inside the BACnet device, hardware will
physically associate BACnet Input Objects with sensor inputs such as temperature or
pressure sensors, etc. The system then receives the sensor input information via
BACnet Input Objects. When the system wants to control an actuator, it will send
setpoints to the actuator via BACnet Output Objects. Hardware inside the BACnet
device will physically associate the Output Object with a physical actuator such as
valve position servo or motor speed controller.

Keeping track of input versus output in a gateway can be a bit trickier; however, the
choice of input versus output does not change from the BACnet perspective. Only the
nature of the physical sensor and actuator hardware changes. In the case of
the BB3-7101/MX-71, sensors and actuators both consist of Modbus devices (from
BACnet's perspective). Therefore, use a BACnet Output Object to send data to a
Modbus device, and use a BACnet Input Object to receive data from a Modbus device.

We have not mentioned BACnet Value Objects yet just to avoid confusing the
discussion. A Value Object can be input or output, or both at the same time. If you are
familiar with Modbus, the BACnet Value Object is most synonymous with the holding
register that you can both read and write. When using a Value Object, it is best to
think about its role as input or output when deciding how to apply maps or rules in the
gateway.

3.2       Allocating Local Objects

The resource allocation page is where you set the number of each type of available
BACnet object that you will use. It is a good idea to determine ahead of time how
many objects you will need, then allocate that number, possibly including a spare
object or two. It is not a good idea to allocate a large number of objects that will
remain unused since this simply clutters the screen when a front end system auto-
discovers all objects in the device.
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The portion of the Resources page dedicated to BACnet object counts is shown above.
For a complete discussion of the Resources page, including how to change the counts,
refer to Section 11.4 in this User Guide.

3.3       Configuring Local Objects

There is a different web page for each BACnet object type in the device. Objects are
listed in tabular form with name and description, present value, reliability code and
status. Additional information as applicable to the object type may also be listed.

Click on the object number in the first column to open the expanded view of that
object and gain access to its configuration.
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Reliability codes may be any of the following:

Modbus client/master, no response from slave (64)
Modbus client/master, crc error (65)
Modbus exception, illegal function code (66)
Modbus exception, illegal data address (67)
Modbus exception, illegal data value (68)
Modbus exception, code+65, rarely used (69..79)
Local device, configuration property fault (80)
Faulty Modbus packet(81)
BACnet IP client, device timeout (82)
BACnet IP client, error returned by server (83)

Status flags A,B,C,D indicate the following, 0 meaning not true, 1 meaning true:

A = in alarm
B = fault
C = overridden
D = out of service

3.3.1       Analog Input Objects

The source of data for an Analog Input object will typically be reading from some other
BACnet or Modbus device.
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The object name, units, value, and status are shown for the object number entered at
the top of the page. Click Prev/Next to scroll through the list. Click Refresh to update
the page, or Update to accept changes.

The object name and description may be changed here. BACnet units may be selected.
Initial COV increment may be entered. When any of these are changed, be sure to
save the updated configuration by executing "Save XML Config File" on the File
Manager page.

The object may be set Out of Service by checking that box and clicking Update. The
present value may be changed by entering a value, checking Force, and clicking
Update.

The source of data for an Analog Input object will typically be reading from some other
BACnet or Modbus device via the map indicated by the Device Link. The mapped
device will be polled at the rate specified by the Read Map.

Out of Service means polling of the mapped remote device will stop. While out of
service, the present value may be written by the BACnet client. Data may be forced
via this web page at any time, but will be overwritten by the next mapped client
update unless the object is out of service.

Reliability codes indicate errors as itemized on the tabular object list.

Status flags A,B,C,D indicate the following, 0 meaning not true, 1 meaning true:
A = in alarm
B = fault
C = overridden
D = out of service

Device link will indicate BIP, RTU, or TCP, followed by R for read or W for write, and a
number which is the map number in the table of read or write maps for mapping to
this BACnet object. The designation R means read from a remote device, and W
means write to a remote device.

Check 'Deconfigure' and click Update to erase configuration for this object.

3.3.2       Analog Output Objects
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The destination of data for an Analog Output object will typically be some other
BACnet or Modbus device.

The object name, units, value, and status are shown for the object number entered at
the top of the page. Click Prev/Next to scroll through the list. Click Refresh to update
the page, or Update to accept changes.

The object name and description may be changed here. BACnet units may be selected.
Initial COV increment may be entered. When any of these are changed, be sure to
save the updated configuration by executing "Save XML Config File" on the File
Manager page.

The destination of data for an Analog Output object will be writing the remote BACnet
or Modbus device via the map indicated by the Device Link. The remote device will be
updated upon change of source data and/or periodically as defined by the Write Map.

The Analog Output object is commandable, meaning the BACnet client must write both
a value and a priority level for that value. The highest level value will be the one
written to the remote device (if one is mapped). If all values are relinquished, the
relinquish default value will be written to the remote device.

To set an output object manually from this page, check the Force box, enter a value in
the Present Value window, and select a priority level to assign to your forced value.
Then click Update. To return a given priority level to NULL, simply type the word
NULL in the Present Value window, check Force, and click Update.

Out of service means the mapped remote device will not be written to. Values written
by the BACnet client will be retained, but only applied when this object is placed back
in service. At that time, the highest priority value will be written to the remote device.

Reliability codes indicate errors as itemized on the tabular object list.

Status flags A,B,C,D indicate the following, 0 meaning not true, 1 meaning true:
A = in alarm
B = fault
C = overridden
D = out of service
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Device link will indicate BIP, RTU, or TCP, followed by R for read or W for write, and a
number which is the map number in the table of read or write maps for mapping to
this BACnet object. The designation R means read from a remote device, and W
means write to a remote device.

Check 'Deconfigure' and click Update to erase configuration for this object.

3.3.3       Analog Value Objects

Analog Value objects may be both a source and destination for some other BACnet or
Modbus device.

The object name, units, value, and status are shown for the object number entered at
the top of the page. Click Prev/Next to scroll through the list. Click Refresh to update
the page, or Update to accept changes.

The object name and description may be changed here. BACnet units may be selected.
Initial COV increment may be entered. When any of these are changed, be sure to
save the updated configuration by executing "Save XML Config File" on the File
Manager page.

The object may be set Out of Service by checking that box and clicking Update. The
present value may be changed by entering a value, checking Force, and clicking
Update.

Analog Value objects may be both a source and destination for some other BACnet or
Modbus device. The source of data for the Value object will be reading from a remote
device when associated with a Read Map. The destination of data for the Value object
will be writing to a remote device when associated with a Write Map. If a remote
device is mapped, the device links are displayed above. You may click on either link to
view the respective mapping.

The Value object may be simultaneously associated with both Read and Write maps
pointing to the same remote device object. When this Value object receives new
data (from any source), this data will be written to the mapped remote device before
any subsequent read from the same device. Thus the Value data is not discarded by
the read operation before the new data can be written.
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Out of Service means polling of the remote device will stop. While out of service, the
present value may be written by an external BACnet client but it will not be written to
any mapped remote device. Data may be forced via this web page at any time, but will
be overwritten by the next read from a remote device unless the object is out of
service.

Reliability codes indicate errors as itemized on the tabular object list.

Status flags A,B,C,D indicate the following, 0 meaning not true, 1 meaning true:
A = in alarm
B = fault
C = overridden
D = out of service

Device link will indicate BIP, RTU, or TCP, followed by R for read or W for write, and a
number which is the map number in the table of read or write maps for mapping to
this BACnet object. The designation R means read from a remote device, and W
means write to a remote device.

Check 'Deconfigure' and click Update to erase configuration for this object.

3.3.4       Binary Input Objects

The source of data for a Binary Input object will typically be reading from some other
BACnet or Modbus device.

The object name, units, value, and status are shown for the object number entered at
the top of the page. Click Prev/Next to scroll through the list. Click Refresh to update
the page, or Update to accept changes.

The object name and description may be changed here. State text may be entered.
When any of these are changed, be sure to save the updated configuration by
executing "Save XML Config File" on the File Manager page.

The object may be set Out of Service by checking that box and clicking Update. The
present value may be changed by entering a value, checking Force, and clicking
Update.
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The source of data for an Binary Input object will typically be reading from some other
BACnet or Modbus device via the map indicated by the Device Link. The mapped
device will be polled at the rate specified by the Read Map.

Out of Service means polling of the mapped remote device will stop. While out of
service, the present value may be written by the BACnet client. Data may be forced
via this web page at any time, but will be overwritten by the next mapped client
update unless the object is out of service.

Reliability codes indicate errors as itemized on the tabular object list.

Status flags A,B,C,D indicate the following, 0 meaning not true, 1 meaning true:
A = in alarm
B = fault
C = overridden
D = out of service

Device link will indicate BIP, RTU, or TCP, followed by R for read or W for write, and a
number which is the map number in the table of read or write maps for mapping to
this BACnet object. The designation R means read from a remote device, and W
means write to a remote device.

Check 'Deconfigure' and click Update to erase configuration for this object.

3.3.5       Binary Output Objects

The destination of data for a Binary Output object will typically be some other BACnet
or Modbus device.

The object name, units, value, and status are shown for the object number entered at
the top of the page. Click Prev/Next to scroll through the list. Click Refresh to update
the page, or Update to accept changes.

The object name and description may be changed here. State text may be entered.
When any of these are changed, be sure to save the updated configuration by
executing "Save XML Config File" on the File Manager page..
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The destination of data for a Binary Output object will be writing the remote BACnet or
Modbus device via the map indicated by the Device Link. The remote device will be
updated upon change of source data and/or periodically as defined by the Write Map.

The Binary Output object is commandable, meaning the BACnet client must write both
a value and a priority level for that value. The highest level value will be the one
written to the remote device (if one is mapped). If all values are relinquished, the
relinquish default value will be written to the remote device.

To set an output object manually from this page, check the Force box, enter a value in
the Present Value window, and select a priority level to assign to your forced value.
Then click Update. To return a given priority level to NULL, simply type the word
NULL in the Present Value window, check Force, and click Update.

Out of service means the mapped remote device will not be written to. Values written
by the BACnet client will be retained, but only applied when this object is placed back
in service. At that time, the highest priority value will be written to the remote device.

Reliability codes indicate errors as itemized on the tabular object list.

Status flags A,B,C,D indicate the following, 0 meaning not true, 1 meaning true:
A = in alarm
B = fault
C = overridden
D = out of service

Device link will indicate BIP, RTU, or TCP, followed by R for read or W for write, and a
number which is the map number in the table of read or write maps for mapping to
this BACnet object. The designation R means read from a remote device, and W
means write to a remote device.

Check 'Deconfigure' and click Update to erase configuration for this object.

3.3.6       Binary Value Objects

Binary Value objects may be both a source and destination for some other BACnet or
Modbus device.
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The object name, units, value, and status are shown for the object number entered at
the top of the page. Click Prev/Next to scroll through the list. Click Refresh to update
the page, or Update to accept changes.

The object name and description may be changed here. State text may be entered.
When any of these are changed, be sure to save the updated configuration by
executing "Save XML Config File" on the File Manager page.

The object may be set Out of Service by checking that box and clicking Update. The
present value may be changed by entering a value, checking Force, and clicking
Update.

Binary Value objects may be both a source and destination for some other BACnet or
Modbus device. The source of data for the Value object will be reading from a remote
device when associated with a Read Map. The destination of data for the Value object
will be writing to a remote device when associated with a Write Map. If a remote
device is mapped, the device links are displayed above. You may click on either link to
view the respective mapping.

The Value object may be simultaneously associated with both Read and Write maps
pointing to the same remote device object. When this Value object receives new
data (from any source), this data will be written to the mapped remote device before
any subsequent read from the same device. Thus the Value data is not discarded by
the read operation before the new data can be written.

Out of Service means polling of the remote device will stop. While out of service, the
present value may be written by an external BACnet client but it will not be written to
any mapped remote device. Data may be forced via this web page at any time, but will
be overwritten by the next read from a remote device unless the object is out of
service.

Reliability codes indicate errors as itemized on the tabular object list.

Status flags A,B,C,D indicate the following, 0 meaning not true, 1 meaning true:
A = in alarm
B = fault
C = overridden
D = out of service

Device link will indicate BIP, RTU, or TCP, followed by R for read or W for write, and a
number which is the map number in the table of read or write maps for mapping to
this BACnet object. The designation R means read from a remote device, and W
means write to a remote device.

Check 'Deconfigure' and click Update to erase configuration for this object.

3.3.7       Multistate Input Objects

The source of data for a Multistate Input object will typically be reading from some
other BACnet or Modbus device.
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The object name, value, and status are shown for the object number entered at the
top of the page. Click Prev/Next to scroll through the list. Click Refresh to update the
page, or Update to accept changes.

The object name and description may be changed here. When changed, be sure to
save the updated configuration by executing "Save XML Config File" on the File
Manager page.

State text may be added. Before adding text, set the maximum state value for this
object. Then add text strings corresponding to each of the number of states allocated
by entering the value, corresponding text, and clicking Add/Change. When changed,
be sure to save the updated configuration by executing "Save XML Config File" on the
File Manager page.

The object may be set Out of Service by checking that box and clicking Update. The
present value may be changed by entering a value, checking Force, and clicking
Update.

The source of data for a Multistate Input object will typically be reading from some
other BACnet or Modbus device via the map indicated by the Device Link. The mapped
device will be polled at the rate specified by the Read Map.

Out of Service means polling of the mapped remote device will stop. While out of
service, the present value may be written by the BACnet client. Data may be forced
via this web page at any time, but will be overwritten by the next mapped client
update unless the object is out of service.

Reliability codes indicate errors as itemized on the tabular object list.

Status flags A,B,C,D indicate the following, 0 meaning not true, 1 meaning true:
A = in alarm
B = fault
C = overridden
D = out of service
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Device link will indicate BIP, RTU, or TCP, followed by R for read or W for write, and a
number which is the map number in the table of read or write maps for mapping to
this BACnet object. The designation R means read from a remote device, and W
means write to a remote device.

Check 'Deconfigure' and click Update to erase configuration for this object.

3.3.8       Multistate Output Objects

The destination of data for a Multistate Output object will typically be some other
BACnet or Modbus device.

The object name, value, and status are shown for the object number entered at the
top of the page. Click Prev/Next to scroll through the list. Click Refresh to update the
page, or Update to accept changes.

The object name and description may be changed here. When changed, be sure to
save the updated configuration by executing "Save XML Config File" on the File
Manager page.

State text may be added. Before adding text, set the maximum state value for this
object. Then add text strings corresponding to each of the number of states allocated
by entering the value, corresponding text, and clicking Add/Change. When changed,
be sure to save the updated configuration by executing "Save XML Config File" on the
File Manager page.

The object may be set Out of Service by checking that box and clicking Update. The
present value may be changed by entering a value, checking Force, and clicking
Update.

The Multistate Output object is commandable, meaning the BACnet client must write
both a value and a priority level for that value. The highest level value will be the one
written to the remote device (if one is mapped). If all values are relinquished, the
relinquish default value will be written to the remote device.
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To set an output object manually from this page, check the Force box, enter a value in
the Present Value window, and select a priority level to assign to your forced value.
Then click Update. To return a given priority level to NULL, simply type the word
NULL in the Present Value window, check Force, and click Update.

Out of service means the mapped remote device will not be written to. Values written
by the BACnet client will be retained, but only applied when this object is placed back
in service. At that time, the highest priority value will be written to the remote device.

Reliability codes indicate errors as itemized on the tabular object list.

Status flags A,B,C,D indicate the following, 0 meaning not true, 1 meaning true:
A = in alarm
B = fault
C = overridden
D = out of service

Device link will indicate BIP, RTU, or TCP, followed by R for read or W for write, and a
number which is the map number in the table of read or write maps for mapping to
this BACnet object. The designation R means read from a remote device, and W
means write to a remote device.

Check 'Deconfigure' and click Update to erase configuration for this object.

3.3.9       Multistate Value Objects

Multistate Value objects may be both a source and destination for some other BACnet
or Modbus device.

The object name, value, and status are shown for the object number entered at the
top of the page. Click Prev/Next to scroll through the list. Click Refresh to update the
page, or Update to accept changes.

The object name and description may be changed here.When changed, be sure to
save the updated configuration by executing "Save XML Config File" on the File
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Manager page.

State text may be added. Before adding text, set the maximum state value for this
object. Then add text strings corresponding to each of the number of states allocated
by entering the value, corresponding text, and clicking Add/Change. When changed,
be sure to save the updated configuration by executing "Save XML Config File" on the
File Manager page.

The object may be set Out of Service by checking that box and clicking Update. The
present value may be changed by entering a value, checking Force, and clicking
Update.

Multistate Value objects may be both a source and destination for some other BACnet
or Modbus device. The source of data for the Value object will be reading from a
remote device when associated with a Read Map. The destination of data for the Value
object will be writing to a remote device when associated with a Write Map. If a
remote device is mapped, the device links are displayed above. You may click on
either link to view the respective mapping.

The Value object may be simultaneously associated with both Read and Write maps
pointing to the same remote device object. When this Value object receives new
data (from any source), this data will be written to the mapped remote device before
any subsequent read from the same device. Thus the Value data is not discarded by
the read operation before the new data can be written.

Out of Service means polling of the remote device will stop. While out of service, the
present value may be written by an external BACnet client but it will not be written to
any mapped remote device. Data may be forced via this web page at any time, but will
be overwritten by the next read from a remote device unless the object is out of
service.

Reliability codes indicate errors as itemized on the tabular object list.

Status flags A,B,C,D indicate the following, 0 meaning not true, 1 meaning true:
A = in alarm
B = fault
C = overridden
D = out of service

Device link will indicate BIP, RTU, or TCP, followed by R for read or W for write, and a
number which is the map number in the table of read or write maps for mapping to
this BACnet object. The designation R means read from a remote device, and W
means write to a remote device.

Check 'Deconfigure' and click Update to erase configuration for this object.

3.4       Local Object Calculate Rules

The Babel Buster BB3-7101/MX-71 includes the ability to do simple calculations based
on simple template rules. Select the operation, one or two operands as applicable, and
a object to place the result in. Operations like "multiply" will use objects A "and" B.
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Operations like "sum" can add up the contents of a series of objects by selecting "thru"
instead of "and". These template rules can be useful for doing minor data manipulation
or testing for purposes of enabling rules, or for generating derived values.

Here is an example of a template rule that multiplies the value of Analog Input 7 by
value of Analog Input 8 and places the result in Analog Input 15. An example of
application would be to multiply a voltage reading input by a current reading input to
derive a power value presented as an input.

There are times when you may want to make a calculation based on a constant value.
There are "tricks" you can apply to use an object for a constant value.

Constants may be introduced into the calculation by reserving a commandable object
to hold that constant, and then configuring the relinquish default to be that value.
Then reference that object in your calculate rule.

The Modbus Register Map allows applying a default value at power-up (also applies
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when reloading the configuration file). The screen shot below illustrates using Analog
Value #3 as a holder for the constant value 15. This constant may now be used in
math calculation sequences.

The "set" operation can be used to directly place an unsigned integer value into an
object. The screen shot below illustrates setting Analog Value 1 to a value of 12345.
The value in a set operation can only be unsigned integer as the value was originally
intended for use in bit mask operations.

Operations available on two or more objects using 'and' or 'thru':

add Add two objects

average Average two or more objects

sum Sum two or more objects

subtract Subtract second object from first

multiply Multiply two objects

divide Divide first object by second

logic OR Logically OR two or more objects

logic AND Logically AND two or more objects

logic NOR Logically NOR two or more objects

logic NAND Logically NAND two or more objects

logic XOR Logically Exclusive-OR two objects
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Operations available on one object:

logic NOT Generate bit-wise negation of object

test = 0 Set result to 'true' if object is zero

test < 0 Set result to 'true' if object is less than zero

test > 0 Set result to 'true' if object is greater than zero

relinquish
Relinquish command priority previosly written to a commandable
object

Operations available on one object 'using' a given value:

set Set object to given value (unsigned 32-bit integer)

skip = N Skip next operation if object is equal to given value

skip < N Skip next operation if object is less than given value

skip > N Skip next operation if object is greater than given value

comp = N Compare, set result 'true' if object is equal to given value

comp < N Compare, set result 'true' if object is less than given value

comp > N Compare, set result 'true' if object is greater than given value

pack Perform Pack operation (see text)

fill Perform Fill operation (see text)

unpack Perform Unpack operation (see text)

priority
Sets command priority that will be used in any subsequent write to a
commandable object

Operations "using" a given value will have an unsigned integer value in the "This
Object/Value" column rather than an object number. These values will be displayed as
integer for most operations, but will be displayed in hexadecimal for pack, fill, and
unpack operations since these operate primarily on bit mask values.

The result of a test or compare will be zero if false, or one if true when the result
object is a Analog or Binary object. The result of a test or compare when the result
object is Multi-State will be 1 if false and 2 if true (since Multi-State cannot use zero).

The next two screen shots illustrate compare, set, and skip operations. Rule 5 says
that rule 6 will not be executed if AI 6 contains a zero. If AI 6 is not equal to zero,
then rule 6 will be executed. (The numbers rule 6 and AI 6 are not related in any other
way, this is just conincidence in the example.)
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Object values for examples using the above operations are illustrated below.

The following screen shot illustrates the use of calculate rules to set the states of
multiple Binary Input objects based on the value of a single Multi-State Input object.
In this example, BI 1 will be active if the MI 1 state is 1, BI 2 will be active for state 2,
and so on.
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The calculate rules have access to command priority and relinquish when the result
regiter is a commandable object.

The command priority is set using the priority operation as illustrated below. In this
case, the "using object" and "place result in object" are only place holders to keep the
rule validator happy. The only thing actually used in this operation is the "this value".
In the example below, the command priority is being set to 7. This command priority
will be used for any subsequent operations that place a result in a commandable
object, and will remain in effect until another priority operation is used. If no priority
operation is ever included, then the default local command priority on the BACnet
settings page will be used.

Once a commandable object has been set by a calculate rule, it can be relinquished by
using the relinquish operation as illustrated below. The command priority currently in
effect as the result of the most recent priority operation will be relinquished. The
calculate rules themselves do not have any ability to remember command priorities - it
is up to you to keep track of command priority using the priority operation.

Pack and fill are used for packing multiple local objects into a single object for
purposes of emulating existing equipment when the Babel Buster is functioning as a
server (slave). When pack and fill are used, "using" should be selected, and the
second entry is a hexadecimal mask or fill value. The hexadecimal value should include
"h" at the end to signify hexadecimal (otherwise the value will be parsed as decimal).

The pack mask is both a bit mask and position indicator. To calculate the contribution
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of a given calculate rule, the mask is right shifted until the least significant bit is
nonzero, then this shifted mask is logically AND-ed with the local object content. The
resulting masked value is then left shifted back to the original mask position. This final
shifted result is then logically OR-ed into the result object (after first clearing the bits
in the affected position of the result object).

Fill is simple - it simply logically OR's the bit mask into the result object.

Using the above rules, an example of resulting data would be as follows.

A set of calculate rules that would exactly reverse the above operation would be as
follows.

The pack, fill, and unpack instructions are primarily targeting Modbus applications.
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They are less useful when dealing with BACnet objects, but are retained in the
calculate rule set for consistency across the gateway family.

3.5       Local Object Copy Rules

The copy rules provide a means of simply copying the content of one object to
another.

The above rule would cause the value of AI 7 to be placed in AI 14. If a floating point
(Analog) value is copied to a Binary object, the Binary object will be set Active if the
value was nonzero, or cleared to Inactive if zero. Analog values copied to a Multistate
object will be not only truncated, but bounded to the maximum number of states (not
a recommended use of Copy).

3.6       Device Status Reporting

The Babel Buster BB3-7101/MX-71 read maps include the ability to set a default value
upon 'n' read fails, meaning that if the Babel Buster gets an error 'n' times attempting
to read that point, it will automatically set the corresponding local object to the given
default value to indicate the problem. This indication applies on a point by point basis,
but of course any one point can be used as an indication that the entire device may be
offline.

The BB3-7101/MX-71 also includes the ability to report device errors to an assigned
status object rather than rely on default values. This reporting is configured on the
Report page.
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This optional list allows reporting device errors as object values to make it easier to
monitor communication failures. The length of the list is variable. To add to the list,
select the type of device to report on, select the device instance or unit number to
report on, and select an object in which to put the status indication. Enter a delay if
desired, and then click Add.

The delay is optional. If zero, there is no delay. If some number of seconds is entered,
then the error condition will not be reported until this time period expires. If the error
clears before the time is up, then the error is never reported. This is useful for
spurious errors that would result in nuisance indications.

To remove a report from the list, check the box in the Delete column and then
click Update. Click Prev or Next to scroll through the list.

Error codes placed into the reporting object will be as follows:
      0 = No error
      1 = Timeout, no response from remote device
      2 = Error message received from remote device (e.g. Modbus exception)
      3 = Line fault (e.g. CRC error, socket connection error, etc)

Once a Timeout error indication has been set (following delay if applicable), it will
automatically return to zero upon the next successful communication with that device.

Once either the error message or line fault indication has been set, following delay if
applicable, communication must continue free of this same error condition for at least
the same delay period before the indication will be reset to zero. If an error
message (e.g. Modbus exception) is reported for one data point, but multiple others
are error free, then the one error would be hidden without this delay before reset.
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Ideally, this delay period should be at least as great as the poll period for the slowest
point mapped.
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4. Configuring Gateway as a BACnet Device

4.1       Device Object Parameters

The identity of the gateway as a BACnet device is entered on this page, along with
other device object parameters.

Enter a device instance from 1 to 4,194,303. Enter a port number (note that 47808 is
the standard port expected by most BIP devices).

The device object name, description, and location are entered here. The device object
name is expected to be unique to the entire BACnet network. Standard BACnet
timeout and retry values are also entered on this page. These values are stored in a
special area of non-volatile memory rather than the XML configuration file.
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Network Number is optional, and normally left set to zero here. Normally, BACnet
routers will take care of any network number translation needed. If you leave this
network number entry set to zero, then this BB3-7101/MX-71 WILL respond to any
local broadcast message. If you enter a network number here, then this device WILL
NOT respond to local broadcast messages, and will only respond to remote broadcast
messages or global broadcast messages. The default setting is zero, and
BTL certification was done with the default setting of zero - no other number is needed
here for normal typical use.

Local command priority is used when the result of a Calculate or Copy rule is written
to a commandable object. It is also used if the result of a client read map is saved to a
local commandable object, although this would not be recommended. Output objects
are commandable. Client read maps should store results in input or value objects,
while client write maps take their data from value or output objects. In other words,
output objects should not be used for input.

Check the "allow" check box to allow faults to self-reset. These faults are those
conditions indicated by a non-zero reliability code in any of the data objects (see list
on data objects pages). Normally an external client needs to read the realiability code
to acknowledge the fault before it will automatically reset. By checking the "allow"
check box, faults will automatically self-reset without acknowledgement. This is
required any time the client does not periodically read reliability codes but does check
fault status - a behavior known to be common to BMS front ends.

Check the "disable self-restart" box to disable self restart upon communication loss. If
this box is not checked, this gateway will restart itself in an attempt to auto-recover if
communications with devices has started and then stopped.

By default, when Modbus reads values that are mapped to a Multi-State object, the
values are offset by one. Multi-State objects are not allowed to contain a value of zero
per BACnet protocol standard. Since Modbus doesn't often deal very well with zero
being prohibited, values are offset by one. Therefore, where Modbus sees zero, the
BACnet Multi-State object will see one. This offset only applies to Multi-State objects.
You can disable this offset by checking the "Disable Modbus offset" box and saving the
setting. Just be aware that with the offset disabled, Modbus will not know the
difference between zero and one because any attempt to write zero to the Multi-State
object will be forced to one. You can safely disable the offset when only reading Multi-
State objects, but use extra caution when writing to Multi-State objects from Modbus
with the offset disabled.

Click Save to store. This store process will take a little while as these parameters are
being saved to non-volatile memory. A change in port number will not take effect until
the next system restart.

4.2       Network Settings

The two most important things that must be unique on the BACnet IP network are
device instance, and IP address. The IP address is set on the Network page.
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Select either Static or Automatic for IPv4. To change the Static IP address of this
device, enter the address, subnet mask, and gateway, then click Apply.
Select Automatic to specify that DHCP should be used to obtain an IP address upon
power-up. IP address change will take effect upon next power cycle.

The above screen shot is only a portion of the Network setup page, and is the only
part of the Network page that is required for BACnet IP. The remainder of the Network
page is discussed in Section 11.3.

The Web User Interface is accessible via IPv6; however, the BACnet IP Client does not
yet support IPv6. The only demonstrated version of BACnet IP over IPv6 does not use
actual IPv6 addresses - it uses Virtual MAC addresses (VMAC) and address translation
tables. The VMAC approach allows IPv6 to coexist with original IPv4 devices. As of the
BTL testing of this device, test specifications for BACnet IP over IPv6 were not
available and thus IPv6 support is not included in the BTL tested device.
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5. Configuring Gateway as a BACnet Client

The BACnet client is used to query other BACnet devices, obtain their Present Value
data (or other property value), and store a copy of that data in the BB3-7101/MX-71’s
own local objects. From there, the data may be accessed by Modbus devices (or other
BACnet devices if you have some reason to want to remap objects).

This data exchange with other BACnet devices requires that you define those devices
in the list on the BACnet Client Devices page, and then create some number of Read
and Write Maps. The maps may be created via the web pages talked about below. But
you also have the option of using a standard spread sheet program to create a list that
you save as a CSV file, and then import that via the File Manager in
the BB3-7101/MX-71. Refer to Section 11.1 for more about importing CSV files, and
also Appendix B for CSV file format information.

5.1       BACnet Device List

Setting up the BACnet client consists of identifying one or more BACnet devices, then
listing the objects that should be queried (whether read or written). The client
configuration pages are illustrated below.
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Device number simply shows you where you are on the internal local device list. Click
"next" and "prev" to scroll through the list.

Remote BACnet IP devices to be accessed by this device are specified here. Enter the
Device Instance of the remote device, a name to reference in other pages, and a poll
rate. Then click "Update".

Select dynamic or static address binding. Dynamic binding is used most often, and
simply means the gateway will send out a "Who-Is" request asking for the device
instance to respond, at which time the gateway learns its IP address automatically (or
MS/TP address via an IP router).

If static binding must be used, enter the fixed IP address you know the device
instance to be found at. If no port is given, it will default to 0xBAC0 (47808). Enter
IP as a.b.c.d or IP with port as a.b.c.d:p, for example 192.168.1.99:47808.

Include network number, mac length, and mac address ONLY if static binding to a
device on the other side of a BACnet router.

When dynamic address binding is used (default), the gateway broadcasts a "Who-Is"
looking for this device instance when a read or write map wants to use this device.
When (if) it responds, its IP address is listed here simply as a diagnostic. Timeouts
resulting from inability to reach this device are tabulated on this page as well, and
may be cleared by clicking the Clear button. To cause the who-is process to be
repeated, click Clear Cache. When dynamic binding is used, the IP address is read-
only and any changes entered will be ignored.

5.2       BACnet Client Read Maps
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Getting the gateway to read objects from another BACnet device requires setting up a
"Read Map" as shown here.

Map number simply tells you where you're at on the list of object maps. Click "next"
and "prev" to scroll through the list. To advance directly to a specific map, enter the
desired number in the "Showing" box, then click Update.

Maps entered on this page only read data from remote devices. Go to the Client Write
Map to write data to those devices. The full parameter set is different for read versus
write.

An abbreviated version of a list of maps is shown on this page. Any of the parameters
shown may be changed here and registered by clicking the Update button. To view
and/or modify the complete set of parameters, click on the map number in the left
most column.

For each remote object to be read, select the object instance and type, and remote
device. The names in the remote device list are defined in the Devices page. The
property read will default to Present Value. If you wish to read a different property,
click on the Map # in the first column for the expanded view of the map and enter the
property number.

When the remote object is read, data may be manipulated before being written to the

5. Configuring Gateway as a BACnet Client file:///C:/AAA_CSI/Literature/2021 User Guides/BB3-7101-SP-MX-71-...

3 of 16 7/10/2021, 9:43 PM



local object. The value will be multiplied by the scale factor. The final result is written
to the local object number given. The name is optional and used only for display
purposes.

Selecting "none" for remote type effectively deletes the map even though it will still
appear in the list until deleted. Unused maps at the end of the list will always show
none as the type.

Local Object is internally a coded number consisting of BACnet object type multiplied
by 10000, then added to the object number starting from #1. These numbers will
appear as "register numbers" in XML configuration files. These are translated into
abbreviations that are easy to interpret on the web page as follows:

AI n = Analog Input #n
AO n = Analog Output #n
AV n = Analog Value #n
BI n = Binary Input #n
BO n = Binary Output #n
BV n = Binary Value #n
MI n = Multi-state Input #n
MO n = Multi-state Output #n
MV n = Multi-state Value #n

Local object numbers start at #1. The maximum available number varies by object
type, and these limits are set on the Resources page (under System).

Click on a Map # in the first column of maps to get the expanded view of that map as
follows:

Map number simply tells you where you're at on the list of object maps. Click "next"
and "prev" to scroll through the list. To advance directly to a specific map, enter the
desired number in the "Map #" box, then click Update.
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For each remote object to be read, enter the property number, object instance and
type, and select a remote device. The names in the device list are defined in the
Devices page. Use index value of "ALL" if no index (use this by default if you do not
have a known index number).

The most commonly read property will be Present Value, which is property number 85.
For other property numbers, refer to Appendix D, BACnet Codes.

When the remote object is read, data may be manipulated before being written to the
local object. The value will be multiplied by the scale factor, then the offset is added.
The final result is written to the local object number given. The name is optional and
used only for display purposes.

The periodic poll time ("Repeat this process") determines how often the remote object
will be read. This number, if nonzero, will override the default poll time given in the
Devices page for the remote device being read.

The default value will be stored into the local object after the given number of read
failures if the fail count is non-zero. Setting the count to zero will disable the default,
and the object will retain the most recent value obtained.

You have the option of enabling this map only when a selected object contains a given
value. Any local object may be used as the index object. As the name implies, you
could have the same local object contain different values based on different maps as
indexed by the index object.

Delete will remove the map number shown in the "Map #" box. Insert will insert a new
map before the map number shown, and is used for placing maps between existing
maps. It is not necessary to use Insert to add maps to the bottom of the list or to
define any map presently having zero for a source object or "none" for remote type.

Selecting "none" for remote type effectively deletes the map even though it will still
appear in the list until deleted. Unused maps at the end of the list will always show
none as the type. If you wish to prevent these from being displayed, reduce the
number of maps enabled.

The number of maps enabled simply limits the scope of map review so that you do not
have to review a lot of unused maps. If the displayed maps are used up and you need
more, increase the enabled number.

The expanded view of the Client Read Map may look daunting at first. Here is the
same screen shot with the parts you are most likely to not use grayed out for
illustration purposes. If you are only concerned with reading Present Value and you
have set the default poll time on the Device page, then you really never need to look
at the expanded view at all. Your configuration can be entered entirely on the tabular
list of maps. The same applies to Write Maps below.
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5.3       BACnet Client Write Maps

Getting the gateway to write objects to another BACnet device requires setting up a
"Write Map" as shown here. Much of the Write Map is configured the same as a Read
Map.

Map number simply tells you where you're at on the list of object maps. Click "next"
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and "prev" to scroll through the list. To advance directly to a specific map, enter the
desired number in the "Showing" box, then click Update.

Maps entered on this page only write data to remote devices. Go to the Client Read
Map to read data from those devices. The full parameter set is different for read
versus write.

An abbreviated version of a list of maps is shown on this page. Any of the parameters
shown may be changed here and registered by clicking the Update button. To view
and/or modify the complete set of parameters, click on the map number in the left
most column.

For each remote object to be written, select the object instance and type, and remote
device. The names in the device list are defined in the Devices page. The property
written will default to Present Value. If you wish to write a different property, click on
the Map # in the first column for the expanded view of the map and enter the property
number.

Data from the local object given will be multiplied by the scale factor before being
written.

Selecting "none" for remote type effectively deletes the map even though it will still
appear in the list until deleted. Unused maps at the end of the list will always show
none as the type.

Local Object is internally a coded number consisting of BACnet object type multiplied
by 10000, then added to the object number starting from #1. These numbers will
appear as "register numbers" in XML configuration files. These are translated into
abbreviations that are easy to interpret on the web page as follows:

AI n = Analog Input #n
AO n = Analog Output #n
AV n = Analog Value #n
BI n = Binary Input #n
BO n = Binary Output #n
BV n = Binary Value #n
MI n = Multi-state Input #n
MO n = Multi-state Output #n
MV n = Multi-state Value #n

Object numbers start at #1. The maximum available number varies by object type,
and these limits are set on the Resources page (under System).

Click on a Map # in the first column of maps to get the expanded view of that map as
follows:
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Map number simply tells you where you're at on the list of object maps. Click "next"
and "prev" to scroll through the list. To advance directly to a specific map, enter the
desired number in the "Map #" box, then click Update.

The local object data may be written periodically, or when it changes, or both. To send
upon change (send on delta), check the first box and enter the amount by which the
local object must change before being written to the remote device. To guarantee that
the remote object will be written at least occasionally even if the data does not
change, check the second box and enter some amount of time. This time period will be
referred to as the "maximum quiet time".

Data from the local object may be manipulated before being written to the remote
object. The local data is first multiplied by the scale factor. The offset is then added to
it.

For the remote object to be written, enter the property number, object instance and
type, index if applicable (enter "ALL" if no index), and priority to use of the object
being written is commandable. Select a remote device to write to. The names in the
device list are defined in the Devices page.

The most commonly written property will be Present Value, which is property number
85. For other property numbers, refer to Appendix D, BACnet Codes.

The repeat time may determine how often the remote object will be written. If send on
delta and maximum quiet time are not checked above, clicking the "at least" button
will establish a periodic update time. If send on delta is used and you wish to limit the
network traffic in the event changes are frequent, click the "no more than" button and
enter the minumum time that should elapse before another write to the remote
device.
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You have the option of enabling this map only when a selected object contains a given
value. Any local object may be used as the index object. As the name implies, you can
write different values to the remote object based on different maps as indexed by the
index object.

Delete will remove the map number shown in the "Map #" box. Insert will insert a new
map before the map number shown, and is used for placing maps between existing
maps. It is not necessary to use Insert to add maps to the bottom of the list or to
define any map presently having zero for a source object or "none" for remote type.

Selecting "none" for remote type effectively deletes the map even though it will still
appear in the list until deleted. Unused maps at the end of the list will always show
none as the type. If you wish to prevent these from being displayed, reduce the
number of maps enabled.

The number of maps enabled simply limits the scope of map review so that you do not
have to review a lot of unused maps. If the displayed maps are used up and you need
more, increase the enabled number.

5.4       BACnet Client Diagnostics

If errors are detected in the course of reading or writing other BACnet objects via the
client's maps, they will be indicated on the errors pages.

Errors for BACnet client read/write maps are shown on these pages. Only those maps
with errors to report are listed. Refer to the code and class lists below for
interpretation. In the illustration above, error class 1 says the error refers to "object"
and the code says "unknown object". In other words, AV 6125 does not exist in the
device shown.

Proprietary class 82, code 0, is generated locally indicating a timeout, no response
received from remote server. All other codes listed below are returned by the remote
server.

0 = ERROR_CLASS_DEVICE
1 = ERROR_CLASS_OBJECT
2 = ERROR_CLASS_PROPERTY
3 = ERROR_CLASS_RESOURCES
4 = ERROR_CLASS_SECURITY
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5 = ERROR_CLASS_SERVICES

/* valid for all classes */
0 = ERROR_CODE_OTHER

/* Error Class - Device */
2 = ERROR_CODE_CONFIGURATION_IN_PROGRESS
3 = ERROR_CODE_DEVICE_BUSY
25 = ERROR_CODE_OPERATIONAL_PROBLEM

/* Error Class - Object */
4 = ERROR_CODE_DYNAMIC_CREATION_NOT_SUPPORTED
17 = ERROR_CODE_NO_OBJECTS_OF_SPECIFIED_TYPE
23 = ERROR_CODE_OBJECT_DELETION_NOT_PERMITTED
24 = ERROR_CODE_OBJECT_IDENTIFIER_ALREADY_EXISTS
27 = ERROR_CODE_READ_ACCESS_DENIED
31 = ERROR_CODE_UNKNOWN_OBJECT
36 = ERROR_CODE_UNSUPPORTED_OBJECT_TYPE

/* Error Class - Property */
8 = ERROR_CODE_INCONSISTENT_SELECTION_CRITERION
9 = ERROR_CODE_INVALID_DATA_TYPE
32 = ERROR_CODE_UNKNOWN_PROPERTY
37 = ERROR_CODE_VALUE_OUT_OF_RANGE
40 = ERROR_CODE_WRITE_ACCESS_DENIED
41 = ERROR_CODE_CHARACTER_SET_NOT_SUPPORTED
42 = ERROR_CODE_INVALID_ARRAY_INDEX
44 = ERROR_CODE_NOT_COV_PROPERTY
45 = ERROR_CODE_OPTIONAL_FUNCTIONALITY_NOT_SUPPORTED
47 = ERROR_CODE_DATATYPE_NOT_SUPPORTED
50 = ERROR_CODE_PROPERTY_IS_NOT_AN_ARRAY

/* Error Class - Resources */
18 = ERROR_CODE_NO_SPACE_FOR_OBJECT
19 = ERROR_CODE_NO_SPACE_TO_ADD_LIST_ELEMENT
20 = ERROR_CODE_NO_SPACE_TO_WRITE_PROPERTY

/* Error Class - Security */
1 = ERROR_CODE_AUTHENTICATION_FAILED
6 = ERROR_CODE_INCOMPATIBLE_SECURITY_LEVELS
12 = ERROR_CODE_INVALID_OPERATOR_NAME
15 = ERROR_CODE_KEY_GENERATION_ERROR
26 = ERROR_CODE_PASSWORD_FAILURE
28 = ERROR_CODE_SECURITY_NOT_SUPPORTED
30 = ERROR_CODE_TIMEOUT

/* Error Class - Services */
5 = ERROR_CODE_FILE_ACCESS_DENIED
7 = ERROR_CODE_INCONSISTENT_PARAMETERS
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10 = ERROR_CODE_INVALID_FILE_ACCESS_METHOD
11 = ERROR_CODE_ERROR_CODE_INVALID_FILE_START_POSITION
13 = ERROR_CODE_INVALID_PARAMETER_DATA_TYPE
14 = ERROR_CODE_INVALID_TIME_STAMP
16 = ERROR_CODE_MISSING_REQUIRED_PARAMETER
22 = ERROR_CODE_PROPERTY_IS_NOT_A_LIST
29 = ERROR_CODE_SERVICE_REQUEST_DENIED
43 = ERROR_CODE_COV_SUBSCRIPTION_FAILED
46 = ERROR_CODE_INVALID_CONFIGURATION_DATA
48 = ERROR_CODE_DUPLICATE_NAME
49 = ERROR_CODE_DUPLICATE_OBJECT_ID

5.5       Importing BACnet Client Maps from CSV File

The built-in web user interface is user friendly, but can get tedious if you have a lot of
maps to enter. You may already have a list of BACnet objects available in spread sheet
form. With a bit of editing, you can turn this into a CSV file that can be directly
imported into the BB3-7101/MX-71 to quickly configure a lot of read and write maps.
If you are proficient with spread sheets, you can probably create a rather large set of
maps quickly and speed up the process of configuring the BB3-7101/MX-71.

There is more discussion about the File Manager in Section 11, but a summary of what
you need to do to import maps from a CSV file is given here.

Start by uploading your CSV file. Use the Browse button to locate the file on your PC,
then click Upload.

Select *.csv as the file filter. This will result in showing the list of CSV files currently
stored in the BB3-7101/MX-71.
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Select your file from the File Directory drop-down list, then click the Select button on
the right. Select "Import CSV to BACnet IP" from the Action list, and click Execute.

We imported 220 read maps in our example test case.
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5.6       Clearing Configuration

Read and write maps imported from a CSV file will be added to the list of maps already
in place. If you wish to reload the list, you must first clear it. Clear the BACnet
client maps by going to the File Manager page, then selecting "Clear BACnet IP Maps"
from the action list and clicking Execute.

If you forget to clear the maps before re-importing them, you will get an error notice
something like this:
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5.7       Understanding BACnet Client Timeout Settings

The Babel Buster gateway includes a BACnet client that can be configured to read and
write objects in other BACnet devices. Each point to be read or written is defined by a
client read map or client write map. These maps reference a device, and each device
has an entry on the Devices page. For each device, the BACnet Device Instance, a
name, default poll period, and timeout are provided by the user.

The Reply Timeout is the amount of time the client will wait for a response before
calling it a timeout if no response is received. The client will then move on to the next
read or write map. The client will eventually come back around to the same point and
try again. If the client times out a second time, then the mapped object’s reliability
code will be set to the nonzero value indicating timeout, no response.

If repeated timeouts are observed, one should confirm that the device in question is
operating. If so, then set a longer timeout period as needed.

Much of the time, especially with BACnet IP, the client device timeout is the only
timeout one needs to be pay much attention to. However, it is important to understand
what is going on inside BACnet behind the scenes, especially if the client is making
requests to an MS/TP device on the other side of a router.
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The BACnet Device has settings that apply to all requests made by this device, and
these are found on the BACnet settings page (illustrated below). Of particular concern
with respect to timeouts are the APDU Timeout and APDU Retries.

Any time a request is made by this BACnet device, the request initiates a Transaction
State Machine (TSM). The Invoke ID you will see if you use Wireshark to look at
network traffic identifies this TSM. This invoke ID is used to associate a reply with a
request. If the TSM does not see a reply within the APDU Timeout (given in
milliseconds), then the TSM will automatically retransmit the request and wait another
APDU Timeout period. This retransmission will be repeated up to the retry count. If the
retry count is 3 as illustrated below (with a timeout of 3000 milliseconds), and no
reply is ever received, this means the request will have been transmitted a total of 4
times (over 12 seconds).

The APDU Timeout will default to 3000 (milliseconds) and APDU Retries will default to
3 as recommended by BACnet protocol. However, whether these numbers make sense
for your application is left for you to determine.

It makes sense to have the BACnet client device timeout set to 2 seconds as
illustrated above so that a timeout doesn’t hang up the client for too long. However, if
the default values for the BACnet Device are left as illustrated below, then here is what
is going to happen when the target device does not reply: The client will send its initial
request. Then 2 seconds later, it decides there is no response and moves on to the
next point and sends the next request. Meanwhile the TSM has waited 3 seconds, then
retransmitted the original request. Over a period of 12 seconds, the TSM will be
sending the same original first request 4 times. As you can see, the client has not
really waited for the final result in this instance. Furthermore, the client is kicking off
more TSM’s faster than they can complete their retry sequence. If the target device is
a slow MS/TP device on the other side of a router, it is highly likely that you will flood
the router with more requests than it can handle, and you will start to get “reject -
router busy” replies from the router (which will be indicated simply as timeout on the
client end).

This snowball effect and request log jam will often clear itself when the BACnet client
is only polling BACnet IP devices. But the snowball effect can have very adverse
effects on a slow MS/TP network on the other side of a router.

When choosing a timeout value for the devices listed on the Devices page in the
BACnet client, be sure to also examine the APDU Timeout and Retries on the BACnet
settings page. If the default values illustrated below are left as is, then the most
suitable timeout value for the client device above would be 12 seconds, not 2 seconds.
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The other setting one should pay attention to especially when talking to MS/TP devices
on the other side of a router is the “Backlog Limit”. The BACnet client will not
necessarily wait for the reply from device A before sending a request to device B. If
the client is polling 20 different devices, it is quite plausible that the client will send 20
requests faster than the first reply can come back. Thus it is quite easy for a BACnet
IP client to overrun an MS/TP router by pumping out requests faster than the router
can forward them to MS/TP. Therefore, one should use the Backlog Limit to throttle the
client. If the limit is set to 4 (a reasonable number for MS/TP), this means the client
will send no more than 4 requests before pausing and waiting for replies to those
requests.

The other aspect of how Backlog Limit may affect required timeout setting is that
when there is a large backlog of replies to process, the remote device may have
responded promptly and within the client timeout setting, but by the time the client
gets through the backlog of replies, a short client timeout may have expired.
Therefore, timeout is not just a matter of how fast the other device responds, but also
a matter of how busy you are keeping the client.
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6. Configuring Gateway as a BACnet Server

6.1       Server Configuration

The BB3-7101/MX-71 contains a set of BACnet objects whose only purpose is to store
copies of data obtained from other devices. This copy of data may then be queried by
different devices.

The only configuration needed to use the BB3-7101/MX-71 as a BACnet server is to
set the Device instance on the BACnet page. The device should also be given an object
name that will be unique on the entire network. Configuring the gateway as a
BACnet Device is described in more detail in Section 4.

6.2       Accessing Local Objects
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The collection of local objects includes Analog, Binary, and Multi-State types of objects,
and includes Input, (commandable) Output, and (writeable) Value types of each of
those objects. The BB3-7101/MX-71 also contains a Device object which is configured
in the above screen.

Data may be placed in the local objects by other devices writing to the
BB3-7101/MX-71, or by the BB3-7101/MX-71 querying other devices. When the
BB3-7101/MX-71 is configured to query other devices, these operations are defined by
“read maps” and “write maps” associated with the respective client function (BACnet
client or Modbus client/master).

The following pages illustrate the Analog Input object pages and the Binary Output
object pages. The remaining object pages found in the BB3-7101/MX-71 are virtually
identical, and are not replicated here. (See also Configuring Local Objects, Section 3.)

Each object page initially comes up as a table of object data. Click on the object
number in the left-hand column to expand the view of that object and access the
windows that let you locally force values, assign units or names, etc.

The object name, units, value, and status are shown for a list of objects starting with
the number entered at the top of the page. Click Prev/Next to scroll through the list.
Click on the object number in the first column to change name, units, COV, and out-of-
service state.

The source of data for an Analog Input object will typically be reading from some other
BACnet or Modbus device. Click on the object number in the first column for more
detail including the link to any client map providing data to this object.

Out of Service means polling for data will stop. While out of service, the present value
may be written by the BACnet client. Data may be forced via this web page at any
time, but will be overwritten by the next mapped client update unless the object is out
of service.

Reliability codes may be any of the following:
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Modbus client/master, no response from slave (64)
Modbus client/master, crc error (65)
Modbus exception, illegal function code (66)
Modbus exception, illegal data address (67)
Modbus exception, illegal data value (68)
Modbus exception, code+65, rarely used (69..79)
Local device, configuration property fault (80)
Faulty Modbus packet(81)
BACnet IP client, device timeout (82)
BACnet IP client, error returned by server (83)

Status flags A,B,C,D indicate the following, 0 meaning not true, 1 meaning true:
A = in alarm
B = fault
C = overridden
D = out of service

Click on an Object number in the first column of maps to get the expanded view of
that object as follows:

The object name, units, value, and status are shown for the object number entered at
the top of the page. Click Prev/Next to scroll through the list. Click Refresh to update
the page, or Update to accept changes.

The object name and description may be changed here. BACnet units may be selected.
Initial COV increment may be entered. When any of these are changed, be sure to
save the updated configuration by clicking Save on the Config File page under
System Setup.

The object may be set Out of Service by checking that box and clicking Update. The
present value may be changed by entering a value, checking Force, and clicking
Update.

The source of data for an Analog Input object will typically be reading from some other
BACnet or Modbus device via the map indicated by the Device Link. The mapped
device will be polled at the rate specified by the Read Map.

Out of Service means polling of the mapped remote device will stop. While out of
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service, the present value may be written by the BACnet client. Data may be forced
via this web page at any time, but will be overwritten by the next mapped client
update unless the object is out of service.

Reliability codes indicate errors as itemized on the tabular object list.

Status flags A,B,C,D indicate the following, 0 meaning not true, 1 meaning true:
A = in alarm
B = fault
C = overridden
D = out of service

Device link will indicate BIP, RTU, or TCP, followed by R for read or W for write, and a
number which is the map number in the table of read or write maps for mapping to
this BACnet object. The designation R means read from a remote device, and W
means write to a remote device.

Check 'Deconfigure' and click Update to erase configuration for this object.

The object name, value, and status are shown for a list of objects starting with the
number entered at the top of the page. Click Prev/Next to scroll through the list. Click
on the object number in the first column to change name or out-of-service state.

The destination of data for a Binary Output object will typically be some other BACnet
or Modbus device. Click on the object number in the first column for more detail
including the link to any client map receiving data from this object.

The Binary Output object is commandable, meaning the BACnet client must write both
a value and a priority level for that value. The highest level value will be the one
written to the remote device (if mapped). If all values are relinquished, the relinquish
default value will be written to the remote device.

Out of service means the mapped remote device will not be written to. Values written
by the BACnet client will be retained, but only applied when this object is placed back
in service. At that time, the highest priority value will be written to the remote device.

Reliability codes may be any of the following:
Modbus client/master, no response from slave (64)
Modbus client/master, crc error (65)
Modbus exception, illegal function code (66)
Modbus exception, illegal data address (67)
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Modbus exception, illegal data value (68)
Modbus exception, code+65, rarely used (69..79)
Local device, configuration property fault (80)
Faulty Modbus packet(81)
BACnet IP client, device timeout (82)
BACnet IP client, error returned by server (83)

Status flags A,B,C,D indicate the following, 0 meaning not true, 1 meaning true:
A = in alarm
B = fault
C = overridden
D = out of service

Click on an Object number in the first column of maps to get the expanded view of
that object as follows:

The object name, units, value, and status are shown for the object number entered at
the top of the page. Click Prev/Next to scroll through the list. Click Refresh to update
the page, or Update to accept changes.

The object name and description may be changed here. State text may be entered.
When any of these are changed, be sure to save the updated configuration by clicking
Save on the Config File page under System Setup.

The destination of data for a Binary Output object will be writing the remote BACnet or
Modbus device via the map indicated by the Device Link. The remote device will be
updated upon change of source data and/or periodically as defined by the Write Map.
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The Binary Output object is commandable, meaning the BACnet client must write both
a value and a priority level for that value. The highest level value will be the one
written to the remote device (if one is mapped). If all values are relinquished, the
relinquish default value will be written to the remote device.

To set an output object manually from this page, check the Force box, enter a value in
the Present Value window, and select a priority level to assign to your forced value.
Then click Update. To return a given priority level to NULL, simply type the word
NULL in the Present Value window, check Force, and click Update.

Out of service means the mapped remote device will not be written to. Values written
by the BACnet client will be retained, but only applied when this object is placed back
in service. At that time, the highest priority value will be written to the remote device.

Reliability codes indicate errors as itemized on the tabular object list.

Status flags A,B,C,D indicate the following, 0 meaning not true, 1 meaning true:
A = in alarm
B = fault
C = overridden
D = out of service

Device link will indicate BIP, RTU, or TCP, followed by R for read or W for write, and a
number which is the map number in the table of read or write maps for mapping to
this BACnet object. The designation R means read from a remote device, and W
means write to a remote device.

Check 'Deconfigure' and click Update to erase configuration for this object.
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7. Configuring BBMD

BBMD stands for BACnet Broadcast Management Device. Messages such as "Who-Is"
and "I-Am" are broadcast. Most routers, however, to not pass broadcast messages
along. The BBMD solves this problem by explicitly directing broadcast messages to a
specific IP address.

The BBMD Settings page appears as shown above when no part of BBMD support is
enabled, as is the case when shipped. Do not enable BBMD if you are not aware of
needing it and/or do not understand how BBMD works. The three elements of BBMD
support are discussed in the following sections, and their use is often mutually
exclusive, meaning you will often need only one of the three elements.
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7.1       Registering as a Foreign Device

If you have a remote BB3-7101/MX-71 that needs to connect via router, including
NAT router, to a local network, use Foreign Device Registration. There will typically be
a master device, such as operator station or other front end, that includes BBMD. The
IP address of this device is the one that should be given as the BBMD address for
foreign device registration.

To enable BBMD processing, check the "Enable BBMD" box. This applies to foreign
device registration. The broadcast distribution table functions regardless of whether
foreign device registration is enabled.

If the BB3-7101/MX-71 should register as a foreign device with another BBMD, then
the port, time-to-live, and IP address of the remote BBMD must be given. The local
BBMD will attempt to register with the remote BBMD whose address is given.

Disable this device's attempts to register elsewhere, but allow other devices to register
here, by setting time to live to zero with BBMD enabled.

7.2       Allowing Other Devices to Register Locally

The BB3-7101/MX-71 can be the BBMD that other devices register with. The screen
shot below shows that three other devices have registered with this BBMD, and
broadcast messages will now be sent explicitly to these locations. In this case, there
are NAT routers between this local device and the three remote devices. While they
are all on physically separate local networks, they will appear as a single BACnet
network even if the local networks are miles apart. The local BACnet client will be able
to communicate with these remote BACnet devices as a result of the foreign
registration.
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Note that foreign registration only provides communication with a single remote
device. If communicating with an entire remote network of BACnet devices is the
intent, then a full BACnet router is required, and BBMD would be handled by the
BACnet router (disable everything on this BBMD Settings page if connected via a
BACnet router).

To allow foreign devices to register with this device, but not have this device register
elsewhere, check Enable BBMD, but enter zero for BBMD Time To Live. This enables
BBMD but disables this device's attempt to register somewhere else.

7.3       Broadcast Distribution Table

A Broadcast Distribution Table (BDT) defines a list of IP addresses that the
BBMD should send broadcast messages to. It is important to note that a BBMD only
forwards broadcast messages. It does not do full routing. If you are attempting to
connect two networks across a NAT router, you must get a full BACnet Router to
accomplish this. For this reason, the BDT has limited usefulness when only BBMD is
present. The BB3-7101/MX-71 only includes BBMD, not full routing.

Broadcast distribution will result in device discovery, but you will not be able to
read/write properties in the remote device without full routing. Foreign device
registration via a router does result in being able to fully communicate with the foreign
device from the local network.
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Th Edit BDT page allows viewing of the broadcast distribution table that has been
provided to the local device by an external network management tool capable of
sending the BDT initialize. The BDT may also be edited on this page. Regardless of
how the table is filled, it will be saved in the configuration file when saved, and
reloaded upon restart.

Once the table has been initialized, it will appear on the BBMD Settings page as
illustrated below.
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8. Configuring Gateway as a Modbus RTU Master

The BB3-7101/MX-71 can be a Modbus RTU master or slave. As a master you can read
Modbus data from, or write Modbus data to, Modbus slave devices. The gateway will
periodically poll the Modbus devices according to register maps you set up. To read
from a remote Modbus device, configure a Read Map. To write to a remote Modbus
device, configure a Write Map.

Data read from a remote device is stored in a local object when received. Data written
to a remote device is taken from a local object when sent.

8.1       Modbus RTU Device Configuration

Modbus device configuration for RTU really consists of just port configuration.

Select baud rate and parity from the drop down lists. Click either Master or Slave
buttons to select type of operation. Enter timing parameters or address as applicable.
Click update to register your changes.
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The default poll rate entered here will be used for all Modbus RTU Read and Write
maps unless a different number is entered in the expanded view of the map.

IMPORTANT: Set timeout to something long enough for the device. If too short, the
gateway will not wait long enough for a response from the Modbus slave device, and
the result will be a lot of "no response" errors from the device even though the device
is perfectly functional.

If your slave/server device only supports function codes 5 and 6 for writing coils and
holding registers, check the Use FC 5/6 box. The default function codes are 15 and 16,
which are most widely used. If you check the box, you should also enter a "starting
at" unit # or slave address. This allows supporting both types of devices at the same
time provided you assign slave addresses in two non-overlapping groups. (These
settings do not apply if the gateway is the slave.)

If your slave/server device is especially picky, it may require function codes 5 and 6
for single writes, but yet expect function codes 15 and 16 for multiple register writes.
Select "Use FC 5/6 by count..." if this is the case, and provide a starting unit number.

The starting unit number will most often be simply "1" unless you have a mix of device
types that all follow different rules for their function codes. Note that the selection of
FC 5/6 only pertains to write maps. Reading registers will always use the same
function codes for reading.

8.2       Modbus RTU Master Read Maps

Getting the gateway to read registers from a Modbus device requires setting up a
"Read Map" as shown here.

Map number simply tells you where you're at on the list of read maps. Click "next" and
"prev" to scroll through the list. To advance directly to a specific map, enter the
desired number in the "Showing" box, then click Update.

Maps entered on this page only read data from remote devices. Go to the RTU Write
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Map to write data to those devices. The full parameter set is different for read versus
write.

To create a Read Map, start by selecting the Modbus register type to read from the
drop-down list.

Select the data format expected in the remote Modbus register. The abbreviation
INT under Format means signed integer, while UINT represents unsigned integer. The
INT and UINT are followed by the number of bits to be read (which translates into 1,
2, or 4 consecutive holding registers). The FLOAT format refers to 32-bit IEEE 754
format while DOUBLE refers to 64-bit IEEE 754 floating point. The MOD10 format is
unique to Schneider Electric power meters, and is supported in 2, 3, and 4-register
formats. (Note: Use INT-16 or UINT-16 for coils or discrete inputs - in this case format
only affects local data conversion.)
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Enter the register number to read from the remote RTU slave and slave address of
that RTU slave. Do not use Modicon numbers here. In other words, if your slave
device's documentation says read register 40001, that is short hand (Modicon
notation) for saying read holding register 1. Refer to the Modbus Reference
Information section of this user guide for more discussion about register numbers like
40001. If you enter 40001 here to read the first holding register, you will get an
exception error since the actual register number is not 40001.

The Local Object is where data read from the remote Modbus RTU slave will be stored
locally in the Babel Buster. If the local object data format does not match what you are
reading from the Modbus slave, the data will be converted automatically when it is
read.

Click on the Map number in the first column to access the expanded view of the Read
Map.

For each Modbus register to be read, select the register type, format, number, and
remote unit (slave address). The optional bit mask and scaling are discussed with
examples below.
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Modbus protocol treats all input registers or holding registers as strictly 16-bit
registers. To accommodate 32-bit or longer data, Modbus devices use multiple
consecutive "registers" to hold the data. There is no standardization of whether the
least significant part of the data comes first or last. Therefore, Babel Buster lets you
set that according to whatever the slave device requires. If the least significant data is
found in the first (or lower numbered) register in your slave device, then check the
box after "With low register first".

The poll rate ("Repeat this process...") determines how often the Modbus register will
be read. If zero is entered here, the rate will become the default poll rate given on the
Devices page for the Modbus RTU port.

The default value will be stored into the local object after the given number of read
failures if the fail count is non-zero. Setting the count to zero will disable the default,
and the object will retain the most recent value obtained. If the default value does
take effect, the actual data value read will be retained when communications are
restored.

You have the option of making this Read Map conditional. If an index object is
provided and the Enable box is checked, then this read map will only be executed
when this local object contains the value given. This allows multiple read maps to
supply data to the same local object based on the value of the index object. It also
allows reading to simply be suspended if a single read map supplies data to the local
object. In a more sophisticated scenario, you could potentially suspend reading of the
slave if you know the slave is powered down.

Map number simply tells you where you're at on the list of read maps. Click "next" and
"prev" to scroll through the list. To advance directly to a specific map, enter the
desired number in the "Map #" box, then click Update.

Delete will remove the map number shown in the "Map #" box. Insert will insert a new
map before the map number shown, and is used for placing maps between existing
maps. It is not necessary to use Insert to add maps to the bottom of the list - simply
add definition to the empty map already at the end of the list.

Selecting "none" for remote type effectively deletes the map even though it will still
appear in the list until deleted. Unused maps at the end of the list will always show
none as the type. If you wish to prevent these from being displayed, reduce the
number of maps enabled.

The number of maps enabled simply limits the scope of map review so that you do not
have to review a lot of unused maps. If the displayed maps are used up and you need
more, increase the enabled number.
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You have the option of providing a scale and offset. A scale of zero will cause scale and
offset to be ignored. If provided, the Modbus data will be treated as raw data. When
the Modbus data is received, it will be multipled by scale, then added to offset, and
then stored in the local object. If the Modbus slave was providing degrees Celsius, and
the scale factors illustrated above were used, then a Modbus value of 25 would result
in the local object receiving a value of 77 (degrees Fahrenheit).

It is common for Modbus devices to pack a number of status bits into a single holding
register. In order to do meaningful things based on a single bit it is necessary to split
that register into multiple local objects. Babel Buster supports this requirement by
providing an optional bit mask.

If a bit mask is entered (in hexadecimal), and the remote register type is signed or
unsigned integer (16-bit or 32-bit data), the mask will be bit-wise logical AND-ed with
the Modbus data. The retained bits will be right justified in the result stored locally if
the local object is Analog or Multi-State. The result will simply set a Binary object to
Active if nonzero.

8. Configuring Gateway as a Modbus RTU Master file:///C:/AAA_CSI/Literature/2021 User Guides/BB3-7101-SP-MX-71-...

6 of 17 7/10/2021, 9:44 PM



Reading bit 0 is illustrated above while reading bit 3 is illustrated below (bit 3 mask in
binary would be 1000 which is hexadecimal 8 as entered in the configuration page).
Refer to the Modbus Reference section in this user guide for a list of all possible mask
values.

If the read maps referencing the same remote register are created in sequential
contiguous order, the Babel Buster will optimize the RTU activity by reading the remote
register once and then sharing the data with all of the read maps in the group. In the
example illustrated here, two consecutive read maps reference the same Modbus
register, each selecting a different bit.
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To try out these read maps, we have set up ModSim with the remote register 3
containing a value of 9.

The holding register value of 9 translates into the following local object values when
the bit mask option is used as illustrated.

8.3       Modbus RTU Master Write Maps

8. Configuring Gateway as a Modbus RTU Master file:///C:/AAA_CSI/Literature/2021 User Guides/BB3-7101-SP-MX-71-...

8 of 17 7/10/2021, 9:44 PM



Getting the gateway to write registers to a Modbus device requires setting up a "Write
Map" as shown here. Much of the Write Map is configured the same as a Read Map.

The data direction is reversed but the same selections are still made. Select the local
object that will be the source of data to write to the remote Modbus RTU slave. Select
the register type, data format, and register number to be written to in that slave.
Enter the slave address as Remote Unit. Click on the map number in the first column
to access additional optional configuratino parameters.

The local object data may be written to the remote Modbus slave periodically, or when
it changes, or both. To send upon change (send on delta), check the first box and
enter the amount by which the local object must change before being written to the
remote Modbus device. To guarantee that the remote register will be written at least
occasionally even if the data does not change, check the second box and enter some
amount of time. This time period will be referred to as the "maximum quiet time".
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Data from the local object may be manipulated before being written to the remote
register. The local data is first multiplied by the scale factor. The offset is then added
to it. If a bit mask is entered, and the remote register type is signed or unsigned
integer (16-bit or 32-bit data), the mask will be bit-wise logical AND-ed with the data.
The mask is right justified, then AND-ed with the data. The result is then left shifted
back to the original position of the mask. In other words, the least significant bits of
the original data will be stuffed at the position marked by the mask.

After the scaling and masking, the bit fill will be logically OR-ed into the result, but
only if the mask was nonzero and was used. Both mask and fill are entered in
hexadecimal. The effect of "fill" is that certain bits will always be set to 1 in the data
written to the remote Modbus device.

Multiple local objects may be packed into a single remote Modbus register. To
accomplish this, define two or more maps in sequence with the same remote
destination. If the destination is the same, data types are 16 or 32-bit integer (signed
or unsigned), bit masks are nonzero, and the maps are sequential, the results of all
qualifying maps will be OR-ed together before being sent to the remote destination.

For the remote register to be written, select the register type, format, number, and
remote unit (slave address). Data formats are the same as described above for Read
Maps. Size is only specified for character strings. Use INT-16 or UINT-16 data format
for coils - in this case format only affects local data conversion.

Modbus protocol treats all holding registers as strictly 16-bit registers. To
accommodate 32-bit or longer data, Modbus devices use multiple consecutive
"registers" to hold the data. There is no standardization of whether the least
significant part of the data comes first or last. Therefore, Babel Buster lets you set that
according to whatever the slave device requires. If the least significant data is found in
the first (or lower numbered) register in your slave device, then check the box after
"With low register first".

The repeat time may determine how often the remote register will be written. If send
on delta and maximum quiet time are not checked above, clicking the "at least" button
will establish a periodic update time. If send on delta is used and you wish to limit the
network traffic when changes are too frequent, click the "no more than" button and
enter the minumum time that should elapse before allowing another write to the
remote device. It is valid to select "no more than every 0.0 seconds" if you want all
changes to be sent, but no periodic writes.

You have the option of making this Write Map conditional. If an index object is
provided and the Enable box is checked, then this write map will only be executed
when this local object contains the value given. This allows multiple write maps to
supply data to the same remote register based on the value of the local index object.
It also allows writing to simply be suspended if a single write map supplies data to the
remote register. In a more sophisticated scenario, you could potentially suspend
writing of the slave if you know the slave is powered down.

Delete will remove the map number shown in the "Map #" box. Insert will insert a new
map before the map number shown, and is used for placing maps between existing
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maps. It is not necessary to use Insert to add maps to the bottom of the list - simply
add definition to the empty map already at the end of the list.

Selecting "none" for remote type effectively deletes the map even though it will still
appear in the list until deleted. Unused maps at the end of the list will always show
none as the type. If you wish to prevent these from being displayed, reduce the
number of maps enabled.

The expanded view of the read and write maps may look daunting at first. But many
applications can be configured by entering information on the tabular map list page
rather than the expanded view. The map entries made above appear as shown below
in the expanded view. You only need to use the expanded view when you want to
apply some of the more specialized optional parameters that are grayed out in this
screen shot.
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8.4       Modbus RTU Master Data Displayed by Slave

The RTU Registers page shows a list of local objects mapped to RTU slave devices. The
page will show only one device at a time, and may have no entries as illustrated
below.

Click the Next Unit button to go to the next RTU slave (or Prev Unit to back up), or
simply enter a number in the RTU Unit # window and click Update. Registers for that
slave will now be displayed. In addition to a summary of the map (both read and write
maps are shown), the time since last update is displayed. This time should generally
be less than the poll time. If the last update time is large, it means there is an error
preventing the update.

8.5       Modbus RTU Errors

The Error Counts page shows a tabulation, by RTU slave, of all errors observed. In the
example below, we can see that the RTU device at slave address 1 is running
flawlessly while slave #2 has had some issues.
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If the counts show some problems, we can look for more detail on the Errors: Read
Maps (or Errors: Write Maps) pages. These pages will tell us exactly which Read Map
(or Write Map) the problem is occurring on, and what the error is, as illustrated below.

When the problem is resolved, it will be removed from this list.

Once you have resolved problems, you can reset the error counts by checking the box
in the Reset column and then clicking Update.

The counts will reset to zero, but in most cases, at least "Total Messages" will start
incrementing again.
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8.6       Importing Modbus RTU Maps from CSV File

The built-in web user interface is user friendly, but can get tedious if you have a lot of
maps to enter. Quite often, Modbus register maps are available in spread sheet form.
With a bit of editing, you can turn this into a CSV file that can be directly imported into
the BB3-7101/MX-71 to quickly configure a lot of read and write maps. If you are
proficient with spread sheets, you can probably create a rather large set of maps
quickly and speed up the process of configuring the BB3-7101/MX-71.

There is more discussion about the File Manager in Section 11, but a summary of what
you need to do to import maps from a CSV file is given here.

Start by uploading your CSV file. Use the Browse button to locate the file on your PC,
then click Upload.

Select *.csv as the file filter. This will result in showing the list of CSV files currently
stored in the BB3-7101/MX-71.
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Select your file from the File Directory drop-down list, then click the Select button on
the right. Select "Import CSV to Modbus RTU" from the Action list, and click Execute.

We imported 30 read maps in our example test case.
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8.7       Clearing Configuration

Read and write maps imported from a CSV file will be added to the list of maps already
in place. If you wish to reload the list, you must first clear it. Clear the RTU maps by
going to the File Manager page, then selecting "Clear RTU Maps" from the action list
and clicking Execute.

If you forget to clear the maps before re-importing them, you will get an error notice
something like this:
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9. Configuring Gateway as a Modbus TCP Client

The BB3-7101/MX-71 can be a Modbus TCP client and server. The terms client and
server are more often used with Ethernet network devices, but for Modbus purposes,
they still mean master and slave respectively. You must choose one or the other
between master and slave for Modbus RTU, but Modbus TCP can be both
simultaneously thanks to Ethernet.

As a master (client) you can read Modbus data from, or write Modbus data to, other
Modbus TCP devices. The gateway will periodically poll the other Modbus devices
according to register maps you set up. To read from a remote Modbus device,
configure a Read Map. To write to a remote Modbus device, configure a Write Map.

Data read from a remote device is stored in a local object when received. Data written
to a remote device is taken from a local object when sent.

9.1       Modbus TCP Device Configuration

The Modbus TCP client is the Ethernet version of Modbus master. Modbus RTU requires
a slave address. Modbus TCP also requires, in effect, a slave address. In the case of
TCP, that slave address is an IP address (possibly along with a unit number). Since
entering the IP address requires more effort than one simple slave number, and
because internally a network socket is required per IP address, the TCP devices are set
up in their own table.

For each Modbus TCP device that you wish to read and write, enter its IP address on
the TCP Setup Devices page. The port is normally going to be 502 (the standard
Modbus TCP port), but if it is different, enter that number here. You have the option of
referring to a Modbus TCP device by domain name. If you use a domain name, be sure
that domain can be found at the DNS servers provided on the Network setup page.
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A unit number is always included in each Modbus TCP packet. This is the equivalent of
the RTU slave address. Some TCP devices pay no attention to unit and simply echo
back whatever you had sent. However, if you are accessing RTU devices on the other
side of a TCP to RTU router (gateway), then the unit does become the RTU slave
address on the RTU side of the gateway and multiple RTU devices are accessed at the
same TCP IP address. Unit numbers are entered on each individual read or write map.

The default poll rate entered here will be used for all Modbus TCP Read and Write
maps unless a different number is entered in the expanded view of the map.

If your slave/server device only supports function codes 5 and 6 for writing coils and
holding registers, check the Use FC 5/6 box. The default function codes are 15 and 16,
which are most widely used. If you check the box, you should also enter a "starting
at" unit # or slave address. This allows supporting both types of devices at the same
time provided you assign slave addresses in two non-overlapping groups. (These
settings do not apply if the gateway is the slave.)

If your slave/server device is especially picky, it may require function codes 5 and 6
for single writes, but yet expect function codes 15 and 16 for multiple register writes.
Select "Use FC 5/6 by count..." if this is the case, and provide a starting unit number.

The starting unit number will most often be simply "1" unless you have a mix of device
types that all follow different rules for their function codes. Note that the selection of
FC 5/6 only pertains to write maps. Reading registers will always use the same
function codes for reading.
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9.2       Modbus TCP Client Read Maps

Getting the gateway to read registers from a Modbus TCP device requires setting up a
"Read Map" as shown here.

Map number simply tells you where you're at on the list of read maps. Click "next" and
"prev" to scroll through the list. To advance directly to a specific map, enter the
desired number in the "Showing" box, then click Update.

Maps entered on this page only read data from remote devices. Go to the TCP Write
Map to write data to those devices. The full parameter set is different for read versus
write.

To create a Read Map, start by selecting the Modbus register type to read from the
drop-down list.
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Select the data format expected in the remote Modbus register. The abbreviation
INT under Format means signed integer, while UINT represents unsigned integer. The
INT and UINT are followed by the number of bits to be read (which translates into 1,
2, or 4 consecutive holding registers). The FLOAT format refers to 32-bit IEEE 754
format while DOUBLE refers to 64-bit IEEE 754 floating point. The MOD10 format is
unique to Schneider Electric power meters, and is supported in 2, 3, and 4-register
formats. (Note: Use INT-16 or UINT-16 for coils or discrete inputs - in this case format
only affects local data conversion.)

Enter the register number to read from the remote TCP server. Do not use Modicon
numbers here. In other words, if your device's documentation says read register
40001, that is short hand (Modicon notation) for saying read holding register 1. Refer
to the Modbus Reference Information section of this user guide for more discussion
about register numbers like 40001. If you enter 40001 here to read the first holding
register, you will get an exception error since the actual register number is not 40001.

Select a TCP device from the list that this register should be read from. Only devices
entered on the Devices page will appear in the list.

The Local Object is where data read from the remote Modbus TCP server will be stored
locally in the Babel Buster. If the local object data format does not match what you are
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reading from the Modbus device, the data will be converted automatically when it is
read.

Click on the Map number in the first column to access the expanded view of the Read
Map.

For each remote register to be read, select the register type, format, number. Select a
TCP server device from the list to read from. Only devices entered on the Devices page
will appear here. If a unit number other than the default unit entered for this
TCP server on the Devices page should be used, enter that unit number here.

The optional bit mask and scaling are discussed with below.

Modbus protocol treats all input registers or holding registers as strictly 16-bit
registers. To accommodate 32-bit or longer data, Modbus devices use multiple
consecutive "registers" to hold the data. There is no standardization of whether the
least significant part of the data comes first or last. Therefore, Babel Buster lets you
set that according to whatever the remote Modbus device requires. If the least
significant data is found in the first (or lower numbered) register in your Modbus
device, then check the box after "With low register first".

The poll rate ("Repeat this process...") determines how often the remote register will
be read. If zero is entered here, the rate will become the default poll rate given on the
Devices page for the Modbus TCP device selected.

The default value will be stored into the local object after the given number of read
failures if the fail count is non-zero. Setting the count to zero will disable the default,
and the object will retain the most recent value obtained. If the default value does
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take effect, the actual data value read will be retained when communications are
restored.

You have the option of making this Read Map conditional. If an index object is
provided and the Enable box is checked, then this read map will only be executed
when the index object contains the value given. This allows multiple read maps to
supply data to the same local object based on the value of the index object. It also
allows reading to simply be suspended if a single read map supplies data to the local
object. In a more sophisticated scenario, you could potentially suspend reading of the
remote Modbus device if you know the device is powered down.

Map number simply tells you where you're at on the list of read maps. Click "next" and
"prev" to scroll through the list. To advance directly to a specific map, enter the
desired number in the "Map #" box, then click Update.

Delete will remove the map number shown in the "Map #" box. Insert will insert a new
map before the map number shown, and is used for placing maps between existing
maps. It is not necessary to use Insert to add maps to the bottom of the list - simply
add definition to the empty map already at the end of the list.

Selecting "none" for remote type effectively deletes the map even though it will still
appear in the list until deleted. Unused maps at the end of the list will always show
none as the type. If you wish to prevent these from being displayed, reduce the
number of maps enabled.

The number of maps enabled simply limits the scope of map review so that you do not
have to review a lot of unused maps. If the displayed maps are used up and you need
more, increase the enabled number.

You have the option of providing a scale and offset. A scale of zero will cause scale and
offset to be ignored. If provided, the Modbus data will be treated as raw data. When
the Modbus data is received, it will be multipled by scale, then added to offset, and
then stored in the local object. If the Modbus device was providing degrees Celsius,
and the scale factors illustrated above were used, then a Modbus value of 25 would
result in the local object receiving a value of 77 (degrees Fahrenheit).

It is common for Modbus devices to pack a number of status bits into a single holding
register. In order to do meaningful things based on a single bit, such as generate a
COV on state change of a single bit, it is necessary to split that register into multiple
local objects. Babel Buster supports this requirement by providing an optional bit
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mask.

If a bit mask is entered (in hexadecimal), and the remote register type is signed or
unsigned integer (16-bit or 32-bit data), the mask will be bit-wise logical AND-ed with
the Modbus data, and the retained bits will be right justified in the result stored locally.
Refer to the Modbus Reference section in this user guide for a list of all possible mask
values.

If the read maps referencing the same remote register are created in sequential
contiguous order, the Babel Buster will optimize the TCP activity by reading the remote
register once and then sharing the data with all of the read maps in the group. The
example illustrated for Modbus RTU in section 8.2 works exactly the same for TCP. In
that example, two consecutive read maps reference the same remote register, each
selecting a different bit.

9.3       Modbus TCP Client Write Maps

Getting the gateway to write registers to a Modbus TCP device requires setting up a
"Write Map" as shown here. Much of the Write Map is configured the same as a Read
Map.

The data direction is reversed but the same selections are still made. Select the local
object that will be the source of data to write to the remote Modbus TCP device. Select
the register type, data format, and register number to be written to in that device.
Select a TCP server device from the list to write to. Only devices entered on the
Devices page will appear here. If a unit number other than the default unit entered for
this TCP server on the Devices page should be used, enter that unit number here.
Click on the map number in the first column to access additional optional configuration
parameters.
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The local object data may be written to the remote device periodically, or when it
changes, or both. To send upon change (send on delta), check the first box and enter
the amount by which the local object must change before being written to the remote
device. To guarantee that the remote register will be written at least occasionally even
if the data does not change, check the second box and enter some amount of time.
This time period will be referred to as the "maximum quiet time".

Data from the local object may be manipulated before being written to the remote
register. The local data is first multiplied by the scale factor. The offset is then added
to it. If a bit mask is entered, and the remote register type is signed or unsigned
integer (16-bit or 32-bit data), the mask will be bit-wise logical AND-ed with the data.
The mask is right justified, then AND-ed with the data. The result is then left shifted
back to the original position of the mask. In other words, the least significant bits of
the original data will be stuffed at the position marked by the mask.

After the scaling and masking, the bit fill will be logically OR-ed into the result, but
only if the mask was nonzero and was used. Both mask and fill are entered in
hexadecimal. The effect of "fill" is that certain bits will always be set to 1 in the data
written to the remote Modbus device.

Multiple local objects may be packed into a single remote register. To accomplish this,
define two or more maps in sequence with the same remote destination. If the
destination is the same, data types are 16 or 32-bit integer (signed or unsigned), bit
masks are nonzero, and the maps are sequential, the results of all qualifying maps will
be OR-ed together before being sent to the remote destination.

For the remote register to be written, select the register type, format, number, select a
remote TCP device from the list, and enter a unit number if the default unit number for
that device should not be used. Data formats are the same as described above for
Read Maps. Size is only specified for character strings. Use INT-16 or UINT-16 data
format for coils - in this case format only affects local data conversion.

Modbus protocol treats all holding registers as strictly 16-bit registers. To
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accommodate 32-bit or longer data, Modbus devices use multiple consecutive
"registers" to hold the data. There is no standardization of whether the least
significant part of the data comes first or last. Therefore, Babel Buster lets you set that
according to whatever the remote Modbus device requires. If the least significant data
is found in the first (or lower numbered) register in your Modbus device, then check
the box after "With low register first".

The repeat time may determine how often the remote register will be written. If send
on delta and maximum quiet time are not checked above, clicking the "at least" button
will establish a periodic update time. If send on delta is used and you wish to limit the
network traffic in the event changes are frequent, click the "no more than" button and
enter the minumum time that should elapse before another write to the remote
device. It is valid to select "no more than every 0.0 seconds" if you want all changes
to be sent, but no periodic writes.

You have the option of making this Write Map conditional. If an index object is
provided and the Enable box is checked, then this write map will only be executed
when the index object contains the value given. This allows multiple write maps to
supply data to the same remote register based on the value of the local index object.
It also allows writing to simply be suspended if a single write map supplies data to the
remote register. In a more sophisticated scenario, you could potentially suspend
writing of the remote device if you know the device is powered down.

Delete will remove the map number shown in the "Map #" box. Insert will insert a new
map before the map number shown, and is used for placing maps between existing
maps. It is not necessary to use Insert to add maps to the bottom of the list - simply
add definition to the empty map already at the end of the list.

Selecting "none" for remote type effectively deletes the map even though it will still
appear in the list until deleted. Unused maps at the end of the list will always show
none as the type. If you wish to prevent these from being displayed, reduce the
number of maps enabled.

If the local object and remote register are not the same format, then data is converted
automatically when written. In the example above, the Write Map is Analog Value 1, a
floating point value, to remote register 2, an unsigned 16-bit value. The data is
converted and rounded up, as illustrated below by ModSim acting as our Modbus TCP
server here.
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9.4       Modbus TCP Client Data Displayed by Server

The TCP Registers page shows a list of local objects mapped to TCP server devices.
The page will show only one device at a time, and may have no entries if there are no
maps for that device.

Click the Next Dev or Prev Dev buttons to go to the next or previous TCP device, or
simply enter a number in the TCP Device # window and click Update. Registers for
that server will now be displayed. In addition to a summary of the map (both read and
write maps are shown), the time since last update is displayed. This time should
generally be less than the poll time. If the last update time is large, it may mean there
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is an error preventing the update.

9.5       Modbus TCP Errors

The Error Counts page shows a tabulation, by TCP device, of all errors observed.

If the counts show some problems, we can look for more detail on the Errors: Read
Maps (or Errors: Write Maps) pages. These pages will tell us exactly which Read Map
(or Write Map) the problem is occurring on, and what the error is, as illustrated below.

If you see total messages of zero and a "no responses" count greater than zero, it
means the Babel Buster was not able to connect to the IP address of the TCP server.
Without being able to connect at all, there was never an attempt to send a message,
and hence zero total messages while "no responses" continues to increment.
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When "no responses" is indicated, the Errors: Read Maps (or Write Maps as applicable)
page will show that the response timed out, but this is typically a foregone conclusion
when you see the "no responses" count for a TCP device.

When you get any type of connection related problem with a TCP device, the
connection status will typically give you some clues.

Connection status codes you may see include:

5 = Connection attempt timed out, unable to establish connection (usually means
remote device not connected or not reachable)
104 = Connection reset by peer
111 = Connection refused
113 = Connection aborted
114 = Network is unreachable
115 = Network interface not configured
116 = Connection timed out
118 = Host is unreachable
125 = Address not available
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205 = DNS error

9.6       Importing Modbus TCP Maps from CSV File

The built-in web user interface is user friendly, but can get tedious if you have a lot of
maps to enter. Quite often, Modbus register maps are available in spread sheet form.
With a bit of editing, you can turn this into a CSV file that can be directly imported into
the BB3-7101/MX-71 to quickly configure a lot of read and write maps. If you are
proficient with spread sheets, you can probably create a rather large set of maps
quickly and speed up the process of configuring the BB3-7101/MX-71.

There is more discussion about the File Manager in Section 11, but a summary of what
you need to do to import maps from a CSV file is given here.

Start by uploading your CSV file. Use the Browse button to locate the file on your PC,
then click Upload.

Select *.csv as the file filter. This will result in showing the list of CSV files currently
stored in the BB3-7101/MX-71.

Select your file from the File Directory drop-down list, then click the Select button on
the right. Select "Import CSV to Modbus TCP" from the Action list, and click Execute.
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We imported 30 read maps in our example test case.
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