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1. Introduction
1.1 How to Use This Guide

This user guide provides background information on how the gateway works, and an
overview of the configuration process. There are several sections for groups of tabs
found in the web interface in the gateway which is accessed by opening a web browser
and browsing to the IP address of the device.

You should at least read Sections 2 and 3, and other sections specific to your intended
use. There is a "Quick Help" section at the bottom of each web page in the gateway
which is generally sufficient for quick reference in setting up the gateway.

1.2 Important Safety Notice

Proper system design is required for reliable and safe operation of distributed
control systems incorporating any Control Solutions product. It is extremely
important for the user and system designer to consider the effects of loss of
power, loss of communications, and failure of components in the design of
any monitoring or control application. This is especially important where the
potential for property damage, personal injury, or loss of life may exist. By
using ANY Control Solutions, Inc., product, the user has agreed to assume all
risk and responsibility for proper system design as well as any consequence
for improper system design.

1.3 Warranty

This documentation is provided “as is,” without warranty of any kind, either
expressed or implied, including, but not limited to, the implied warranties of fitness or
merchantability for a particular purpose. Control Solutions may make improvements
and/or changes in this documentation at any time. This documentation could include
technical inaccuracies, typographical errors, and the like. Changes are periodically
made to the information herein; these changes may be made without notice.

Product Warranty: All Control Solutions products are warranted against defects in
materials and workmanship for a period of time from date of shipment from factory as
follows: Two years on non-mechanical parts, one year on mechanical parts (e.g.
relays). Defective units will be repaired or replaced, at manufacturer’s discretion, at no
cost to user except when negligence or improper use has resulted in damage. The
express warranty stated herein is in lieu of all other warranties, express or implied,
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including without limitation any warranties of merchantability or fitness for a particular
purpose and all other warranties are hereby disclaimed and excluded by Control
Solutions, Inc.

Configuration errors made by customer are not covered under warranty. Damage
caused by incorrect electrical connection is not covered under warranty. Removing
circuit boards from their enclosures will void the warranty - the complete product with
all of its original circuit boards and components must be returned for warranty
consideration.

2 of 2 4/14/2021, 2:19 PM



2. Connecting Gateway for the First Time file:///C:/AAA_CSI/Literature/2021 User Guides/BB3-6101-MX-61 Use...

MODEL BB3-6 10718 6
~MODEL_MX-6 1 - e,

Do halog e e s o CONTROL SOLUTIONS MINNESOTA

- i
T

2. Connecting Gateway for the First Time

2.1 Where to Start

The Babel Buster BB3-6101/MX-61 is used to share data between Modbus RTU or
Modbus TCP devices and SNMP. If you are looking for a connection to some other
protocol, then start by looking for a different model number.

Start by getting familiar with this User Guide and the sections that pertain to your
application. Be sure to review the remainder of this section. Online videos are also
available to demonstrate key operations in setting up the BB3-6101/MX-61.

You will need to obtain information such as a "register map" from the vendor of the
Modbus device you wish to connect. The register map may go by any of several names
in the manufacturer's documentation. You will need to know what registers to read in
order to interface a Modbus device to the SNMP network.

If you get stuck, you can open a support ticket at https://ticket.csimn.com where
response time is generally 24 hours or less, and often as little as 2 hours, and at no
cost.

NOTE: Screen shots throughout this User Guide illustrate BB3-6101; however, the
screens in the MX-61 are identical with the only exception being model number
indicated at the top of the page.

2.2 Overview of Model BB3-6101/MX-61
2.2.1 Application of the BB3-6101/MX-61

The Babel Buster BB3-6101/MX-61 is a gateway used to interface between SNMP and
Modbus devices. The gateway may be used as an SNMP Agent, Modbus TCP client and
server, and Modbus RTU master or slave.

The BB3-6101/MX-61 may be thought of as a data server with multiple network ports
that have access to the internal database. The BB3-6101/MX-61 is not a router - SNMP
cannot interact directly with Modbus devices or vice versa. Both SNMP and Modbus
have access to the internal data objects which are updated according to rules you
define.

The BB3-6101/MX-61 can be thought of as a collection of sensors and actuators. The
means by which the sensors and actuators interface to hardware will vary by
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application. In the case of the BB3-6101/MX-61, that hardware consists of one or
more Modbus devices which the BB3-6101/MX-61 is set up to automatically interact
with, without any constraints on the SNMP side.

Babel Buster
BB3-6101
Modbus RTU

odbus TC

Babel Buster
MX-61
Modbus RTU

The most common application for the BB3-6101/MX-61 is interfacing a Modbus RTU
device to the SNMP management system. The BB3-6101/MX-61 will automatically poll
the Modbus RTU device, and store the content if its registers in local registers you
assign. The SNMP manager may then use the standard SNMP GET to access the
content of the Modbus registers.

‘Modbus TCP )

The BB3-6101/MX-61 can be also configured as a Modbus RTU slave. This is useful
when a PLC wants to write data to the BB3-6101/MX-61, thereby making the PLC's
data available as SNMP MIB variables.

All of the applications noted for Modbus RTU are also available to Modbus TCP with the
BB3-6101/MX-61.

2.2.2 Object Server Model for a Gateway
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Control Solutions gateways are not simple protocol translators. It is not possible to do
an effective job of simply converting one protocol directly to another. Any attempt to
do so would likely have negative effects on the networks on both sides of the gateway.
An effective solution requires an intelligent device that can properly and efficiently act
as a native device on each network. Control Solutions gateways function as two native
devices, one on each network, with a shared data base in between them. They
function as clients and/or servers on each network.

The central data element in every Control Solutions gateway is an “object”. Each
object has rules for accessing that object which are specific to the protocol of the
network. Each object has at least two sets of rules, one set for each of the two (or
more) networks that may access the object. The object model is often optimized to
cater to a specific protocol, and will most often favor the more complex protocol.

== ] 1 —
B BB3-6101 or MX-61 |
] []
i 1 P S i ||
SNMP ' i Modbus
Network €1 ] T Network
] |
- . | ‘ , =
- : MIB Shared Data Modbus : =i
= ' Variables Objects Registers " -
|

--------------------------J

Control Solutions gateways will function as servers, providing a copy of the most
recent data found in its data base when a client requests that data. In master/slave
terms, the server is a slave while the client is a master. Some applications will treat
the gateway as a server from both (all) networks connected. But most applications will
want the gateway to be a server on one side, and a client on the other side. The most
frequent application of the BB3-6101/MX-61 will have it functioning as a Modbus
master (client).

Client functionality of a Control Solutions gateway is autonomous. In other words,
when acting as a Modbus master (client), the gateway will continuously poll the
Modbus slave device(s) on its own, and keep a copy of the most recent data obtained
from (or sent to) the Modbus slave device(s). Most often, the gateway is configured to
read slave devices periodically, and write to the slave devices when new data is
received from a client.

2.3 What is New in Model BB3-6101/MX-61

The BB3-6101 is a significant enhancement over its predecessor, the BB2-6010. The
MX-61 is the equivalent enhancement over its predecessor, the SPX. The hardware
includes a faster processor and hardware encryption engine for efficient rendering of
secure web pages and for support of encryption as needed for SNMPv3. The software
includes numerous enhancements.
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e SNMPv3 support

e IPv6 support

e Secure (HTTPS) web server

e Faster processor

e Higher point count, up to 1,000 MIB variables

e User defined register map for Modbus

e Greater flexibility in assigning local register data types

e Support for reading character strings from Modbus

e CSV import of register maps for client/master configuration
e Menu options to clear part or all of configuration

Control Solutions has benchmark tested a configuration in which the BB3-6101 MIB
size was 1,500 variables and external SNMP manager tools could successfully walk the
entire MIB in a very short time.

IMPORTANT: Configuration files from older gateways are not directly usable in the
BB3-6101/MX-61, but the Babel Buster Configuration Builder program can be used to
convert a BB2-6010/SPX configuration into CSV files that may be imported into

the BB3-6101/MX-61.

2.4 Connectors and Indicators

Follow these steps to make the initial connection to the BB3-6101/MX-61.

(a) Connect power. Apply +12VDC to +24VDC or 24VAC to the terminal marked
“"POWER"”, and common or ground to one of the terminals marked “"GND".

Modbus
Request &
Reply LEDs

Ethernet
Activity (Green)
Link (Yellow)

— Power LED > il
i Ethernet
/ \ (Blue, internal) Activity (Green) I
Link (Yellow) 5
Modbus RTU Power Gt
FPower LED RTU Reguest,
EIA-485 24V AC/IDC (Blue, internal)  Reply, Error

LEDs

(b) Connect a CATS cable between the RJ-45 jack on the gateway, and your network
switch or hub. You cannot connect directly to your PC unless you use a “crossover”
cable (or your PC supports auto-MDX, which many newer laptops do).

(c) Apply power.
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A blue LED inside the case should light indicating power is present.

If the link LED on the RJ45 jack is not on, check your Ethernet cable connections. Both
link and activity LEDs on the RJ45 jack will be on solid for a short time during boot-up.
The entire bootup process will take 1-2 minutes, during which time you will not be
able to connect with a browser.

Ethernet link LED is the yellow LED integrated into the CATS5 connector. Ethernet
activity LED is the green LED integrated into the CAT5 connector.

Refer to Appendix A for additional detail pertaining to connections and indicators as
well as optional internal jumper settings.

2.5 Opening the Web User Interface

The default IP address as shipped is 10.0.0.101. Open your browser, and enter
“http://10.0.0.101/” in the address window. You should see a page with the “Babel
Buster 3” header shown below. From this point, you will find help on each page in the
web site contained within the product.

If your PC is not already on the 10.0.0.0 domain, and you are unable to connect, you
may need to temporarily change your computer’s IP address to a static IP address that
starts with 10.0.0. and ends with anything but 101.

CS.

CONTROL SOLUTIONS MINNESOTA

Local Data Modbus System

Model BE3-6101-V3

0:40:590:45:46:4E
Password is default

Quick Help

Click any tab above to log in. If you are not already logged in, you will be asked for your user name and password. You will need these in
order to log in.

When you click on any of the page tabs such as System, you will be asked for a user
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name and password. The only login as shipped is user name “root” with a unique
password generated specifically for your Babel Buster. Your password should be
included on a document included with the gateway, or on a label attached to the
gateway.

If the unique automatically generated password is currently in effect for user "root", it
will be indicated by "Password is default" as shown in the above screen shot. If you
have changed the root password to something of your own making, then this line is
absent.

There is no way to get the BB3-6101/MX-61 to show you what the default root
password is. If you have lost track of it, make a note of the MAC address, and open a
support ticket at https://ticket.csimn.com to request the default root password (you
will need to provide the MAC address in order to obtain the password).

To change the IP address of the gateway, go to the Network page under System ::
System Setup. The following page should appear (only top portion illustrated here).
Change the IP address, and subnet mask and gateway if applicable. Click Change IP to
save the changes. The process of programming this into Flash takes around half a
minute. The new IP address only takes effect following the next system restart or
power cycle.

CS.

CONTROL SOLUTIONS MINNESOTA

F -r
F

F

Local Data Modbus System
System Setup

File Manager Resources User(s)

IPv4 Settings @ automatic O Static

IEv4 Static IP Address BRI N BeE 1Pv4 Configured IP Address 192.168.1.125 Appl‘y

IPv4 Static Subnet Mask PRERFERRLRERI IPv4 Subnet Mask 255.255.255.0
IPv4 Static Gateway JRERGTEEN IPv4 Gateway 192.168.1.1

IPv6 Settings @ pisabled O Automatic @ static
IPvE Link-Local 1P Address fef80::240:9dff:-fed45:464e

Most changes are stored in an XML configuration file in the device’s Flash file system.
Only a few are stored differently, and the IP address is one of those. Normally, clicking
Update on any configuration page only stores that configuration information to a
temporary RAM copy of the configuration file. To make your changes other than IP
address permanent, you must select your file, select the Save XML Config File action,
and then click Execute on the File Manager page. Refer to Section 3 for more about
the File Manager.
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Local Data Modbus System
System Setup

File Manager Network Resources User(s)

Free space: 0.96 MB

File Directory: flluisanifisi] b Filtered by:

RETRL G l=al BootConfig.xml B confirm
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3. System Configuration and Resources

3.1 Using the File Manager

The File Manager page is probably one of the most important pages to know about.
Among other things, this is where you tell the gateway to save all of the changes you
have made. The various "Update" buttons on the many pages in the web user
interface only copy your configuration from your PC's browser to temporary memory in
the gateway. To retain those changes indefinitely (i.e. through restart or power cycle),
you need to tell the gateway to save those changes in a configuration file.

The configuration files are stored in non-volatile (Flash) memory. The process of
reprogramming the Flash takes a little time. It would be cumbersome to rewrite that
file every time you made a minor change. Therefore, in the interest of being more
responsive, and in the interest of extending the life of the Flash, configuration is only
saved to Flash when you direct it to do so.

The File Manager is used in several other ways in addition to managing your
XML configuration files. You upload SSL certificates here. You import CSV files
for Modbus client configuration here.
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Local Data Modbus System

System Setup

File Manager Hetwork Resources

Free space: 0.96 MB

HIESIEL R BootConfig.xml - Filterad by:
Selet BootConfig.xml PSRl L oad XML Config File
Boot configuration s @deilebil! B confirm

Upload File

Upload Mo file selected.

The File Directory is a list of files that are currently stored in the Babel Buster's Flash
file system. To filter files by type, select a type from the Filtered by list, and click Filter.

File Manager Metwork Resources

Free space: 0.96 MB

File Directory: Filterad by m

Seleted File: [Hduieiil®til Action: ¥ .
Boot configuration sl @aliiila®g]

File type filters are as follows:

*.xml XML configuration files

*.pem SSL certificates

*.csv CSV spreadsheet for Modbus register import
* ¥ Display all files

There are several file related actions you may take. To take action with a certain file,
select that file from the File Directory list, and click Select. That file should now show
up in the Selected File window.

Once a file has been selected, choose your action from the Action list, and
click Execute.
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File Manager Metwork. Resources

Free space: 0.96 MB

FIERs RS0 BootConfig.xml - Filtered by:
LR BootConfig.xml Y0 Load XML Config File ll
TRt BootConfig.xml

Save XML Config File

ol e Create Mew XML Config File

Upload Mo Fla selectad: Select Boot Auto-Config File

Delete Selected File
Import CSV to Modbus RTU
Quick Help Import CSV to Modbus TCP

This page allows you to manage configuration files. NaEE=aEl Maps s will be lost the next time you cycle power if you did
not save those changes to an XML configuration file. iemory (Flash file].

Clear TCP Maps
Salact a file from the list. To work with this file, click § hction from the action list, and click Execute. File types
R L vt s Clear All Configuration

You must use the Select button to populate the Selected File window prior to executing
any action from the list. Choose a file from the drop down list that shows all available
files, then click the Select button. You may then act on that file.

You do not need to use the Select button to simply View a file. Clicking View will cause
your browser to display the file chosen from the drop down list. If you attempt to View
a CSV file, your PC will likely ask if you want to download the file or open it with your
spread sheet program (e.g. Excel).

Upload File: To upload a file from your PC to this gateway, use the Browse button to
find the file on your PC, open the file in the PC's file dialog box, and then click Upload.

NOTE: If you get a "File upload error: -1" message, click the browser's "back" button,
then simply click the View button to view any file (does not matter which file), and
then click browser's "back" button again to return to this page. This gets the browser
and HTTP server back in sync, and this requirement generally happens only once
following power-up.

Restart: To restart the gateway, check Confirm and click Restart. This is a hard reset
that will accomplish the same thing as a power cycle without physically disconnecting
and reconnecting power.

3.1.1 Load, Save, Create XML Configuration File
IMPORTANT: Configuration files from older gateways are not directly usable in the
BB3-6101/MX-61, but the Babel Buster Configuration Builder program can be used to

convert a BB2-6010/SPX configuration into CSV files that may be imported into the
BB3-6101/MX-61.
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Load XML Config File: The configuration file shown in the "Boot configuration”
window will be loaded automatically at startup. If you have uploaded a new
configuration file and wish to use it without restarting, select that file (choose from
list, click Select), select this action, and click Execute.

Save XML Config File: Any time you have made configuration changes that you want
to retain as permanent, you need to come here, select the file from the directory list,
and execute this Save action.

Create New XML Config File: You have the option to create a totally new
configuration file. This is often suitable if you started with an existing configuration,
made changes, and want to save your changes without replacing the original
configuration. To create a new file, rather than selecting a file from the directory list,
simply type a new name into the Selected file window. The name cannot contain
spaces or special characters, and be sure to use the correct file suffix. Enter the name
and execute this action.

3.1.2 Select Startup Configuration

Select Boot Auto-Config File: This is where you tell the Babel Buster what
configuration to automatically load upon startup. To set the Boot configuration, select
the XML file from the list, and execute this action. The name of the startup file, along
with a few other important things like the gateway's own IP address, are stored in a
different area of Flash that is not part of the file system.

When selecting a new Boot configuration file, it is a good idea to select the file, and
execute Load XML Config File. If there are errors, they will be displayed. If there are
errors in the file but you do not fix them, then the gateway will not fully start up the
next time it restarts. The web user interface will be available, but it will not be talking
to Modbus devices.

3.1.3 Delete a File

Remove a file from the Flash file system by selecting it from the list and executing the
Delete Selected File action.

3.1.4 Import CSV File

Import CSV to Modbus RTU: You can configure Modbus RTU read and write maps in
bulk by importing the maps as a CSV file that you created using a standard
spreadsheet program. Refer to Appendix B for details about the CSV format. Note that
maps will be added to the existing map list. If you want to replace existing maps with
imported maps, execute Clear RTU Maps first.

Import CSV to Modbus TCP: You can configure Modbus TCP read and write maps in
bulk by importing the maps as a CSV file that you created using a standard
spreadsheet program. Refer to Appendix B for details about the CSV format. Note that
maps will be added to the existing map list. If you want to replace existing maps with
imported maps, execute Clear TCP Maps first.
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3.1.5 Clear Configuration

Clear RTU Maps: Execute this action to clear (completely remove) all Modbus RTU
read and write maps.

Clear TCP Maps: Execute this action to clear (completely remove) all Modbus TCP
read and write maps. The Modbus TCP device table will be left intact.

Clear All Configuration: Execute this action to completely wipe out all configuration.
This includes all Modbus maps and devices, all SNMP rules and devices, and all local
registers. This will put you back to a "reset to factory" condition with the exception
that your IP address is left unchanged. (See Appendix A, Section A.6, regarding forced
hard configuration reset that includes IP address and root password.) If you want to
make the now empty configuration permanent, select the file that is also selected as
Boot configuration, and execute the Save XML Config File action.

The other means of completely wiping out all saved configuration is to simple delete
the file named as the Boot configuration file, and then restart or power cycle the Babel
Buster. Upon restart, a new empty configuration file will be created automatically.

3.2 Configuration Files and Restoring Default Settings

There is a means of restoring the Babel Buster to "manufacturer's default settings".
First of all, make sure that the Boot configuration file is set to "BootConfig.xml". Then,
after selecting this file as the boot file, delete it. Now restart the gateway. Upon
restart, and upon finding that the boot configuration name is BootConfig.xml, and it
does not exist, the gateway will automatically create one with default parameters. The
automatic creation of a default file will not occur with any other file name.

Manual Editing: It is possible to manually edit the XML file outside of the gateway.
However, doing so is very prone to errors. If there are errors in the XML file, it will not
load successfully on startup. If the configuration does not load on startup, none of the
scanners will begin scanning. Because they are all blocked by configuration failure,
entering new configuration via the web pages will not result in functionality being
restored. You must successfully load a configuration file before the gateway will
become functional. To check for errors, select the file here, select Load XML Config
File, and click Execute. Error messages that would have been discarded by the
automatic loading at startup will now be displayed on an error page if there are any.

Backup Copy of XML Config File: To save a copy of the configuration to your PC,
select the file and click the View button. Your browser will now display the XML file.
DO NOT do a text copy/paste to try to create an XML file - doing so will result in an
invalid file format that cannot be loaded again. You must use the browser's "save as"
or "save page" function. The browser should default to wanting to save a file with a
.xml suffix. If correctly saved on your PC, you should be able to double click on the
saved file and it will result in opening the file automatically in your browser. It was
saved correctly if the browser does not give any error messages when displaying
the XML (which should now look exactly as it did when you first clicked the View
button). Saving the configuration file to your PC, and then uploading on a different
device, is a quick and easy way to configure two Babel Busters the same way.
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Note about caching: Your browser may cache files. If you view a file, make
configuration changes, save the file, then view the file again, you may see the old file
cached by the browser. To see the updated file, go to "Options" in your browser's

tools menu, and delete temporary Internet files (or delete cache files). Also, if you
upload a file, make changes on your PC, and re-upload the same file, the browser may
send the old file. Again, you will need to find the button inside your browser options
that lets you delete the cached files from your PC. To upload a configuration file from
your PC to the gateway, use the Browse button to find the file on your PC, open the
file in the PC's file dialog box, and then click Upload.

3.3 Network Configuration

The Network Configuration page is where you set the Babel Buster's IP address as well
as a few other important things.

MODBUS-SNMP=S

- MNETWORK GATEWAY
T :%sﬁ%ﬁmw

¥ ] -
. - F €2 v
r F AR > ¥ r.

Local Data Modbus
System Setup

File Manager Network

IPv4 Settings @ automatic

CS,

CONTROL SOLUTIONS MINNESOTA

System

Resources

O static

I1Pv4 Static IP Address

IPv4 Static Subnet Mask

IPw4 Static Gatevay

192.168.1.126 IPv4 Configured IP Address 192.168.1.126

255.255.255.0 IPv4 Subnet Mask 255.255.255.0

192.168.1.1 IPv4 Gateway 192.168.1.1

IPv6 Settings @ picabled © Automatic
IPvE Link-Local IP Address feB0::240:9dff:fe45:4696

1PvE Configured IP Address fecO::d

® static

IPvE Static IP Address
IPvE Prefix Length
IPvE Gateway Tunnel
DNS Settings
T.1.1.3

Primary DNS

8.8.8.8

Secandary DNS

3.3.1 IPv4, IPv6 Settings

To change the IP address(es) of this device, make the applicable entries and click
Apply. The "automatic" selection means DHCP. Changes to the IPv4 IP address will
take effect upon the next system restart.
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If IPv6 is enabled, IPv6 will always have a Link-Local address, plus one configured
address. The configured address will be either the static IP address, or an IPv6
address obtained from an IPv6 DHCP server. If no configured address appears, the
DHCP server may have been unreachable.

The IPv6 static IP address window is the configured static address. If "Static" is
selected and a new IP address entered as the static address, this new address will not
take effect until the next system restart.

The numbers shown to the right of the IPv4 input windows are the actual nhumbers
currently in use. If static IP addresses have been entered but the gateway has not
been restarted yet, these numbers will not be the same.

You may use domain names instead of static IP addresses in several instances. If
domain names are used, you must supply the IP address of at least one DNS server
here. The DNS server must be at a static IP address. These changes take effect
immediately. Note: If you are using DHCP, the DNS addresses will be supplied by the
DHCP server and should be set to 0.0.0.0 here.

3.3.2 NTP Time Server Settings

The Babel Buster maintains time and date via SNTP services.

Primary NTP Server REFRIEN] Secondary NTP Server RN ETRCE
Daylight Time Start Rule RRERTHI] Daylight Time End Rule BRSETEETHEI]

Standard GMT Offsat EELI] Minutes Daylight GMT Offs=t gelili] Minutes Set TP
NTP Refresh Period RN Minutes

Current Local Time 2020-07-02 11:05:23 BilEi==y

NTP setup: Enter a primary and secondary IP address of NTP servers, such as those
found at wwv.nist.gov (go to http://tf.nist.gov/tf-cgi/servers.cgi to find more). Enter
daylight start/end rules, and offset from GMT for both standard and daylight time.
Offset is a negative number in the western hemisphere. Enter an NTP update time in
minutes. Do not set NTP to update too frequently or you risk being denied service by
the NTP server. Click the Set NTP button after all settings have been made. The Flash
update will take several seconds. The initial update of local time may take a minute or
two.

Daylight savings time start/end rules consist of "date/time" where the date (m.n.d)
indicates the day when summer time starts or ends, and time (hour:min:sec) is the
current local time when summer time starts/ends. The date portion of the rule is
formatted as follows:

e m indicates the month (1 <=m <= 12)

e n indicates which week of the month (1 <= n <= 5). 5 = the last week in the
month.

e d indicates what day of the week (0 <= d <= 6). 0 = Sunday

For example: Start "4.1.0/02:00:00", end "10.5.0/02:00:00" means summer time
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starts at 2am on the first Sunday in April and ends at 2am on last Sunday in October.
That was the old US rule. The new US rule is start "3.2.0/02:00:00" and end
"11.1.0/02:00:00", which is start at 2am on the second Sunday in March, end at 2am
on the first Sunday in November.

Note about time maintained here: Modbus gateway functionality has no use for time
and date. The only time you have a need for valid time and date is when using secure
connections. If you are using a secure web connection and having trouble connecting,
be sure NTP is set up here. Also, if you are using SNMPv3 and are getting errors
related to "timeliness", check NTP here.

3.3.3 Port Settings

web Server Bl HTTES Enabled (on 443) HTTP Enabled

HTTF Port m {default 80} Set Ports
Modbus Port (defsult 502)

FTP Server Ensblcd

MAC Address: 00:40:9D:45:45iEA System Uptime: 0,01:31:11

HTTPS certificate status: Using self-generated X.509

Secure browsing can be enabled here, and non-secure can be disabled. You cannot
disable both, and a forced configuration reset will restore HTTP (non-secure) web
browsing. In order to use HTTPS, you must first upload the necessary SSL certificates
(see Appendix E) or allow the certificates to be self-generated by explicitly deleting
existing certificates.

IMPORTANT: It is highly recommended that in making the transition from HTTP to
HTTPS, you enable both until you confirm HTTPS is functional. If there is a problem
with the SSL certificates provided for HTTPS, then HTTPS will not run and you will find
an error message on the "HTTPS certificate status" line. If you disable standard

HTTP without first verifying that HTTPS is functional, you may end up locked out and
will then need to do a forced hard reset (Appendix A.6).

The HTTP port for browsing the user interface can be moved away from the default
HTTP port 80. Select a different port, click Set Ports, and then restart the gateway to
make that new port take effect. Don't forget to append the port number to the
gateway's IP address when attempting to browse the web user interface if it has been
moved away from port 80.

The Modbus port will be set to zero, meaning Modbus TCP is disabled, when the device
is new. Enter the standard port 502 and click Set Ports to set the Modbus port. Set the
port to some other port if you know that Modbus TCP operates on a non-standard port
on your network. The device needs to be restarted after changing the Modbus

TCP port.

The MIB offset lets you effectively move the entire MIB. This is required if more than
one Babel Buster are going to be used on the same network but their configuration is
different. Most SNMP managers do not know how to deal with MIBs that have the
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same set of OIDs but which mean different things in different devices using the
"same" MIB. If the offset is changed, you will need to Reload SNMP to cause it to take
effect.

FTP is enabled by default to allow firmware update uploads. It may be optionally
disabled here. Just remember to enable it again before attempting a firmware update.

Any changes to this port numbers or enabling/disabling features requires restarting
the Babel Buster before they will take effect.

3.4 Resource Allocation

Historically, Control Solutions gateways had a fixed set of resources to work with.
Invariably, there were always users that wanted less of this and more of that.
Therefore, while there are still maximums imposed, you can now shift resources
around as best suits your application. An example is shown below.

The values in the Pending column are those found in the most recently loaded XML
configuration file. When saving or creating a new XML file, the numbers in the Current
column will be written to the file. To change the allocations, change numbers in the
Pending column. When you are ready to commit these changes, click the Commit
button. To cause the changes to go into use, you must restart the device since
memory allocation can occur only once at startup.

You can click the Check button prior to Commit to see if the values you have entered
will be accepted. If adjustments need to be made, the values in the Pending column
will be updated.

The first time you visit this page, you will see the initial default values. Should you
change any of them, minimums and maximums currently defined in firmware will be
imposed. If you see a value smaller than what you entered, it may be that you had
exceeded the internal limit.

If you see that humbers toward the top of the list are large, and numbers near the
bottom are all set to 1, it means the system has run out of free memory and you need
to reallocate resources.
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Local Data Modbus System

System Setup

File Manager Resources Userts)

W conrirm [ETEEN

el
n
a
(=9
a
n}

=

= = +-
= =
=
[

Data Copy Rule Count
MIB Variable Count, Integer 32-bit
MIB Variable Count, Unsigned 64-bit

MIB Wariable Count, Float 32-bit

MIB Wariable Count, Float 64-hbit

MIB Variable Count, Char String
Number of SNMP Trap Sender Devices
Number of SNMP Trap Send Rules

Number of Madbus TCP Devices

Number of Modbus TCP Client Read Maps

Number of Modbus TCP Client Write Maps
Number of Modbus RTU Read Maps

Number of Modbus RTU Write Maps 50

M
o BB
"
2
=

Number of Modbus TCP Server Connections 20

Estimated Memory Utilization 25.14%

The estimated memory utilization shown at the bottom gives you an indication of how
close you are to running out of memory. You will not be allowed to commit a resource
allocation greater than 100%.

3.5 User Login Passwords

There is only one default login provided initially, namely the username "root" with a
unique password generated specifically for your particular Babel Buster. This password
is provided to you in either external documentation included with the gateway, or it
may be found on a label attached to the gateway. Network security laws in some
jurisdictions require that Internet connected (or connectable) devices be shipped with
unique default passwords, and the BB3-6101/MX-61 complies with this requirement.

Additional user logins may be created. The privilege level Administrator lets that user
see and change anything. The privilege level Maintenance allows the user to log in and
see (and change) values in the local objects via the Local Objects page, but cannot
access any other pages. The Restricted level has no meaning in the BB3-6101/MX-61
(other than block access to everything) since it does not operate as a user defined
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web server.

You also have the option of IP filtering. If set, then the user can only access
Babel Buster's web pages from that IP address. Leave set to 0.0.0.0 to disable
filtering.

Local Data Modbus System
System Setup

File Manager Network Resources

User Name Password Privilege Lewvel IP Filter Confirm Change

1] | e | [
T | | (0
il e | [
i e |
i | e | (0
Y - [T omemrcer | (R
— e |
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4. Configuring Local Registers

4.1 Creating Local Registers

Babel Buster gateways originally came with a predefined set of local registers that
were accessible externally as Modbus registers. Newer models take a completely
different approach to defining registers. When you first take the Babel Buster
BB3-6101/MX-61 out of the box, it has no registers. You get to create registers as you
need them, and several data formats are supported, from 16-bit to 64-bit, both
integer and floating point.

Your first visit to the Local Registers page will be the uneventful display illustrated
below.

CS.

CONTROL SOLUTIONS MINNESOTA

Local Data Modhus System

Data

Local Registers Calculate Eup},r Report

Showing registers from L.Ipdate

Local =

% Registar Name Set Registar Data Ragistar Format
Registar #

= e 1N

To begin the process of creating registers, click on the only register number available
at this point. Later on, click on the register number at the end of the list to add more,
or click anywhere in the middle of the list if there are gaps in the register number
sequence that you would like to fill.
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Local Data Modhbus System
Data

Local Registers Calculate Copy Report

Showing registers from

Register Name Sat Register Data Register Format

Local
R.egister #

Q - 00 |w| B B

Upon clicking a register number, the register detail will be displayed. This can be either
detailed configuration of an existing register, or detail about new registers you are
about to add. The only time you can select the data format is when adding new
registers. Once the registers are created, there are restrictions on changing data
format because this impacts how many Modbus registers are actually used. You can
change unsigned 16-bit to signed 16-bit, for example, but cannot change 16-bit to 32-
bit. If you had a set of 16-bit registers defined, and wanted to change one of them to
32-bit, it would cause all of the remaining registers to be renumbered if such a change
was allowed. While this may seem harmless at first, it becomes a huge mess trying to
keep track of where in all the various rules and maps the existing numbers needed to
get changed. Therefore, such changes are prohibited.

Select the data format for the new registers to be created. The designations Signed
and Unsigned refer to integers. Float refers to IEEE 754 floating point format.
Character string refers to a series of registers with two ASCII characters per 16-bit
register. Mod10 refers to a format unique to Schneider Electric power meters (refer to
Schneider Electric documentation for a definition of those formats).

IMPORTANT: Modbus protocol knows holding registers (or input registers) to simply be
a 16-bit piece of data. The protocol knows nothing about signed or unsigned integer -
that interpretation is up to you. The 16 bits may even be a collection of 16 status
flags. If a register is defined in the Babel Buster as anything bigger than 16 bits, it is
actually a pair (or series of 2 or more) 16-bit registers. Again, Modbus protocol does
not know anything about floating point, character strings, etc. Modbus only knows how
to send 16 bits of something at a time when function codes reference a holding
register or input register. Modbus only knows how to send 1 bit at a time if referenced
as a coil or discrete input. It is up to the Modbus master to be smart enough to ask for
2 registers at a time if it knows it wants to read a 32-bit value.
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Local Data Modbus System
Data
Local Registers Calculate

S —
Register data format: EUh|EREUEN Size: _F!.Egister ey Data Value 1

Least significant data .N,Dne ; ter: ' Display as hexadecimal: .
Signed 16-bit

Apply this default valu Unsigned 16-hit power-up ' If not updated by remote source within _secn:mds.
Signed 32-bit
Unsigned 32-bit

! . Signed 4-bit : -- y - -
First registe ber t 1 this many: @l Add New Register # §i Delete
IT: regis r num r 'Unined ﬁ—t”t IS man al r

Single Float
Double Float
Character String
Mod10 2-reg
Quick Help Modl1l 3-reg
Mod10 4-reg

In addition to selecting data format for creating new registers, provide a temporary
register name. You can change this later, but it is usually helpful to start with
something for a name, and it is suggested that the name ends with a number. The
reason why is illustrated shortly.

Modbus protocol is strict about 16-bit increments of data for holding registers.
However, when register pairs (or quads) are used to hold a 32-bit (or 64-bit) value,
the order in which those registers are interpreted is not defined by any standard. It is
up to you to keep track of that. Babel Buster supports interoperability with other
Modbus devices by letting you specify what order should be used internally. If the least
significant data should appear in the first (or lower numbered) register, then check the
box that says "Least significant data should be in first register" either when creating
the register, or later by reconfiguring the existing register.

When first creating registers, you do not need to enter any of the default information
on the last line. (You can, but don't have to.) The size only applies when creating
character string variables (illustrated later, below).

The first register number to add, indicated at the bottom of the page, will be the first
available register slot that is not yet assigned. You can enter some different number
here. It is not required to create registers in contiguous order. You can jump around,
as long as registers don't try to overlap. Select a number of registers to create, and
click Add New. If you attempt to add registers that overlap existing registers, the
allocation algorithm will find an available slot for you and fill that instead.
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Local Data Modhbus System

Data

Local Registers {Calculate

Register # [l Links: ------ Update < Prev Mext =
1 | Update Jll <Prev | Next>

Register data format: Slngle Float  EeH _F:.Egister el Data Value 1

Least significant data should be in first register: H Display as hexadecimal: .-

Apply this default value: [EALGHEEY ’ﬁ.t power-ug . If not updated by remote source within _semnds.

First register number to add: -&:HH'll: many: - Add Mew k gister =-

We have now created 10 new floating point registers. The important thing to observe
here is the register numbers in the first column. Remember that Modbus protocol
assigns register numbers (or addresses) in 16-bit increments. Since single precision
floating point registers are 32-bit registers, each floating point value occupies 2 spots
in the Modbus register map. The local register number assignments reflect this fact.

Note that the name given in the screen above was "Data Value 1" but our series of 10
new registers came up with 10 sequential names. If the last thing to appear in the
name given when assigning new registers is a number, this value will be incremented
by one in the name of each successive new register.

Local Data Modbus System
Data
Local Registers Calculate Cup}_,r Report

Showing registers from

Register Name g Register Data Register Format

Single Float

Data Value 8

TR

Now let's proceed to add some character strings. Click on the last register number
assigned thus far to open the register detail page.
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Local Registers Calculate Copy Report

Showing registers from L.Ipdate

Local
S Register Name - Register Data Register Format

Register #

n.n 000000

l:llmmw N

| e
T soeron |
| erveron
. Single Float

; oo ]
e m| [T sromron |

Select Character String for data format. This is the one time a size must be specified.
In the example below, we are going to allocate 40-character strings. This means that
each "register" will actually be a series of 20 Modbus registers (two ASCII characters
per register). The character string processing assumes that any display device used in
conjunction with these registers will display the high order byte on the left and low
order byte on the right in any given 2-character portion of the display screen. This is
consistent with display devices that have been tested with Babel Buster.

Local Registers ‘Calculate

Register # Links: ------ Update
GELTER SN LSl Character String  ~ SEEH F!.egrster GELEY Char String 1

Least significant data should be in first register: l Display as hexadecimal: .

Apply this default value: [EAEEGGE ‘ At power-up . If not updated by remote source within _sec-:mds.

First register number to add: -'-‘-.-:l-:l this many: Add Mew R Register #

After clicking Add New, we now see our character string registers in our register list
(click on the Local Registers tab to get back to the register list). Note that the register
numbers increment by 20 to accommodate our 40-character strings.
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Local Data
Data

Local Registers

Local
Register #

Calculate

Register Name

Copy
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Report

Showing registers from

o
L

00001

Data Value 1

Data Value 2

Data Value 3

Data Value 4

Data Value 5

Data Value &

Data Value 7

Data Value 8

Data Value 9

Data Value 10

Char String 1

Char String 2

Char String 3

0000000

0000000

0.000000

0.000000

0.000000

0.000000

0.000000

Register Data

Register Format

Single Float

Single Float

Single Float

Single Float

Single Float

Single Float

Single Float

Single Float

Single Float

Single Float

Char String[40]

Char String[40]

Char String[40]

Char String 4 Char String[40]

4.2 Special Features of Local Registers

There are a couple of features that you may go back and change at any time after
registers are created.

CS.

CONTROL SOLUTIONS MINNESOTA

Local Data Modbus System
Data

Local Registers Calculate

Register # QIH
CELTEEE R Pl Lnsigned 32-bit + EEES _F{egister LELS Lnsigned Value 1

Least significant data should be in first register: = Display as hexadecimal: E

Links: —-----

Apply this default value: QEEGRTEN W power-up i ot updated by remote source within seccml:ls.

First register number to add: dd this many: Add New Ragister # N
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You may select hexadecimal display of data. This only applies to display on the local
web pages, and does not change what Modbus sees externally (Modbus only sees a
collection of bits, and that fact never changes). Hexadecimal display of a floating point
value is probably meaningless, but hexadecimal display of registers containing a set of
status bits packed into a single register is often easier to interpret when displayed as
hexadecimal.

You have the option of applying a default value under two

conditions: (1) Automatically at power-up; (2) Any time this register is not updated by
some remote source within the timeout given (this assumes the Babel Buster gateway
is acting as a slave or server).

If this register is being used to hold a value provided by some other device acting as
master, and you want a way of externally detecting when that device has failed to
communicate, you can cause a "flag" value to appear in this register when a new value
has not been received within the given timeout period.

Applying a default at power-up is potentially useful if you want this gateway to always
write a certain value to some other Modbus slave any time the system wakes up.

The other use for default at power-up is when you need to use a constant value in a
calculate rule. Set aside a register whose only purpose is to hold this constant for later
use.

4.3 Local Register Calculate Rules

The Babel Buster BB3-6101 or MX-61 includes the ability to do simple calculations
based on simple template rules. Select the operation, one or two operands as
applicable, and a register to place the result in. Operations like "multiply" will use
registers A "and" B. Operations like "sum" can add up the contents of a series of
registers by selecting "thru" instead of "and".
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Local Data
Data

Local Regist&rs

Perform
Operation
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Modbus

Calculate Copy.

Showing _’ca 1 ofi

And/Thru This
Using Reg#/value

Report

[ Upite I < rev | o>

Place Result
in Register #

Using
Register #

none

subtract
multiply
divide

This simp
ORing a2 d
but logica

logic OR
Some op{.
SEBELE [0gic AND
Delete wil
placing r
having "n|

logic NOR
logic MAND
S [0gic XOR
being late
the delatd
valid regi

logic MOT
Selecting

of the listillas

fill

unpack

H-- HE- HEN B

d set of calculations provides a means of programming for very simple cperations such as logically ANDing or
b produce a result to be sent out to another register. Select the operation to be performed from the drop list. All
require two operands. Enter register numbers as applicable.

for ranges of registers. Select "and" or "thru" to select two registers or multiple registers in a range. Average,
are valid for ranges of multiple registers.

number shown in the "Showing" box. Insert will insert 2 new rule before the rule number shown, and is used for
ing rules. It is not necessary to use Insert to add rules to the bottom of the list or to define any rule presently
ation (unused rula).

=ntry of an invalid register number in the rule. However, if a previously valid rule is invalidated by that register

w invalid rule will prevent other updates. Because error trapping happens soconer than the insert/delete process,

the invalid rule. To get around this problem, enter zero for register number, update, then delete {or enter a new
intend to keep the rule].

eration effectively deletes the rule even though it will still appear in the list until deleted. Unused rules at the end
"none" as the operation. If you wish to prevent these from being displayed, reduce the number of rules enabled.

ad simply limits the scope of rule review so that you do not have to review a lot of unused rules.

Here is an example of a template rule that multiplies register 1 by register 3 and

places the result

Local Registers

Perform
Operation

multiply .

# Rules Enabled:

in register 5.

Calculate Copy

Showing I:u 2 of 2

This
Register #

Place Result
in Register #

Using

Registar # And/Through

If registers 1 and 3 contain the values shown below, then the result shown in register
5 would be expected.
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Local Registers Calculate Copy Report

Showing registers from

Local : :
Register Name Register Data Register Format

Register #

AT r— 1
s

Data Value 2 N 250000

Data Valus 2 n.ES.DDDUUD Single Float

Constants may be introduced into the calculation by reserving a register to hold that
constant, and then configuring it to apply a default value at power-up. This default
value should be the constant you wish to include in a calculation.

Local Registers Calculate

Register data format: BRG] hillSiz=: _F!.Egister WeLey Data Value 3

Least significant data should be in first register: ] Display as hexadecimal: |

Apply this default value: RITITTE H At power-up . If not updated by remote source within _sen:»nds,

The tests available are only compared to zero. If you need to compare to some other
number, create a constant register, perform a subtraction of the test register minus
the constant register, storing the result in some other result register. Then use the test
for greater than or less than zero applied to the result register to determine how the
test register compared to the constant. (Internally, computers can only test positive or
negative, so these are the steps the computer is going through any time your program
compares a variable to a constant. In higher level programming languages, these
explicit steps are simply hidden from you.)

The result of a test will be zero if false, or ones if true. The true value will be the
maximum unsigned 16-bit or 32-bit integer value. If displayed as hexadecimal, it will
be FFFF or FFFFFFFF. When displayed as signed 16-bit or 32-bit integer, it will display
as -1. The purpose of using this value for true is so that the result is useful as a
bitmask.

Pack and fill are used for packing multiple local registers into a single register for
purposes of emulating existing equipment when the Babel Buster is functioning as a
server (slave). When pack and fill are used, "using" should be selected, and the
second entry is a hexadecimal mask or fill value.

The pack mask is both a bit mask and position indicator. To calculate the contribution
of a given calculate rule, the mask is right shifted until the least significant bit is
nonzero, then this shifted mask is logically AND-ed with the local register content. The
resulting masked value is then left shifted back to the original mask position. This final
shifted result is then logically OR-ed into the result register (after first clearing the bits
in the affected position of the result register).
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Fill is simple - it simply logically OR's the bit mask into the result register.

Local Registers Calculate

And/Thru This Place Result
Opﬂl’atlﬂl‘l U5|n|:| Reg#/Value in Rﬂl:]lStPl’ #

The example below shows the content of result registers 1 and 11 using the above
calculate rules and the local register values shown. The contents of registers 2, 3, and
4 are packed into register 1. The contents of registers 13 and 15 are packed into 11
(all 32-bit register pairs).

Local Registers Calculate. Copy Report

Showing registers from U[JdEtE!

Local Register Name : Register Data Register Format

Register #

Unsigned 16-bit

oo
[ oo
[ omoen
[ oo |

[ omoreriene |
T
oo | : LI
N T Y.
BN I —

Unsignet

Unsigned 22-bit

Unsigned 32-bit

This process can be reversed using the "unpack" operation. The following calculate
rules exactly reverse the above packing operations (discarding fill in this case).
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Local Registers Calculate

Rule Perform i And/Thru i Place Result
#

Operation i Using Reg#/Value in Register #

ﬂlill I | D | 00 090090909092 |
# Rules Enabled: _ Insert

Register 1 is unpacked into registers 2, 3 and 4. Register 11 is unpacked into registers
13 and 15 (all 32-bit register pairs).

Local Registers Calculate Copy Report

Showing registers from Update

tocal Register Name Register Data Register Format

Register #

nmisz [ [ ormisew ]
i I T
- Unsigned 16-bit

Register 10

-_

Register 12 n-
e [m| P
BT Y

N N

Unsigned 16-bit

Unsigned 32-bit

Unsigned 32-bit

Unsigned 32-bit

- Unsigned 16-bit

4.4 Local Register Copy Rules

The copy rules provide a means of simply copying the content of one register to
another.
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Munnus»SNM D

%a RK GATEW? — 164

"f-rr.-

CONTROL SOLUTIONS MINNESOTA

Local Data Modhus loT Cloud System

Data

Local Registers Calculate Copy

Showing [l ozof2 Update < Prey Mext =
1 | update Jll < Prev | Next> |

R u|»= Source Destination

Register # Register #

# Rules Enabled:

The above rule would cause the following data copy to occur:

Local Reqgisters Calculate Copy ‘Report

Showing registers from Update

Register Data

L |
G Register Name
Register #

nlm
oo~

1234.000000

Register Format

Local Registers Calculate Copy

Showing -:r 2

Destination
Register #

# Rules Enabled:

The above rule would cause the following copy to happen. Note that "copy" also means
data reformatting. Therefore, if you need to convert a number to a character string (or
vice versa), simply copy it from one register to the other. In this example, our copy

rule is converting floating point to an ASCII string ready to be sent to a display device.
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Local Registers Calculate Copy Report

Showing registers from Update

Register Namea Register Data Register Format

nl4s
2 nlﬂ onoooo
Dl4s

String conversion is not the only conversion you can do. If you need to convert floating
point to integer, or vice versa, the copy rule will also do that. Note, however, that if
you need to read an integer from a remote Modbus slave but want the result stored
locally as floating point, you can do that conversion as part of the read map and do
not need a separate copy rule to accomplish that conversion.

4.5 Device Status Reporting

The Babel Buster BB3-6101/MX-61 read maps include the ability to set a default value
upon 'n' read fails, meaning that if the Babel Buster gets an error 'n' times attempting
to read that point, it will automatically set the corresponding local register to the given
default value to indicate the problem. This indication applies on a point by point basis,
but of course any one point can be used as an indication that the entire device may be
offline.

The BB3-6101/MX-61 also includes the ability to report device errors to an assigned
status register rather than rely on default values. This reporting is configured on the
Report page.

auRGA'rewAv — .ﬁ‘
A Ay o mrey CONTROL SOLUTIONS MINNESOTA

o
F E—F]T T B i

Local Data Modbhus System
Data

Local Registers Calculate Ci Report

With This

Report Status of Delay (Sec.)

Modbus RTU Master
Modbus RTU Master
Modbus TCP Client
Modbus TCP Client

Modbus TCP Client
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This optional list allows reporting device errors as register values to make it easier to
monitor communication failures. The length of the list is variable. To add to the list,
select the type of device to report on, select the device instance or unit number to
report on, and select a register in which to put the status indication. Enter a delay if
desired, and then click Add.

The delay is optional. If zero, there is no delay. If some number of seconds is entered,
then the error condition will not be reported until this time period expires. If the error
clears before the time is up, then the error is never reported. This is useful for
spurious errors that would result in nuisance indications.

To remove a report from the list, check the box in the Delete column and then
click Update. Click Prev or Next to scroll through the list.

Error codes placed into the reporting register will be as follows:
0 = No error
Timeout, no response from remote device
Error message received from remote device (e.g. Modbus exception)
= Line fault (e.g. CRC error, socket connection error, etc)

1
2
3

Once a Timeout error indication has been set (following delay if applicable), it will
automatically return to zero upon the next successful communication with that device.

Once either the error message or line fault indication has been set, following delay if
applicable, communication must continue free of this same error condition for at least
the same delay period before the indication will be reset to zero. If an error

message (e.g. Modbus exception) is reported for one data point, but multiple others
are error free, then the one error would be hidden without this delay before reset.
Ideally, this delay period should be at least as great as the poll period for the slowest
point mapped.
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MODEL BB3-6 108 2 in
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Bt pdi S i m""""‘"‘"‘"‘"’*‘ CONTROL SOLUTIONS MINNESOTA

Ty e~
Vs warae
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5. Configuring Gateway as a Modbus RTU Master

The Babel Buster BB3-6101/MX-61 can be a Modbus RTU master or slave. As a master
you can read Modbus data from, or write Modbus data to, other Modbus slaves. The
gateway will periodically poll the other Modbus devices according to register maps you
set up. To read from a remote Modbus device, configure a Read Map. To write to a
remote Modbus device, configure a Write Map.

Data read from a remote device is stored in a local register when received. Data
written to a remote device is taken from a local register when sent. The local registers
are the same collection of registers that are accessible to SNMP.

The following section details the process of setting up read and write maps via the web
interface. Once familiar with map content, you have the option of importing bulk
configurations as a CSV file. The import function is found on the File Manager page,
and details about the content and format of the CSV file are found in Appendix B.

5.1 Modbus RTU Device Configuration

Modbus device configuration for RTU really consists of just port configuration.
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MDDBU;»SHMP Ziig= fP 6
= ,N-rwouk GATEWAY ==
[ = .Hl.“b 'ﬁ#ﬁhﬂ%w - =
e R e CONTROL SOLUTIONS MINNESOTA

llr;:.::r-

Local Data Modbus System
RTU Setup RTU Data TCP Setup TCP Data Server Remap

Local Device RTU Read Map RTUWTite Map

Baud Rate RTINS CTiad MNone, 1 Stop Bit

I am the Master O Iamaslave @

Parameters for RTU Master: Parameters for RTU Slave:

Default Poll Rate _Eec-:mds My Address or Unit
Timeout Eec-:nds

W u=-rc 5/6 instead of 15/16 for unit numbers (slave addresses) starting at _

| e 5/6 and 15/16 by count for unit numbers (slave addresses) starting at _

Select baud rate and parity from the drop down list. Click either Master or Slave
buttons to select type of operation (in this section, we are discussing Master). Enter
timing parameters or address as applicable. Click update to register your changes.

The default poll rate entered here will be used for all Modbus RTU Read and Write
maps unless a different number is entered in the expanded view of the map.

IMPORTANT: Set timeout to something long enough for the device. If too short, the
gateway will not wait long enough for a response from the Modbus slave device, and
the result will be a lot of "no response" errors from the device even though the device
is perfectly functional.

If your slave/server device only supports function codes 5 and 6 for writing coils and
holding registers, check the Use FC 5/6 box. The default function codes are 15 and 16,
which are most widely used. If you check the box, you should also enter a "starting
at" unit # or slave address. This allows supporting both types of devices at the same
time provided you assign slave addresses in two non-overlapping groups. (These
settings do not apply if the gateway is the slave.)

If your slave/server device is especially picky, it may require function codes 5 and 6
for single writes, but yet expect function codes 15 and 16 for multiple register writes.
Select "Use FC 5/6 by count..." if this is the case, and provide a starting unit number.

The starting unit number will most often be simply "1" unless you have a mix of device
types that all follow different rules for their function codes. Note that the selection of
FC 5/6 only pertains to write maps. Reading registers will always use the same
function codes for reading.
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5.2 Modbus RTU Master Read Maps

Getting the gateway to read registers from another Modbus device requires setting up
a "Read Map" as shown here.

MODBUS-SNM == 25 T
» -NET algc GATEWAY & )

CONTROL SOLUTIONS MINNESOTA

Local Data Modbus System
RTU Setup RTU Data TCP Setup TCP Data Server Hemap

Local Device RTU Read Map RTU Write Map

M::p R -=n-||:|t-= Remote Remote Remote Local
4 nglstnr Format Register & Unit # Register #

Map number simply tells you where you're at on the list of register maps. Click "next"
and "prev" to scroll through the list. To advance directly to a specific map, enter the
desired number in the "Showing" box, then click Update.

Hame

Maps entered on this page only read data from remote devices. Go to the RTU Write
Map to write data to those devices. The full parameter set is different for read versus
write.

Local Device RTU Read Map RTU Write Map

Remote Remote Remote Remaots Local
Reagister Format Register # Unit # Register #

Mame

Coil (output)
Discrete Input
Input Register
Holding Register

To create a Read Map, start by selecting the Modbus register type to read from the
drop-down list.
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Local Device RTU Read Map RTU Write Map

Remote Remote Le =} Remote Local

Type Register Format Register # Unit # Register #

Holding Register -

Quick Help

This page only applies if the loc E figured as a Master,
UINT-64
Rule number simply tells you whi=Kaly8 in the list of register maps. Click "naxt" and "prev" to scroll through the list. To advance
directly to a specific map, enter DOUBLE mber in the "Showing" box, then click Update.
; CHAR : : . :
Rules entered on this page only MOD10-2 n remote devices, Go to the RTU Write Map to write data to those devices. The full parameter

MOD10-3

An abbreviated version of a list AL wn on this page. Any of the parameters shown may be changed here and registered by clicking

set is different for read versus w

Select the data format expected in the remote Modbus register. The abbreviation

INT under Format means signed integer, while UINT represents unsigned integer. The
INT and UINT are followed by the number of bits to be read (which translates into 1,
2, or 4 consecutive holding registers). The FLOAT format refers to 32-bit IEEE 754
format while DOUBLE refers to 64-bit IEEE 754 floating point. The MOD10 format is
unique to Schneider Electric power meters, and is supported in 2, 3, and 4-register
formats. (Note: Use INT-16 or UINT-16 for coils or discrete inputs - in this case format
only affects local register data conversion.)

Local Device RTU Read Map BTU Write Map

Ramote 4 Local
Type R >=|:||5t-=r Fer at Register #

-I Holding Register - Im‘ I. ll II Data Value 1 I
- | (| (T | N | CN | OO 1

Enter the register number to read from the remote RTU slave and slave address of
that RTU slave. Do not use Modicon humbers here. In other words, if your slave
device's documentation says read register 40001, that is short hand (Modicon
notation) for saying read holding register 1. Refer to the Modbus Reference
Information section of this user guide for more discussion about register numbers like
40001. If you enter 40001 here to read the first holding register, you will get an
exception error since the actual register number is not 40001.

Name

The Local Register is where data read from the remote Modbus RTU slave will be
stored locally in the Babel Buster BB3-6101/MX-61. If the local register data format
does not match what you are reading from the Modbus slave, the data will be
converted automatically when it is read.
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Local Device RTU Read Map RTU Write Map

Map Remaote Remote Remote Remote Local

. Type Register Format Register # Unit # Register # aElins
I Holding Register "I UINT-16 - Ill I.2 lll IIData Value 1 I
T | T | (N | N | O 1

Click on the Map number in the first column to access the expanded view of the Read
Map.

Local Device RTU Read Map RTU Write Map

GEEER Holding Register ~ [BE8 Unsigned 16-bit  ~ EEES _
From register :.= at Unit # With low register first if checked: .

Apply bit mask if applicable: I then apply scale: Eln-:l offsat:

Save in local register #named Repeat this process every AL
Apply this default value: ElFter _read failureis].

. Enable this map only when index register _i5 set to a value of _

# RTU Read Maps Enabled:

For each remote register to be read, select the register type, format, number, and
remote unit (slave address). The optional bit mask and scaling are discussed with
examples below.

Modbus protocol treats all input registers or holding registers as strictly 16-bit
registers. To accommodate 32-bit or longer data, Modbus devices use multiple
consecutive "registers" to hold the data. There is no standardization of whether the
least significant part of the data comes first or last. Therefore, Babel Buster lets you
set that according to whatever the slave device requires. If the least significant data is
found in the first (or lower numbered) register in your slave device, then check the
box after "With low register first".

The poll rate ("Repeat this process...") determines how often the remote register will
be read. If zero is entered here, the rate will become the default poll rate given on the
Devices page for the Modbus RTU port.

The default value will be stored into the local register after the given number of read
failures if the fail count is non-zero. Setting the count to zero will disable the default,
and the object will retain the most recent value obtained. If the default value does
take effect, the actual data value read will be retained when communications are
restored.

You have the option of making this Read Map conditional. If an index register number
is provided and the Enable box is checked, then this read map will only be executed
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when the index register (local register) contains the value given. This allows multiple
read maps to supply data to the same local register based on the value of the index
register. It also allows reading to simply be suspended if a single read map supplies
data to the local register. In a more sophisticated scenario, you could potentially
suspend reading of the slave if you know the slave is powered down.

Map number simply tells you where you're at on the list of register maps. Click "next"
and "prev" to scroll through the list. To advance directly to a specific map, enter the
desired number in the "Map #" box, then click Update.

Delete will remove the map number shown in the "Map #" box. Insert will insert a new
map before the map number shown, and is used for placing maps between existing
maps. It is not necessary to use Insert to add maps to the bottom of the list or to
define any map presently having zero for a source object or "none" for remote type.

Selecting "none" for remote type effectively deletes the map even though it will still
appear in the list until deleted. Unused maps at the end of the list will always show
none as the type. If you wish to prevent these from being displayed, reduce the
number of maps enabled.

The number of maps enabled simply limits the scope of map review so that you do not
have to review a lot of unused maps. If the displayed maps are used up and you need
more, increase the enabled number.

Local Device RTU Read Map -RTUWTite Map

EELY Holding Register = BEY Unsigned 16-bit  ~ EHEEE _
From register # at Unit # With low register first if checked: -

Apply bit mask if applicable: I:hen apply scale: Elnd offsat:

Save in local register #named Repeat this process every ISR
Apply this default value: Elf'ter _read failure{s].

. Enable this map only when index register _is set to a value of _

# RTU Read Maps Enabled:

You have the option of providing a scale and offset. A scale of zero will cause scale and
offset to be ignored. If provided, the Modbus data will be treated as raw data. When
the Modbus data is received, it will be multiplied by scale, then added to offset, and
then stored in the local register. If the Modbus slave was providing degrees Celsius,
and the scale factors illustrated above were used, then a Modbus value of 25 would
result in the local register receiving a value of 77 (degrees Fahrenheit).
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Local Registers Calculate Copy

Showing registers from

Local
oCa Register Name Set Register Format

Registar =
Unsigned 16-bit

Unsigned 16-bit

Unsigned 16-bit

It is common for Modbus devices to pack a humber of status bits into a single holding
register. In order to do meaningful things based on a single bit, it is sometimes
necessary to split that register into multiple local registers. Babel Buster supports this
requirement by providing an optional bit mask.

If a bit mask is entered (in hexadecimal), and the remote register type is signed or
unsigned integer (16-bit or 32-bit data), the mask will be bit-wise logical AND-ed with
the Modbus data, and the retained bits will be right justified in the result stored locally.

Local Device RTU Read Map -RTUWrite Map

EERE Holding Register ~ BE8 Unsigned 16-bit  ~ EEEE _
From register # at Unit # 'u"."ith low register first if checked: .

Apply bit mask if applicable: QU then apply scale: (RGUGVUVVEE- nd offs=t: QAU
Save in local register #named Data Value 1 Repeat this process avary seconds,

Apply this default value: [IKENGTTIESftor _read failurefs).

. Enable this map only when index register _is set to a value of _

# RTU Read Maps Enabled: Delete

Reading bit O is illustrated above while reading bit 3 is illustrated below (bit 3 mask in
binary would be 1000 which is hexadecimal 8 as entered in the configuration page).
Refer to the Modbus Reference section in this user guide for a list of all possible mask
values.
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Local Device RTU Read Map RTU Write Map

Map # B3 Update < Prev | Mext >
. | Update Jll < Prev | Next> |

GEERN Holding Register ~ BB Unsigned 16-bit - =28 _
From register # at Unit # 'u".‘ith low register first if checked: ]

Apply bit mask if applicable: hen apply scale: QA= nd offsst:

Save in local register #named Repeat this process every m saconds,
Apply this default value: aFter _read failurals).

. Enable this map only when index register _is set to a value of _

# RTU Read Maps Enabled:

If the read maps referencing the same remote register are created in sequential
contiguous order, the Babel Buster will optimize the RTU activity by reading the remote
register once and then sharing the data with all of the read maps in the group. In the
example illustrated here, four consecutive read maps reference the same remote
register, each selecting a different bit. The first map is selecting bit 0, the second
selecting bit 1, and so on.

Local Dewice RTU Read Map RTU Write Map

Map Remote Mame

Register Format legiste it Register #

I Holding egister - Illl I. ll I

Data Value 1

Z 1
l Holding Register vllll I.Z ll2 IIData Value 2
lHoIding Register 'llll ll2 ll3 IlData Value 3
4 l Holding Register "Illl Ilz ll4 IIData Value 4
Bl - NN Bl |

To try out these read maps, we have set up ModSim with the remote register 11
containing a value of 7.
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=g ModSim32 - ModSiml

File Connection Display | Window | Help

e

| ModSim1

Device Id: | 2

Address: MODBUS Point Type

03: HOLDING REGISTER -~
Length: | J

40001: <0000D>
40002: <0000oo:
40003: <00000
40004: <0000on
40005: <00000
40006: <00000>
40007: <00000>
40008: <0000D>
40009: <00000>
4001 0: <00000>
40011: <0000O7>
4001 2: <00000
4001 3: <00000:
4001 4: <00000>
4001 5: <00000>
40016: <0000D>
4001 7: <00000>
4001 8: <00000>
40019: <00000
40020: <00000

The holding register value of 7 translates into the following local register values when
the bit mask option is used as illustrated.

Local Registers Calculate Copy

Showing registers from

Lacal
Sl Register Name - Register Data Register Format

Register #
Unsigned 16-bit
Unsigned 16-bit

. Unsigned 16-bit

Unsigned 16-bit

@ . Unsigned 16-bit
@— !

Unsigned 16-bit

5.3 Modbus RTU Master Write Maps

Getting the gateway to write registers to another Modbus device requires setting up a
"Write Map" as shown here. Much of the Write Map is configured the same as a Read
Map.
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Local Device RTU Read Map RTU Write Map

Ma Local Remote Lemo Remote
ap ca emaote SR Name

= Register # Type Register Format Register # Unit #

IE IIHUIdingRegister'I UINT-16 - I2 I.2 llDataValueS I
| TR T | O | 1

The data direction is reversed but the same selections are still made. Select the local
register that will be the source of data to write to the remote Modbus RTU slave.
Select the register type, data format, and register number to be written to in that
slave. Enter the slave address as Remote Unit. Click on the map number in the first
column to access additional optional configuration parameters.

Local Device RTU Read Map RTU Write Map

Map = § Update < Prey Mext =
e | | update Jll < Prev_

Read local register # _named Data Value 5
Write remote register ﬂ when local register changes by = [INUUTEEEE- when MEecnnds have elapsed with no change.

Otherwise write remote register unconditionally, applying local register data as follows:

Apply scale; UL nd offsat: hen if applicable, apply bit mask: Elnd it fill:
Write as Eize: _ with blank padding if checked ‘

To register # at Unit # with low register first if checked: .

Repeat this process @ ztleast © no more than avary m seconds.

. Enable this map only when index register _i5 set to a value of _

# Client Write Maps Enabled: Insert Delete

The local register data may be written to the remote slave periodically, or when it
changes, or both. To send upon change (send on delta), check the first box and enter
the amount by which the local register must change before being written to the
remote device. To guarantee that the remote register will be written at least
occasionally even if the data does not change, check the second box and enter some
amount of time. This time period will be referred to as the "maximum quiet time".

Data from the local register may be manipulated before being written to the remote
register. The local data is first multiplied by the scale factor. The offset is then added
to it. If a bit mask is entered, and the remote register type is signed or unsigned
integer (16-bit or 32-bit data), the mask will be bit-wise logical AND-ed with the data.
The mask is right justified, then AND-ed with the data. The result is then left shifted
back to the original position of the mask. In other words, the least significant bits of
the original data will be stuffed at the position marked by the mask.

After the scaling and masking, the bit fill will be logically OR-ed into the result, but
only if the mask was nonzero and was used. Both mask and fill are entered in
hexadecimal. The effect of "fill" is that certain bits will always be set to 1 in the data
written to the remote Modbus device.
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Multiple local registers may be packed into a single remote register. To accomplish
this, define two or more maps in sequence with the same remote destination. If the
destination is the same, data types are 16 or 32-bit integer (signed or unsigned), bit
masks are nonzero, and the maps are sequential, the results of all qualifying maps will
be OR-ed together before being sent to the remote destination.

For the remote register to be written, select the register type, format, number, and
remote unit (slave address). Data formats are the same as described above for Read
Maps. Size is only specified for character strings. Use INT-16 or UINT-16 data format
for coils - in this case format only affects local register data conversion.

Modbus protocol treats all holding registers as strictly 16-bit registers. To
accommodate 32-bit or longer data, Modbus devices use multiple consecutive
"registers" to hold the data. There is no standardization of whether the least
significant part of the data comes first or last. Therefore, Babel Buster lets you set that
according to whatever the slave device requires. If the least significant data is found in
the first (or lower numbered) register in your slave device, then check the box after
"With low register first".

The repeat time may determine how often the remote register will be written. If send
on delta and maximum quiet time are not checked above, clicking the "at least" button
will establish a periodic update time. If send on delta is used and you wish to limit the
network traffic when changes are too frequent, click the "no more than" button and
enter the minimum time that should elapse before allowing another write to the
remote device. It is valid to select "no more than every 0.0 seconds" if you want all
changes to be sent, but no periodic writes.

You have the option of making this Write Map conditional. If an index register number
is provided and the Enable box is checked, then this write map will only be executed
when the index register (local register) contains the value given. This allows multiple
write maps to supply data to the same remote register based on the value of the local
index register. It also allows writing to simply be suspended if a single write map
supplies data to the remote register. In a more sophisticated scenario, you could
potentially suspend writing of the slave if you know the slave is powered down.

Delete will remove the map number shown in the "Map #" box. Insert will insert a new
map before the map number shown, and is used for placing maps between existing
maps. It is not necessary to use Insert to add maps to the bottom of the list or to
define any map presently having zero for a source register or "none" for remote type.

Selecting "none" for remote type effectively deletes the map even though it will still
appear in the list until deleted. Unused maps at the end of the list will always show
none as the type. If you wish to prevent these from being displayed, reduce the
number of maps enabled.

5.4 Modbus RTU Master Data Displayed by Slave

The RTU Registers page shows a list of local registers mapped to RTU slave devices.
The page will show only one device at a time, and may have no entries as illustrated
below.
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Click the Next Unit button to go to the next RTU slave, or simply enter a humber in the
RTU Unit # window and click Update. Registers for that slave will now be displayed. In
addition to a summary of the map (both read and write maps are shown), the time
since last update is displayed. This time should generally be less than the poll time. If
the last update time is large, it means there is an error preventing the update.

Local

RTU Registers Error Counts. Errors: Read Maps. Errors: Write Maps

RTU Unit # (Slave Address): 2 Showing 0 1of1 Update

C¥ir. Reg. Type Register Name RL;;:HL Update Register Data I:I;;:Eu::ﬂn:za

Reg. #
| From | Holding Reg | oooii ‘ Data Value 1 | ooooi | ' ‘ 25 . 4.030
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5.5 Modbus RTU Errors

Remote

The Error Counts page shows a tabulation, by RTU slave, of all errors observed. In the
example below, we can see that the RTU device at slave address 1 is running

flawlessly while slave #2 has had some issues.

MODBUS- =
=N %oun GATEWAY - . A
: e T CONTROL SOLUTIONS MINNESOTA

. rae i — L= R
-

- Fa
r L ¥ =2/ F ¥ v = veavess

Local Data Modhus System

RTU Setup -RTU Data TCP Setup TCP Data Server Remap

RTU Registers: Error Counts Errors: Read Maps Errors: Write Maps

Showing devices from

Tatal N
= ° CRC Errors Excaptions

Unit # Reset
Messages Responses

102007

o
o
o
o]

i
2
2
4

4/14/2021, 2:20 PM




5. Configuring Gateway as a Modbus RTU Master file:///C:/AAA_CSI/Literature/2021 User Guides/BB3-6101-MX-61 Use...

13 0f 13

If the counts show some problems, we can look for more detail on the Errors: Read
Maps (or Errors: Write Maps) pages. These pages will tell us exactly which Read Map
(or Write Map) the problem is occurring on, and what the error is, as illustrated below.

RTU Registers Error Counts Errors: Read Maps Errors: Write Maps

Excaption
Code

Exception code returned by device Illegal data address

Register Name Error Diescription

RTU Registers Error Counts Errors: Read Maps Errors: Write Maps

Exception
Code

Once you have resolved problems, you can reset the error counts by checking the box
in the Reset column and then clicking Update.

Error Description

RTU Registers Error Counts Errors: Read Maps Errors: Write Maps

Showing devices from Update
Tatal No

Unit # Reset CRC Errors Exceptions
Massages Responses

The counts will reset to zero, but in most cases, at least "Total Messages" will start
incrementing again.

RTU Registers Error Counts Errors: Read Maps Errors: Write Maps

Showing devices from
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6. Configuring Gateway as a Modbus TCP Client

The Babel Buster BB3-6101/MX-61 can be a Modbus TCP client and server. The terms
client and server are more often used with Ethernet network devices, but for Modbus
purposes, they still mean master and slave respectively. You must choose one or the
other between master and slave for Modbus RTU, but Modbus TCP can be both
simultaneously thanks to Ethernet.

As a master (client) you can read Modbus data from, or write Modbus data to, other
Modbus TCP devices. The gateway will periodically poll the other Modbus devices
according to register maps you set up. To read from a remote Modbus device,
configure a Read Map. To write to a remote Modbus device, configure a Write Map.

Data read from a remote device is stored in a local register when received. Data
written to a remote device is taken from a local register when sent. The local registers
are the same collection of registers that are accessible to other Modbus TCP clients as
a collection of holding registers. These local registers are also accessible to SNMP.

The following section details the process of setting up read and write maps via the web
interface. Once familiar with map content, you have the option of importing bulk
configurations as a CSV file. The import function is found on the File Manager page,
and details about the content and format of the CSV file are found in Appendix B.

6.1 Modbus TCP Device Configuration

The Modbus TCP client is the Ethernet version of Modbus master. Modbus RTU requires
a slave address. Modbus TCP also requires, in effect, a slave address. In the case of
TCP, that slave address is an IP address. Since entering the IP address requires more
effort than one simple slave number, and because internally a network socket is
required per IP address, the TCP devices are set up in their own table.

For each Modbus TCP device that you wish to read and write, enter its IP address on
the TCP Setup Devices page. The port is normally going to be 502 (the standard
Modbus TCP port), but if it is different, enter that number here.
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Connection Status

] Device 1 (N =
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Domain Name

W us=rc 5/6 instead of 15/16 for unit numbers (slave addresses] starting at _

W u--rc 5/6 and 15/16 by count for unit numbers (slave addresses) starting at _

Default Poll Period m:iemnds

A unit number is always included in each Modbus TCP packet. This is the equivalent of
the RTU slave address. Some TCP devices pay no attention to unit and simply echo
back whatever you had sent. However, if you are accessing RTU devices on the other
side of a TCP to RTU router (gateway), then the unit does become the RTU slave
address on the RTU side of the gateway and multiple RTU devices are accessed at the
same TCP IP address. (Control Solutions BB2-6010-GW or any other model with the
-GW suffix would provide this type of TCP to RTU routing.)

If "Unit" on the devices page is left at zero, then unit #1 is used by default. Otherwise
the number entered here becomes the default. However, each individual read and
write map can have different unit numbers, as would be required for accessing
multiple RTU devices via a gateway at one IP address. When a non-zero unit number is
placed in the read or write map, it will override the default on the Devices page.

If your slave/server device only supports function codes 5 and 6 for writing coils and
holding registers, check the Use FC 5/6 box. The default function codes are 15 and 16,
which are most widely used. If you check the box, you should also enter a "starting
at" unit # or slave address. This allows supporting both types of devices at the same
time provided you assign slave addresses in two non-overlapping groups.

If your slave/server device is especially picky, it may require function codes 5 and 6
for single writes, but yet expect function codes 15 and 16 for multiple register writes.
Select "Use FC 5/6 by count..." if this is the case, and provide a starting unit number.

The starting unit number will most often be simply "1" unless you have a mix of device
types that all follow different rules for their function codes. Note that the selection of

20f13 4/14/2021, 2:21 PM



6. Configuring Gateway as a Modbus TCP Client

3of13

FC 5/6 only pertains to write maps. Reading registers will always use the same
function codes for reading.

The default poll rate entered here will be used for all Modbus TCP Read and Write
maps unless a different number is entered in the expanded view of the map.

The static IP address for the Modbus TCP device can be either IPv4 or IPv6. Along with
selecting the desired IP version, be sure to enter the applicable IP address format. In
addition, if IPv6 is used, be sure IPv6 is enabled on the Network configuration page.

Client Read Map Client Write Map

Device #

Local Name Qaltl«-0

Use @ static 1Pve @ sStaticipve @ Domain Lookup

R RIEEER fog 0 o258 cfob: h7f8:63%e Port:
Domain Name

Unit {optional] W - 5/6 instead of 15/16
Connection Status

Default Poll Period E‘ne:-:nds _ ' Clear

You have the option of referring to a Modbus TCP device by domain name. If you use a
domain name, be sure that domain can be found at the DNS servers provided on the
Network setup page. If found, the IP address provided by DNS will be displayed

here (but not saved in the XML configuration file).

Client Read Map Client Write Map

Local Name il

Use @ static 1pve @ static 1pve @ Domain Lookup

1P Address IR IREERY) Port:

LRI BT EY myModbusDevice.net

Unit {optional) . Use FC 5/6 instead of 15/16

Connection Status
Default Poll Pericd SE:-:-nds _ N e
6.2 Modbus TCP Client Read Maps

Getting the gateway to read registers from another Modbus device requires setting up
a "Read Map" as shown here.
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RTU Setup RIU Data TCP Setup TCP Data Server Remap

Client Read Map Client Write Map
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Register Format R.egister # wice Register #

Name

Map number simply tells you where you're at on the list of register maps. Click "next"
and "prev" to scroll through the list. To advance directly to a specific map, enter the
desired number in the "Showing" box, then click Update.

Maps entered on this page only read data from remote devices. Go to the TCP Write
Map to write data to those devices. The full parameter set is different for read versus
write.

Client Read Map Client Write Map

Local
Register #

Mame

)

B Discrete Input
Quic Input Register

Holding Register . : ;
e el o] registers. This page creates a map entry that reads data from one or more remote Modbus/TCP sarvars for

To create a Read Map, start by selecting the Modbus register type to read from the
drop-down list.
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Client Read Map Client Write Map

Remote Remote Remote Remote Local

: s ; = s Name
Type Register Format Register # Dievice Register #

Quick Help

Read remote registers into loca i ge == a map entry that reads data from one or more remote Modbus/TCP servers for
processing here. Click on map 7 more detail and insert/delete rules.

yn the list of register maps. Click "next" and "prev" to scroll through the list. To advance
mber in the "Showing" box, then click Update.

Rules entered on this page only MOD10-2 n remote devices. Go to the Client Write Map to write data to those devices. The full
parameter set is different for re
MOD10-3

An sbbravistad varsion of a list ML wn on this page. Any of the parameters shown may be changed here and registerad by clicking

Select the data format expected in the remote Modbus register. The abbreviation

INT under Format means signed integer, while UINT represents unsigned integer. The
INT and UINT are followed by the number of bits to be read (which translates into 1,
2, or 4 consecutive holding registers). The FLOAT format refers to 32-bit IEEE 754
format while DOUBLE refers to 64-bit IEEE 754 floating point. The MOD10 format is
unique to Schneider Electric power meters, and is supported in 2, 3, and 4-register
formats. (Note: Use INT-16 or UINT-16 for coils or discrete inputs - in this case format
only affects local register data conversion.)

Client Read Map Client Write Map

Remote Remote otz Local

N
R >=|:||5t-=r Format F.egister # Register # =M=

| — O s O |

Enter the register number to read from the remote TCP server. Do not use Modicon
numbers here. In other words, if your device's documentation says read register
40001, that is short hand (Modicon notation) for saying read holding register 1. Refer
to the Modbus Reference Information section of this user guide for more discussion
about register numbers like 40001. If you enter 40001 here to read the first holding
register, you will get an exception error since the actual register number is not 40001.

Select a TCP device from the list that this register should be read from. Only devices
entered on the Devices page will appear in the list.

The Local Register is where data read from the remote Modbus TCP server will be
stored locally in the Babel Buster BB3-6101/MX-61. If the local register data format
does not match what you are reading from the Modbus device, the data will be
converted automatically when it is read.
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Client Read Map Client Write Map

Remuote Remaote Remote Lacal
Mame

Register Format Register # Davice Register #

[ Holding Register ~ JJunm1s - I W osic vate 1 I
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Client Read Map Client Write Map

From register =.= at unit & With low register first if checkad: .

Apply bit mask if applicable: QUUENNNEIRthen apply scale: and offset:

Save in local register :—.‘named Repeat this process every seconds.
Apply this default value: ElFter uread Failure{s].

' Enable this map only when index register _i5 set to a value of _

# Client Read Maps Enabled: Insert

For each remote register to be read, select the register type, format, number. Select a
TCP server device from the list to read from. Only devices entered on the Devices page
will appear here. If a unit number other than the default unit entered for this
TCP server on the Devices page should be used, enter that unit number here.

The optional bit mask and scaling are discussed with examples below.

Modbus protocol treats all input registers or holding registers as strictly 16-bit
registers. To accommodate 32-bit or longer data, Modbus devices use multiple
consecutive "registers" to hold the data. There is no standardization of whether the
least significant part of the data comes first or last. Therefore, Babel Buster lets you
set that according to whatever the remote Modbus device requires. If the least
significant data is found in the first (or lower numbered) register in your Modbus
device, then check the box after "With low register first".

The poll rate ("Repeat this process...") determines how often the remote register will
be read. If zero is entered here, the rate will become the default poll rate given on the
Devices page for the Modbus TCP device selected.

The default value will be stored into the local register after the given number of read
failures if the fail count is non-zero. Setting the count to zero will disable the default,
and the object will retain the most recent value obtained. If the default value does
take effect, the actual data value read will be retained when communications are
restored.
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You have the option of making this Read Map conditional. If an index register number
is provided and the Enable box is checked, then this read map will only be executed
when the index register (local register) contains the value given. This allows multiple
read maps to supply data to the same local register based on the value of the index
register. It also allows reading to simply be suspended if a single read map supplies
data to the local register. In a more sophisticated scenario, you could potentially
suspend reading of the remote Modbus device if you know the device is powered
down.

Map number simply tells you where you're at on the list of register maps. Click "next"
and "prev" to scroll through the list. To advance directly to a specific map, enter the
desired number in the "Map #" box, then click Update.

Delete will remove the map number shown in the "Map #" box. Insert will insert a new
map before the map number shown, and is used for placing maps between existing
maps. It is not necessary to use Insert to add maps to the bottom of the list or to
define any map presently having zero for a source object or "none" for remote type.

Selecting "none" for remote type effectively deletes the map even though it will still
appear in the list until deleted. Unused maps at the end of the list will always show
none as the type. If you wish to prevent these from being displayed, reduce the
number of maps enabled.

The number of maps enabled simply limits the scope of map review so that you do not
have to review a lot of unused maps. If the displayed maps are used up and you need
more, increase the enabled number.

Local Registers Calculate Copy

Showing registers from Update

Register Mame Register Diata Register Format

Single F

l:llmnnnnn 5
DID oooooo . Single Float

Single Float

You have the option of providing a scale and offset. A scale of zero will cause scale and
offset to be ignored. If provided, the Modbus data will be treated as raw data. When
the Modbus data is received, it will be multiplied by scale, then added to offset, and
then stored in the local register. If the Modbus device was providing degrees Celsius,
and the scale factors illustrated above were used, then a Modbus value of 25 would
result in the local register receiving a value of 77 (degrees Fahrenheit).

It is common for Modbus devices to pack a humber of status bits into a single holding
register. In order to do meaningful things based on a single bit, it is sometimes
necessary to split that register into multiple local registers. Babel Buster supports this
requirement by providing an optional bit mask.

If a bit mask is entered (in hexadecimal), and the remote register type is signed or
unsigned integer (16-bit or 32-bit data), the mask will be bit-wise logical AND-ed with
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the Modbus data, and the retained bits will be right justified in the result stored locally.
Refer to the Modbus Reference section in this user guide for a list of all possible mask
values.

If the read maps referencing the same remote register are created in sequential
contiguous order, the Babel Buster will optimize the TCP activity by reading the remote
register once and then sharing the data with all of the read maps in the group. The
example illustrated for Modbus RTU in section 5.2 works exactly the same for TCP. In
that example, four consecutive read maps reference the same remote register, each
selecting a different bit. The first map is selecting bit 0, the second selecting bit 1, and
SO on.

6.3 Modbus TCP Client Write Maps
Getting the gateway to write registers to another Modbus device requires setting up a

"Write Map" as shown here. Much of the Write Map is configured the same as a Read
Map.

Client Read Map Client Yrite Map

M Lc | R tea
ap oca emaote s

Register # F'F'E]IStFlI' Format F'-qulStFlr #

- e T . T |

The data direction is reversed but the same selections are still made. Select the local
register that will be the source of data to write to the remote Modbus TCP device.
Select the register type, data format, and register number to be written to in that
device. Select a TCP server device from the list to write to. Only devices entered on
the Devices page will appear here. If a unit number other than the default unit entered
for this TCP server on the Devices page should be used, enter that unit number here.
Click on the map number in the first column to access additional optional configuration
parameters.

8of 13 4/14/2021, 2:21 PM



6. Configuring Gateway as a Modbus TCP Client file:///C:/AAA_CSI/Literature/2021 User Guides/BB3-6101-MX-61 Use...

Client Read Map Client Write Map

Read local register # named Data Value 2
Write remote register W ien local register changes by = [RUNES-r when mgmnds have elapsed with no change.

Otherwise write remote register unconditionally, applying local register data as follows:

Apply scale: URINNIIIE=nd offset; HRIIIIEEETHen if spplicable, apply bit mask; IUTIR=Ad bit fiil: QO]
(Wl Holding Register ~ BE8 Unsigned 16-bit - SEEE _-.-.-ith blank padding if checked Il
To register # at unit # _With |low register first if checkead: .

Repeat this process @ zt lzast @ no more than Euer',r seconds.

' Enable this map only when index register _i5 set to a value of _

# Client Write Maps Enabled: Insert Delete

The local register data may be written to the remote device periodically, or when it
changes, or both. To send upon change (send on delta), check the first box and enter
the amount by which the local register must change before being written to the
remote device. To guarantee that the remote register will be written at least
occasionally even if the data does not change, check the second box and enter some
amount of time. This time period will be referred to as the "maximum quiet time".

Data from the local register may be manipulated before being written to the remote
register. The local data is first multiplied by the scale factor. The offset is then added
to it. If a bit mask is entered, and the remote register type is signed or unsigned
integer (16-bit or 32-bit data), the mask will be bit-wise logical AND-ed with the data.
The mask is right justified, then AND-ed with the data. The result is then left shifted
back to the original position of the mask. In other words, the least significant bits of
the original data will be stuffed at the position marked by the mask.

After the scaling and masking, the bit fill will be logically OR-ed into the result, but
only if the mask was nonzero and was used. Both mask and fill are entered in
hexadecimal. The effect of "fill" is that certain bits will always be set to 1 in the data
written to the remote Modbus device.

Multiple local registers may be packed into a single remote register. To accomplish
this, define two or more maps in sequence with the same remote destination. If the
destination is the same, data types are 16 or 32-bit integer (signed or unsigned), bit
masks are nonzero, and the maps are sequential, the results of all qualifying maps will
be OR-ed together before being sent to the remote destination.

For the remote register to be written, select the register type, format, number, select a
remote TCP device from the list, and enter a unit number if the default unit number for
that device should not be used. Data formats are the same as described above for
Read Maps. Size is only specified for character strings. Use INT-16 or UINT-16 data
format for coils - in this case format only affects local register data conversion.
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Modbus protocol treats all holding registers as strictly 16-bit registers. To
accommodate 32-bit or longer data, Modbus devices use multiple consecutive
"registers" to hold the data. There is no standardization of whether the least
significant part of the data comes first or last. Therefore, Babel Buster lets you set that
according to whatever the remote Modbus device requires. If the least significant data
is found in the first (or lower numbered) register in your Modbus device, then check
the box after "With low register first".

The repeat time may determine how often the remote register will be written. If send
on delta and maximum quiet time are not checked above, clicking the "at least" button
will establish a periodic update time. If send on delta is used and you wish to limit the
network traffic in the event changes are frequent, click the "no more than" button and
enter the minimum time that should elapse before another write to the remote device.
It is valid to select "no more than every 0.0 seconds" if you want all changes to be
sent, but no periodic writes.

You have the option of making this Write Map conditional. If an index register number
is provided and the Enable box is checked, then this write map will only be executed
when the index register (local register) contains the value given. This allows multiple
write maps to supply data to the same remote register based on the value of the local
index register. It also allows writing to simply be suspended if a single write map
supplies data to the remote register. In a more sophisticated scenario, you could
potentially suspend writing of the remote device if you know the device is powered
down.

Delete will remove the map number shown in the "Map #" box. Insert will insert a new
map before the map number shown, and is used for placing maps between existing
maps. It is not necessary to use Insert to add maps to the bottom of the list or to
define any map presently having zero for a source register or "none" for remote type.

Selecting "none" for remote type effectively deletes the map even though it will still
appear in the list until deleted. Unused maps at the end of the list will always show
none as the type. If you wish to prevent these from being displayed, reduce the
number of maps enabled.

Local Registers Calculate Copy

Showing registers from

Local
et Registar Name Set Register Data R.egister Format

Register #

e | e ] pmm
@ Data Value 2 n.33.5muuu
Data Valua 3 n.U.UDUUUU

If the local register and remote register are not the same format, then data is
converted automatically when written. In the example above, the Write Map is writing
register 3, a floating point value, to remote register 2, an unsigned 16-bit value. The
data is converted and rounded up, as illustrated below by ModSim acting as our
Modbus TCP server here.
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-

=11 ModSim32 - ModSim1 || B |
File Connection Display Window Help
) Modsimi E=REe
Device Id: | 3

Address: MODBUS Point Type

03: HOLDING BEGISTER -
eagth: | 2

40001: <00D25> 40011: <000O7>
40002: <00034> 4001 2: <00000o
40003: <00000 4001 3: <00000
40004: <0000on 4001 4: <0000on
40005: <00000 40015: <000ooo:
40006: <00000> 40016: <00000>
40007: <00000> 4001 7: <00000>
40008: <0000D> 4001 8: <00000>
40009: <00000> 40019: <00000>
4001 0: <00000 40020: <00000

6.4 Modbus TCP Client Data Displayed by Server

The TCP Registers page shows a list of local registers mapped to TCP server devices.
The page will show only one device at a time, and may have no entries if there are no
maps for that device.

TCP Registers Error Counts. Errors: Read Maps. : Ermr_s:..u?.fri'la Maps

TCP Device #2 Showing r_.:. Dof O Update

Remats Local Wt
o e e emote Hisgrates Sarme F!.-;;.E# Update Register Data LE:;:»:::::;

Reg. #
TCP Device # < Prev Dev MNext Dev =

Click the Next Dev or Prev Dev buttons to go to the next or previous TCP device, or
simply enter a number in the TCP Device # window and click Update. Registers for
that server will now be displayed. In addition to a summary of the map (both read and
write maps are shown), the time since last update is displayed. This time should
generally be less than the poll time. If the last update time is large, it may mean there
is an error preventing the update.
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TCP Registers Error Counts Errors: Read Maps Errors: Write Maps

Time since
Last update

Next Dey =

6.5 Modbus TCP Errors

The Error Counts page shows a tabulation, by TCP device, of all errors observed. In
the example below, we can see that TCP device #1 is apparently not configured
correctly as it is getting as many exception errors as messages sent.

Monnus~$NM B 2 T 6
ORK GATEWAY K &)
iy Mﬁ* CONTROL SOLUTIONS MINNESOTA

P
I(::.:;rlg

Local Data Modbus System
RTU Setup RTU Data TCP Setup TCP Data Server Remap

TCP Registers Error Counts Errors: Read Maps: Errors: Write Maps.

Total Mo

Exceptions
Messages Responses R

If the counts show some problems, we can look for more detail on the Errors: Read
Maps (or Errors: Write Maps) pages. These pages will tell us exactly which Read Map
(or Write Map) the problem is occurring on, and what the error is, as illustrated below.

TCP Registers Error Counts Errors: Read Maps Errors: Write Maps

Exception

Register Names Error Diescription

Exception code returned by device Illegal data addrass

If you see total messages of zero and a "no responses" count greater than zero, it
means the Babel Buster was not able to connect to the IP address of the TCP server.
Without being able to connect at all, there was never an attempt to send a message,
and hence zero total messages while "no responses"” continues to increment.
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TCP Registers Error Counts Errors: Read Maps Errors: Write Maps

Total MNo

Exceptions
Messages Responses 2

When "no responses"” is indicated, the Errors: Read Maps (or Write Maps as applicable)
page will show that the response timed out, but this is typically a foregone conclusion
when you see the "no responses" count for a TCP device.

TCP Registers Error Counts Errors: Read Maps Errors: Write Maps

Exception

Reagister Name Error Description Code

When you get any type of connection related problem with a TCP device, the
connection status will typically give you some clues.

Client Read Map Client Write Map

Local Name JRISUT-0E

Use @ static 1pva @ sStatictpve @ Domain Lookup

1P Address FEP R AR Part:

Domain Name

Unit (-:pti-:naljl . Use FC 5/6 instead of 15/16
Default Poll Period msemnds 118 B cear

Connection Status

Connection status codes you may see include:

5 = Connection attempt timed out, unable to establish connection (usually means
remote device not connected or not reachable)
104 = Connection reset by peer

111 = Connection refused

113 = Connection aborted

114 = Network is unreachable

115 = Network interface not configured

116 = Connection timed out

118 = Host is unreachable

125 = Address not available

205 = DNS error
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7. Configuring Gateway as a Modbus RTU Slave

7.1 Modbus RTU Device Configuration

Device configuration for RTU means configuring the serial port. Select the baud rate
and parity as applicable. Select "I am a Slave". It is important to provide an address
or unit number that is not used by any other slave on the RTU network. The poll rate,
timeout, and "Use FC 5/6..." only apply when RTU is master.

Local Data Modbus System
RTU Setup RTU Data TCP Setup TCP Data Server Remap

Local Device RTU Read Map RTU Write Map

Update
Baud Rate RIS b =28 Mone, 1 Stop Bit

I am the Master @ Iam aSlave O

Parameters for RTU Master: Parameters for RTU Slave:

Default Poll Rate QUK Seconds My Address or Unit #
Timeout (IR Seconds

| e 5/6 instead of 15/16 for unit numbers (slave addresses) starting at _

W u==rc 5/6 and 15/16 by count for unit numbers {slave addresses) starting at _

7.2 Modbus RTU Slave Register Map

The local registers in the Babel Buster BB3-6101/MX-61 will be most often accessed as
holding registers, but can also be accessed as input registers (for reading but input
registers cannot be written to). If the local register is defined as 16-bit sighed or
unsigned, then it can also be accessed as a coil or discrete input (for reading). When
accessed as a single bit Modbus register, the value read by the Modbus master will be
0, or 1 if the local register contains 1 or any other non-zero value. Of course the
remote master can only write 0 or 1 to a coil. Note also that a local register defined as
something bigger than 16-bit cannot be accessed as a coil or discrete input.

The register numbers that the remote Modbus RTU master should read or write are
simply those shown in the first column on the Local Registers page.
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Data

Local Registers Calculate Copy

Showing registers from

r: & Register Name Set Register Data
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Regist
D

|
r
oo [ oo [ W] B
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Data Value 4

00004 u | B
(I S
O O
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Register Format

. Unsigned 16-bit
. Unsigned 16-bit
. Unsigned 16-bit

Unsigned 16-bit
Unsigned 16-bit

Unsigned 16-bit

If the local registers are defined as unsigned 16-bit and contain the data illustrated

above, then ModScan will read them as illustrated below.

.
B ModScan32 - ModScal =T
File Connection Setup WView Window Help

Dle|d| =& &lE& & 28

E B = B8 =

m= ModScal =R R ===

Device Id: | 1
Address: - Mumber of Polls: 123
MODBUS Point Type VYalid Slave Hesponses: 123
Length: |10 03: HOLDING REGISTER  ~| -
eset Cirs

40001: 001233

40002 «<00022 %

40003 : <00000:

40004 <04567:

40005: <00000:

40006 : <00000:

40007 <00000%

40008 <00000:>

40009: <00000%

40010 <000007%

For Help, press F1

Polls: 124 Resps: 123
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Local Registers Calculate Copy

Showing registers from Update

Register Hame Register Data

Local
Register

Ellmnm

Register Format

If the local registers are defined as floating point and contain the data illustrated
above, then ModScan will read them as illustrated below. Note that registers defined
as having data formats greater than 16 bits must be read on the proper boundaries.
You are not allowed to read half of a floating point number or just part of any other
larger data value. If you were to attempt to read register #2 in the this example, you
would get an exception error. This also means you cannot read just 2 characters in the
middle of a larger character string. When the register is defined as character string,
you must access the entire character string as a collective set of registers (i.e.
read/write multiple holding registers in a single request).
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-
BB ModScan32 - ModScal o e
File Connection Setup View Window Help

D |E| =& BB 32w

=| @ @ = £ &
e ModScal o | &[]

Device Id: | 1
Address: - Mumber of Polls: 269
MODBUS Point Type Valid Slave Hesponses: 260

Length: |20 03: HOLDING REGISTER  ~| Reset Cirs
40001: 1.2300 40011: 0.0000
40002 : 40012
a40003: 22 5000 40013: 00000
40004 ; 40014 ;
40005: 03330 40015: 0. 0000
40006 : 40016 :
40007+ 4. 4440 40017: 0.0000
40008 ; 40018
4000%. 0.0000 40019 0.0000
40010 40020

4 F

For Help, press F1

Polls: 269 Resps: 260

7.3

Modbus RTU Slave Diagnostic

The Babel Buster brand new out of the box will have no registers configured, and will

4 of 4

be configured as Modbus RTU slave, 9600 baud, slave address 1. Although no registers
are configured, there will be a single holding register accessible for diagnhostic
purposes, at register number 8801 (or 48801 if using Modicon notation). The content
of this register will be firmware revision expressed as a 3-digit number "abbcc" where
"a" is the major revision, "bb" is minor revision, and "cc" is build iteration. This should
correspond to the firmware revision displayed on the home page (index.html) of the
web user interface for the device, which is displayed as "a.bb.c".

7.4 Modbus RTU Slave Register Remapping

The Server Remapping described in section 8.4 also applies to Modbus RTU. If Modbus
RTU is configured as a slave and remapping is configured, then the register map is
replaced with the map indicated on the Server Remap page.
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8. Configuring Gateway as a Modbus TCP Server

8.1 Modbus TCP Device Configuration

There is really little to do to configure the Babel Buster BB3-6101/MX-61 to be a
Modbus TCP server. The gateway needs an IP address and you have already set that
via the Network page. The only other thing is to verify that the Modbus Port number is
set to a non-zero number. Port 502 is the port set aside for standard Modbus TCP use
and should be used unless you have a specific reason not to.

If you will not be using Modbus TCP and wish to disable it, enter zero for Modbus Port,
and click Set Ports. Following the next restart, you will be unable to connect via
Modbus TCP with port set to zero.

IMPORTANT: The Modbus port will be initially set to zero as shipped from the factory.
You will need to change it to 502 and restart before connecting via Modbus TCP for the
first time.

Config File Hetwork Resources

HTTP Port m {default 80) Set Pors
Modbus Port {default 502)
Telnet Port _ {default 23]

8.2 Modbus TCP Server Register Map

The local registers in the Babel Buster BB3-6101/MX-61 will be most often accessed as
holding registers, but can also be accessed as input registers (for reading but input
registers cannot be written to). If the local register is defined as 16-bit sighed or
unsigned, then it can also be accessed as a coil or discrete input (for reading). When
accessed as a single bit Modbus register, the value read by the Modbus master will be
0, or 1 if the local register contains 1 or any other non-zero value. Of course the
remote master can only write 0 or 1 to a coil. Note also that a local register defined as
something bigger than 16-bit cannot be accessed as a coil or discrete input.

The register numbers that the remote Modbus TCP client should read or write are
simply those shown in the first column on the Local Registers page.
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Data

Local Registers Calculate Copy

Showing registers from

r: & Register Name Set Register Data
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Data Value 4
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Register Format

. Unsigned 16-bit
. Unsigned 16-bit
. Unsigned 16-bit

Unsigned 16-bit
Unsigned 16-bit

Unsigned 16-bit

If the local registers are defined as unsigned 16-bit and contain the data illustrated

above, then ModScan will read them as illustrated below.

.
B ModScan32 - ModScal =T
File Connection Setup WView Window Help

Dle|d| =& &lE& & 28

E B = B8 =

m= ModScal =R R ===

Device Id: | 1
Address: - Mumber of Polls: 123
MODBUS Point Type VYalid Slave Hesponses: 123
Length: |10 03: HOLDING REGISTER  ~| -
eset Cirs

40001: 001233

40002 «<00022 %

40003 : <00000:

40004 <04567:

40005: <00000:

40006 : <00000:

40007 <00000%

40008 <00000:>

40009: <00000%

40010 <000007%

For Help, press F1

Polls: 124 Resps: 123

20f6
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Local Registers Calculate Copy

Showing registers from Update

Register Hame Register Data

Local
Register

Ellmnm

Register Format

If the local registers are defined as floating point and contain the data illustrated
above, then ModScan will read them as illustrated below. Note that registers defined
as having data formats greater than 16 bits must be read on the proper boundaries.
You are not allowed to read half of a floating point number or just part of any other
larger data value. If you were to attempt to read register #2 in the this example, you
would get an exception error. This also means you cannot read just 2 characters in the
middle of a larger character string. When the register is defined as character string,
you must access the entire character string as a collective set of registers (i.e.
read/write multiple holding registers in a single request).
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.
B \odScan3? - ModScal e
File Connection Setup View Window Help

D[ =& BlR&| 32N

=| @ @ = £ &
E= Modscal o | &[]

Dewre 1z | 1 Number of Polls: 269
Address: ; .
MODBUS Point Type Valid Slave Hesponses: 260

Length: |20 03: HOLDING REGISTER  ~| Reset Cirs
40001: 1.2300 40011: 0.0000
40002 - 40012
40003: 22 5000 40013: 0. 0000
40004 - 40014
40005: 0. 3330 40015: 0. 0000
40006 40016
40007 4 4440 40017 0.0000
40008 - 40018
40009: 00000 40019. 00000
40010 40020

4 F

4 of 6

For Help, press F1 Polls: 269 Resps:.Eﬁﬂ-

8.3 Modbus TCP Server Diagnostic

The Babel Buster brand new out of the box will have no registers configured. Although
no registers are configured, there will be a single holding register accessible for
diagnostic purposes, at register number 8801 (or 48801 if using Modicon notation).
The content of this register will be firmware revision expressed as a 3-digit number
"abbcc" where "a" is the major revision, "bb" is minor revision, and "cc" is build
iteration. This should correspond to the firmware revision displayed on the home page
(index.html) of the web user interface for the device, which is displayed as "a.bb.c".

8.4 Modbus TCP Server Register Remapping

Remote Modbus clients (masters) will normally read the register numbers indicated on
the Local Data page. In some cases, you may want to reassign those registers to be at
arbitrary numbers all over the map in order to emulate some piece of existing
equipment. When you have this requirement, this page is where you create your
arbitrary register map.
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Server remapping is automatically in effect any time maps are displayed on this page.
If nothing is displayed here, then refer to the Local Data page to see what Modbus
register numbers your client should read when this gateway is acting as a server. If
anything is displayed here, then only these registers will be recognized by the server
and any attempt to read registers not listed here will result in an exception being
returned.

Local Data Modhus System
RTU Setup RTU Data TCP Setup TCP Data Server Remap

Register Maps

Starting at
remote register #

Ramap this Starting at

: M "
many registers local register # apping as

To remap registers, start by entering a count of registers to remap. With a count
greater than one, you can remap many registers in a row with just one line on the
above table. Provide the starting local register number - this is the number displayed
on the Local Data page. Select what type of Modbus register you want this to pretend
to be. And finally, provide the starting register number that you want the remote
Modbus client to see these registers as. Click Update to accept the line and make room
for another.

The example above illustrates the following: Local registers 1 through 5 will be read as
holding registers 28901 through 28905. Local registers 6 through 10 will be read as
input registers 28901 through 28905. Local registers 11 and 12 will be read as
discrete inputs 28901 and 28902. Local registers 13 and 14 will be read as coils 28901
and 28902. The holding registers and coils may also be written at these register
numbers.

When this table is complete, be sure to go to the File Manager page and save your
updated configuration.

Use Prev and Next to scroll through the table if it is larger than a few lines. Delete will
remove the map number shown in the "Showing" box. Insert will insert a new map
before the map number shown, and is used for placing maps between existing maps.
It is not necessary to use Insert to add maps to the bottom of the list or to define any
map presently having "none" for a register type (unused rule).

To completely erase this entire table, check the "Confirm" box and click Clear All.
Modbus holding registers default to being 16-bit integer. If your remote client expects

to see floating point, then create the local register as floating point on the Local Data
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page. The remote client will have access to whatever data types are used to create the
local registers on the Local Data page.

When holding register (or input register) data is more than 16 bits, the register order
matters, but is not standardized by Modbus protocol. The order in which multiple
registers will be provided to the remote client is part of the definition of the local
register created on the Local Data page. Click on the register number in the first
column on that page to see how that register is defined.

Modbus sometimes "packs" multiple data items into a single holding register. You may
"pack" registers such that a single register viewed remotely is constructed from the
contents of multiple local registers. To accomplish this, refer to the pack and fill
operations found on the Calculate page under Local Data.
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9. Configuring Gateway as an SNMP Server
9.1 Creating Local SNMP MIB

The Babel Buster BB3-6101/MX-61 starts out with no variables in its MIB just like it
starts out with no local registers. When you do create local registers, you then have a
choice of where to make them show up in the MIB. There are five branches in the BB3
MIB, although only the Integer branch is guaranteed to be universally accessible to all
other SNMP devices. It is up to you to select which branch of the MIB to place each
local register in. You do not need to place all local registers in the MIB, only those that
you want externally accessible via SNMP. You must also place local registers in the MIB
in order to generate SNMP traps related to those local registers.

= ,H-ronlc CATEWAY | .6‘
= — . I I ’ "”"""'““ fj=p-mp CONTROL SOLUTIONS MINNESOTA
Local Data Modbus Systemn
Local MIB Security Trap Sender
Integer 32-hit Unsigned 64-bit Float 32-Bit Float 64-Bit Char String

Local Local

SNME OID Rt & Scale Factor Local Value Local Name

Auto-fill _'.lariable‘s starting at index 'm'th local register Auto-Fill B confirm

To add a local register to a MIB branch, simply enter the local register number at the
next available OID which will always automatically be at the bottom of the list. When
placing registers in the Integer branch, you also have the option of applying a scale
factor. Scaled integer is the most universally recognized means of transmitting non-
integer data.
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integer 32 hit Unsigned 64-hit Float 32-Bit. Float 64-Bit Char String.

shovino (R 1 o 1

'“Hll:':‘;jF-’EEtIZI)ID R :IIE:tE-IJr & Scale Factor Local Walue Local Name
=l v2g =

Auto-Fil B confirm
Reload SHMP Map % § Remove Insert Before
e SRy | Remove |

1000

x10000
Quick Help

¥100000
Rule number simply tells you where you're at on the list of th nt's OID maps. Click "next" and "prev" to scroll through the
list. To advance directly to a specific map, enter the desired x0.1 wowing” box, then click Update.

This page enables SHNMP Get/Set to registers indicated on the x0.01

The available local OID's are assigned automatically. You may
select which local registers are mapped to these OID's.

x0.001

Internal data is multiplied by the scale facter when read by yr %0.0001 manager (client). Data written by your SNMP client is divided
the scale factor be being stored internally. If the regist Enced is an integer value, then scale factor will most often be

x1 (no scaling). Howe if the register is a floating point reg x0.00001 ale factor becomes more important. This is significant bacause

INTEGER is the one universally recognized data type in SNMP. oint representations do they are not universally

accepted. Therefore, the ul-:|-=5f and best known recommends] «0.000001 real numbers via SNMP is cale them and send them as
integer, or send them as ASCII strings (supported by the Ch ) f this MIB]).

Local Registers Calculate Copy

Showing registers from - Update < Prey Mext =

Register Name : Register Data Register Format

. Single Float
. Single Float
. ]

In this example, we have selected a scale factor fo x100. That means that our local
value of 5.19 will be transmitted (in a Get response) as integer 519 and it is up to the
recipient to know that this is scaled x100.

Local
Register #

Integer 32-bit Unsigned 64-hit Float 32-Bit Float 64-Bit Char String

Local Local

SHME OID F'-=|:|ist-=r = Scale Factor Local Value Local Name

Auto-fill _'.rariables starting at index l.-'n'th local registar Aurto-Fill M confirm

¥

After adding new members to the MIB, it is necessary to click Reload SNMP before
they will become accessible to an external SNMP manager's Get request.
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Integer 32-hit Unsigned 64-bit. Float 32-Bit Float 64-Bit. _Char String

Lacal Local Local Value Local Name

SNMP OID Register #

Data Values 2

Auto-fill _'.rarial:lles starting at index _with local register _ Auto-Fill B confirm
Reload SMMP |1 Float32 vars loaded Map # Insert Before

Local registers added to the Float 32-Bit MIB branch will be provided in IEEE 754
format per RFC 6340.

Local Registers Calculate - Copy

Showing registers from Update

Register Name - Register Data Register Format

. Single Float

Unsigned 64-bit Float 32-Bit Float 64-Bit Char String

Local vValue Local Mame

Local Local
SHNMP OID Registar #

Auto-fill _'.'ariablez starting at index _'m'th |ocal register _ Auto-Fill B confirm [HelEEg
Reload SMMP |1 Char vars loaded Map # Remove | Insert Before

Local registers defined as character strings may be added to the Char String branch of
the MIB. Registers in this branch will be provided as an Octet String.
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Local Registers Calculate

Local
Register #

T
(| omvne. | m| [
(o | oo Tu |

T S R - oo

Register Name

@Dlwmm

.D 0oaoaa

e m|
oo [ m| R
BT TR -

Integer 32-hit Unsigned 64-hit Float 32-Bit

Register Data

Float 64-Bit

Showing t-:- iofl

Local

it Scale Factor

.1.6.1.1.1.1.2.1

Auto-fill '.rariables starting at index '.'-ith local re
Reload st | |

Local Value

file:///C:/AAA_CSI/Literature/2021 User Guides/BB3-6101-MX-61 Use...

Register Format

. Single Float
. Single Float

The "Auto-fill" at the bottom of each MIB page can be used to very quickly create a
long list of sequential MIB table entries. Enter the number of variables to fill, the
starting MIB index, and the starting local register number. Then click the Auto-Fill
button.

Char String

Local Name

[ | Confirm
# Insert Before

The example above will create the list illustrated below, assuming the first ten local
registers are all 16-bit integer registers.
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Integer 32-hit Unsigned 64-hit Float 32-Bit Float 64-Bit Char String

Local Local

SHMP O1D Register # Scale Factor Local Value Local Name

Register 8

I TS

Auto-fill '.rarial:rles starting at index with local register Auto-Fill B confirm
RefoadswmP | ] vzs = (R Insert Before

The example illustrated below is a little more complex. The first ten local registers are
floating point, which means they are treated as register pairs. Then the next couple of
local "registers" are character strings each 40 characters in length, and each
occupying 20 consecutive Modbus registers. Note that the "auto-fill" automatically
accounts for data size, and choses the next local register appropriately. In this
example, although the registers are a mix of floating point and character string, they
are assighed to the Integer 32-bit branch of the MIB and will be read via SNMP as
Integer values. The numbers in the character string registers are ASCII string
representations of numbers, but will be converted to integer. For example, MIB index
12, with the character string "5.678", will be returned as an integer value 6 in an
SNMP Get (converted and rounded).
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Integer 32-hit Unsigned 64-hit Float 64-Bit Char String

Local Local Local Name

SNMP OID Register #

Auto-fill '.rarial:r|-55 starting at index with local register Auto-Fill B confirm
Reload SHMP |12 Int32 vars loaded Map # Insert Before

The Auto-Fill simply sets up the MIB mapping table. Before the variables can be
accessed by SNMP, you need to click Reload SNMP. The Remove and Insert Before
buttons also just set up the mapping table, and you need to click Reload SNMP to
make the new assignments accessible.

To clear the mapping table displayed, click the Confirm box and then click the Clear
button. This clears the mapping table, but as with Auto-Fill, no changes (from the
perspective of SNMP as viewed from the outside) take place until you click Reload
SNMP. The Clear button is mainly useful if you change your mind about the auto-fill
you just did.

Due to SNMP's memory allocation scheme, you can always increase the size of the MIB
by simply clicking Reload SNMP; however, to reduce the size of the MIB, you need to
save your configuration on the File Manager page, and then restart the gateway. If you
reduce the number of entries in the mapping table, the original MIB variables at the
end of the original list will simply return zero or empty strings until the gateway is
restarted.

9.2 Supported Data Formats, RFC 6340

SNMP does not have a universally accepted representation for floating point. The one
universally known data type is INTEGER. A commonly recomended means of
transmitting floating point data is either as a scaled integer or as an ASCII character
string. There is an RFC 6340 for representation of floating point based on IEEE 754
encoding. The "Float 32-bit" and "Float 64-bit" data types in the Babel Buster refer to
RFC 6340 encoding.
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Specifically, the data types found in the Babel Buster MIB are encoded with ASN types

as follows:
Integer 32-Bit INTEGER ASN_INTEGER
Unsigned 64-Bit COUNTERG4 (ASN_APPLICATION | 6)

Float 32-bit OCTET STRING ASN_OCTET_STR (length 4)
Float 64-bit OCTET STRING ASN_OCTET STR (length 8)
Char String OCTET STRING ASN_OCTET_STR (length

variable)

9.3 Testing the SNMP Agent

A variety of tools are available for browsing an SNMP MIB and receiving SNMP Traps.
The tool used in the following examples is the iReasoning MIB Browser. Refer to the
Tools section under Support at csimn.com for more information about SNMP tools.

The MIB browser allows you to view the MIB variables in the Babel Buster. Before you
can browse the MIB in a meaningful way, you need to load the MIB files that tell the
browser what it needs to know about the BB3's MIB. There are one or more files that
need to be loaded, and these are available under Documents and Links on the
BB3-6101/MX-61 product page at csimn.com. Once you have loaded these files as
illustrated below, you can view the tree structure of the MIB in the browser.
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iReasoning MIB Browser

File Edit Operations Tools Bookmarks Help

Address: +192,168.1,125 ~ | Advanced... om: |,1.3 ~ | Operations: | Get Next w | & co

_ ?m% Result Table
MIB Tree l

: M ID Val G IP:Port
- | ise.org.dod.internet ame /O i ¥pe i ar Q
- | mgmt
| | private
=3 4 enterprises
B[} D
- | | csiProduct B
; {
g modbus f"
- | bacnet
@ bbpro / ﬁ
B ot e o
& | bb3 k =
= . bb3-app
[ | | dataRegInt32
G | dataRegUints4
[ | | dataRegFloat32
| | dataRegFloated
[ | | dataRegCharStr
G| | trapRules
[ | | trapData
| | bh3-raps
& bb3Conformance

- csiRegister
snmpy2

,_\I
=

MName
OID
MIE
Syntax
Acress
Status
Defyal
Indexes
Descr

Enter the IP address of the Babel Buster BB3-6101/MX-61 in the Address window. In
addition. click on Advanced... to set access parameters.

iReasoning MIB Browser

File Edit Operations Tocls Bookmarks Help

Address: v |192.168.1.125 +| Advanced... [OmD:|.13 v | Operations: GetNext v @ Go
NMP MIBs Table |

MIB Tree

=~ | iso.org.dod.internet \ Name/OID Value l Type I IF:Port @'

" mgrmt \

; private
| enterprises

&[] o O

Click Advanced... to open the dialog that lets you enter the user name and community
required for accessing the MIB in the Babel Buster.

g
]
mE
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b

-
@ Advanced Properties of SNMP Agent

Address |192.168.1.23
Port | 161
Read Community | ===
Write Community |=5FF5%=

SMMP Version | 2 -

[ Ok ]| Cancel |

=2

o
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To read a MIB variable from the Babel Buster, start by selecting the register member
of the data table. In this case, we are selecting the 32-Bit Integer branch of the MIB.
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iReasoning MIB Browser

File Edit Operations Tools Bookmarks Help
Address; - |192.168.1.12¢ v | Advanced... om: |.1,3.6,1.4.1,3815.1.6.1.1.1.1.2 w | Operations: |Get Mext ” Go
\SNMP MIBs Result Table
- = Mame[OID Value Type I IF:Port '@
e
nterprises
i O
| | csiProduct -
EJ rmodbus jf.."
B | bacmet T
.:F} bbpro
B iot 3
B | bb3 "4
= | bb3-app
£ | dataRegInt32
= [ dataRegint3ZTable
=0 dataRegInt32Entry
H % dataRegInt32Index
ataReglnt32Register e
‘ dataRegInt32Mame
[ | dataReglinte4
[ dataRegFloat32
[+ dataRegFloata4
[ | dataRegCharStr
[ trapRules W
£ >
Mame dataReglnt32Reqister ~
01D 3,361 1,381 1.6.1. 1.1, 1.7
MIB CSI-BE3-MIB
Syntax INTEGER.32
Access read-write
Status current
Cefyal
Indexes dataRegInt32Index
Descr Register's data value, v
.is0,org.dod.internet. private. enterprises. csi. csiProduct.bb3.bb3-app. dataRegInt32. dataReqglnt32Table. dataRegInt32Entry. dataRegInt32Reqister

You will need to specify which row in the table you want to read. Do this by appending
(by typing) a number to the OID that appeared in the OID window when you clicked
on the table entry in the MIB tree view.

4> iReasoning MIB Browser

Address:

- 192.168,1,12¢ v

Advanced...

od.internet

te
nterprises
csi

File Edit Operations Tools Bookmarks Help

OID: I1 36.:1.41.3815.1.6.1.1.1,1,.2.1 v Operations: | Get e ' Go
Result Table
Mame[OID I Value Type I IF:Port

} ©

[T
Nl
L]

3

To cause the MIB browser to Get a value from the Babel Buster, select Get from the
Operations menu. You can select Get from either menu, left or right, in the iReasoning
browser. Once Get is selected on the right, you only need to click the Go button to
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repeat the Get.

iReasoning MIB Browser
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b dataRegInt32

Address: | I Graph View Ctrl+R  fed...
SNMP MIBs. | Get CtrE+G.|
Get Mext Ctri+M ~
od.internet Get Bulk ch
Get Subtree Ctrl+E ™%
terprises Set Ctrl+5S
csi
[l csprod Walk Ctri+W
ol Table View Crl+T
: |
B | bad
B bb F_,@ Stop Ctrl+P
Gl ot
B} bb3
= | bh3-app

File Edit ! Operations | Tools Bookmarks Help

|DI.D: [.1.36.14.1381516111.12 1

Result Table

v | Operations: iGet v

”Go

Mame /OID

Iﬂz | IP:Port

Value

Upon successfully Getting a value, the display will appear as illustrated below.

iReasoning MIB Browser

File Edit Operations Tocls Bookmarks Help

Address: - |192.168.1,12F v

Advanced. ..

g

- | csiProduct

- | modbus
- | bacnet
I;T_} bbpro
E- | ot
Bt | bb3
=} bb3-app
S| | dataRegInt32

o

AR

i JE

¥ W

- [ dataRegInt32Table
& dataReglnt32Entry

% datsRegInt32Index
dataRegint32Register
‘ dataRegInt32Name

F | dataRegUintt4

[ | dataRegFloat32

F | dataRegFloata4

[+ | dataRegCharStr

fet-| | trapRules

[ | trapData v
£ >
Mame dataRegInt32Reqister ~
QLD .1.3.6.1.4.1.3815.1.6.1.1.1.1.2
MIB CSI-BE3-MIB
Syntax INTEGER.32
Acress read-write
Status current
Defyval
Indexes dataRegInt32Index
Descr Register's data value.

W

OID: .1.3.6.1,4,1,3815,1,6,1,1.1.1.2.1 - | Operations: Get v e
Result Table
Mame/0ID Value Type IP:Port

dataRegInt32Reqister. 1

Integer

192.168: 1.1...

¥ CORO
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If you attempt to Get a variable that does not exist, you will get the error message
illustrated below. This will also happen if the variable has been added to the MIB but
you forgot to click Reload SNMP after adding the local register to the MIB. This will
also happen if you did not select the right variable from the MIB tree shown, or forgot
to add the index to the end of the OID in the Object ID window.

iReasoning MIB Browser

File Edit Operations Tools Bookmarks Help

Address: - 192,168, 1,120 ~ Advanced, .. oI [,1,3.6,1,4:1,3815.1,6,1,1,1,1,.2,88 ~ | Operations: |Get e &P Go
'SNMP MIBs Result Table
| csi ™ Mame/OID Value Type IP:Port
- csiProduct dataRegint32Register, 1 519 Integer 192,168.1.1.., Q
- modbus dataRegInt32Register.88 Mio-Such Instance MoSuchlnst... 192.168.1.1... @& =
|:|.__| bacnet EEN
- | bbpro
B | | ot O
- . bb3 &
B bb3-app _jJ
(= _ dataRegInt32 ﬁ
= [ dataRegInt3ZTable
=" dataRegInt32Entry =
i3 dataRegInt3ZIndex
dataRegint32Reqgister
‘ dataRegInt32Mame
[ | dataRegUinta4
F- | dataRegFloat32
[ | dataRegFloatas
[ | dataRegCharStr
[} | trapRules
| | trapData i
£ >
Mame dataReqInt32Reqister ~
01D .1.3.6.1.4.1.3815.1.6. L.1. 1.1.2
MIB CSI-BE3-MIB
Syntax INTEGER32
Access read-write
Status current
Defyal
Indexes dataRegInt32Index
Descr Register's data value.
W

.is0.org.dod.internet. private. enterprises. csi. csiProduct.bb3.bb3-app. dataRegInt32. datsReglnt32Table. dataRegint32Entry. dataRegInt32Reqister. 88

Getting our floating point value will appear as follows. The bytes "42 A4 83 12"
translate to the floating point version of 82.255997. You can use Google to locate
conversion tools to go from IEEE 754 hexadecimal representation (as shown in the
browser) to decimal.
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iReasoning MIB Browser

File Edit Operations Tools Bookmarks Help

Address: - 192168112t v | Advanced... |OID: .13.6.14.13815.16.13.1121 v | Operations: |Get v o
\SNMP MIBs Result Table

erprises ~
csi

Mame/OID Value Type IP:Port

. dataRegFloat32Reqister. 1 0x42 A% 8312 OctetString 192,168: 1. 1...
, csiProduct
= | | modbus
G- | bamet
G- | bbpro
E-| | iot
= | bb3
- | bb3-app
[+ | dataRegInt32
G- | dataReglUintG4
- | datsRegFloat32
- [ dataRegFloat32Table
= dataRegFloatI2Entry
- dataR.egFloat32Index
dataRegFloati2Reqister
i ‘ dataRegFloat32Mame
(| | dataRegFloats4
[#- | dataRegCharSstr
(- | trapRules W
£ >

e B0

Mame dataReaFloat32Register ~
QLD P 0 T R P I s A e e
MIB CSI-BE3-MIB

Syntax Float32TC (OCTET STRING) (SIZE(4))
Access read-write

Status current

Defyval
Indexes dataRegFloat32Index

Descr Register's data value.

W

.is0.org.dod.internet. private. enterprises. csi. csiProduct.bb3.bb3-app. dataRegFloat32. dataR egFloat32Table . dataRegFloat32Entry . dataRegFloat32Register. 1

The SNMP Get of our character string is illustrated below. Although encoded
generically as an Octet String, the MIB browser is kind enough to display it as an
ASCII string since it found the string to be all printable characters.
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iReasoning MIB Browser

File Edit Operations Tools Bookmarks Help

Address: - 192,168,1,12¢ Advanced... OID; 5.1.3.6.1.4. 1,3815.1.6.1.5. 1,121 | Operations: | Get v &P Go

miﬁsﬂ Result Table

arprises ™ Mame/OID Value Type IP:Port

255 . dataRegCharStrRegister. 1 Test 5iring OctetString 192,168: 1. 1...
! c;lProduct

i | modbus

- bacnet

Q

bbpro 0O
' P
<]

=5

ot

bb3-app
[+ dataRegInt32
e dataRegllinted
- | dataRegFloat32
| dataRegFloats4
=] | dataRegCharStr
= B dataRegCharStrTable
B dataRegCharstrEntry
% datsRegCharStrindex

dataRegCharStrRegister
; &) dataReqCharStriame
E} trapRules ]
£ >

Mame dataRegCharStrRegister ~
QLD P 0 R B P I e L B e
MIE CSI-BE3-MIB

Syntax DisplayString (OCTET STRING) (5... .|
Access read-write
Status current
Defyval
Indexes datsRegCharStrindex
Descr Register's data value.

W

Jis0.org.dod.internet. private. enterprises. csi. csiProduct.bb3.bb3-app. dataRegCharStr.dataRegCharStriable. dstaRegCharStrEntry. dataRegCharStrReaister, 1

14 of 14 4/14/2021, 2:22 PM



10. Configuring SNMP Trap Sender file:///C:/AAA_CSI/Literature/2021 User Guides/BB3-6101-MX-61 Use...

MODEL BB3-6 10T 6
- ~MODEL MX-61 AN v
S~ NEFWORK & “"‘““""’W CONTROL SOLUTIONS MINNESOTA

F s If::t::il.rr

10. Configuring SNMP Trap Sender

10.1 SNMP Trap Destinations

The first step in sending traps is to tell Babel Buster where to send them. This is done
on the Devices page of the Trap Sender. Traps or Notifications generated by this device
will be sent to port 162 at the IP addresses provided here.

CS.

o ’?"."’“"“"‘W# CONTROL SOLUTIONS MINNESOTA

F e —» 7

Local Data Modbus System

Local MIB Client Setup Client Data Trap Sender Trap Recenver

Devices Tra}lTrigge: Trap Summary Agent ID

Use O1pyg @ 1pve SHMP Version Ovi @ y2c

=0 AR 102,168.1.112
community [

Traps may be sent as v1 or v2c. The same application varbinds will be included in
either trap type, in addition to header and varbinds required for that trap type. (Note:
We use the term "trap" generically here. The v2c "trap" is properly known as a
Notification.)

To remove a destination, simply leave the IP address field blank. To add destinations,
or change or remove existing entries, make the necessary changes here, then go to
the File Manager page and save your configuration to the Boot configuration XML file.
Then restart this device. The trap destinations are loaded one time prior to startup of
the SNMP engine. To reload the trap destination table, you must restart the device.

The community string entered here will be included in traps sent to this destination.

10.2 SNMP Trap Triggers
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Create a Trap Trigger for each trap that should be sent.

A trap must reference a variable in the local MIB. Therefore, before you can create a
trap trigger, you must assign the local register of interest to a spot in the local MIB.
(See "Configuring Gateway as an SNMP Server".) Once the local register has a home
in the MIB, select the branch and MIB index in the trap trigger rule. Do not enter local
register number here. Enter the MIB table index from your local MIB configuration
pages.

The register found in the MIB branch, at the table index given, is displayed for
reference as "Looking up...". To change this register, go to that MIB branch and table
index, and change the MIB definition, or select a different branch and/or table index.

Once the variable of interest is selected, define the threshold. This will be a test such
as "greater than" or "less than", etc. You can provide a fixed value for the threshold,
or you may reference a local register that will hold a threshold that may change from
time to time. If register is zero, then the fixed value will be used. If a non-zero
register number is given, then the fixed value is disregarded. The trap trigger will be
"true" when the MIB variable meets the criteria given.

Quaifications are optional, and enabled only when values are nonzero. How hysteresis
is applied depends on the comparison. For a test that becomes true if greater than,
the test will not return to false until the local register is less than the test value by a
margin of at least this hysteresis value. If a test becomes true if less than, it will not
return to false until the local register is greater than the test value by a margin of at
least this hysteresis value.

Special test types: "Deviates from" will test against the value given, and use
Hysteresis as the margin of deviation. This is effectively a "greater than or less than"
test for deviation from a setpoint. "Changes by" will become true each time the given
variable changes by the value given, and Hysteresis has no effect on this test. If
"Changes by" references a value of zero, then this becomes a special test whereby the
event is true any time something in the system updates the variable. A "changes by
zero" should not be used when the variable is continuously read from a slave device
since this will result in continuous traps.
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