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IMPORTANT SAFETY CONSIDERATIONS:

Proper system design is required for reliable and safe operation of distributed
control systems incorporating Control Solutions software, BAS-700 series mod-
ules, Babel Buster communication gateways, and other such devices. It is ex-
tremely important for the user and system designer to consider the effects of loss
of power, loss of communications, and failure of components in the design of any
monitoring or control application. This is especially important where the poten-
tial for property damage, personal injury, or loss of life may exist. By using any
other Control Solutions, Inc., product, the user has agreed to assume all risk and
responsibility for proper system design as well as any consequence for improper
system design.

© 2006 Control Solutions, Inc.

All trademarks mentioned in this document are the property of their respective owners. Information
in this document is subject to change without notice and does not represent a commitment on the part
of Control Solutions, Inc. This document is provided “as is,” without warranty of any kind, either
expressed or implied, including, but not limited to, the implied warranties of fitness or merchantability
for a particular purpose. Control Solutions may make improvements and/or changes in this manual
or in the product(s) and/or the program(s) described in this manual at any time. This product could
include technical inaccuracies or typographical errors. Changes are periodically made to the informa-
tion herein; these changes may be incorporated in new editions of the publication.
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1. Introduction

This user guide will introduce you to Control Solutions web based products in-
cluding i.CanDolt® BAS-700 ReMOTE 1/O and Babel Buster® SP. Most of the
documentation for the Control Solutions web based products is online. By “on-
line” we mean self contained within the web pages served up by the product itself.
This user guide will get you started using the web based user interface, and also
introduce you to some of the non-web features.



2. Getting Started

You will need to know the IP address of the device and have a user name and
password. The initial settings are as follows:

IP address: 10.0.0.101
User name: system
Password: admin

Start your favorite browser, and enter http://10.0.0.101/ in the address window.
You will see the startup or home page displayed. To log in, click any tab near the
top of the screen. You will then be asked for the user name and password. The
default as shipped is user name “system” and password “admin”. The root user
name is “root” and root password is “buster”. You should change the password
to both of these to prevent just anyone with a copy of this manual from accessing
your system.

3. Connecting to an IP Address

The initial IP address is 10.0.0.101. You will not be able to reach 10.0.0.101 if
your computer is not on the 10.0.0.0 domain. If you are not sure what domain you
are on, you can open a command prompt, and type the command ipconfig. To see
whether you can reach 10.0.0.101, you can enter the command ping 10.0.0.101 at
the command prompt.

One way of reaching the 10.0.0.0 domain is to go into your control panel network
connections dialog, and change your computer’s IP address to a static [P address
at 10.0.0.X where X is something other than 101. This is somewhat inconvenient
and will also upset other network connections such as your access to a networked
printer.

an CAWINNTYSYSTEM32\ cmd.exe

JINNT~SYSTEM32>route add 18.8.8.8 mask 255.8.8.8 xcomputername
NNT“SYSTEM g 18.8.8.181
jing 18. 2
from 18.8.8.181: by :ime TITL=68
ply from .8.8.1 2 ITL=68
y from .8.8.181: : ITL=68
from 168.8. 3 i =

at

C:NWINNISNSYSTEM32 >

The more suitable to create a temporary path is to add to your PC’s network
routing table. This is done by entering route add 10.0.0.0 mask 255.255.255.0
%computername% at the command prompt. You should now be able to ping
10.0.0.101.
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4. Logging In

You will see the “home” page simply by entering http://10.0.0.101/ in your brows-
er’s address window. As soon as you click on one of the folder tabs at the top of
the screen, you will be asked for a user name and password. The initial user name

is system and password is admin.

Fis Edk View Favorkes  Tools  Heb

-ioix|

| &3

RTU Serial Port IP Hetwork

Modbus Config Access

User name:
Quick Help

[€ spsten -]

r

NTROL SOLUTIONS, INC.
MINNESOTA

Rev. 2.02 32006

Password:

Click any tab above to leg in. If you are net already
order to log in.

To log out, simply close your browser, IMPORTANT: T
System->Satup->Config File page and dick "save”. (
permanently in your configuration file.

I~ Remember my password

ord. Yeu vill nead these in

ave permanenty, go te the
il you save changes

o ] com |

General Help for First Time Users

@ Bbtp:f10.0.0. 101 /pgtocaldata. himl




5. Changing the IP Address

Once logged in, click on the System folder tab, then under System, click the Setup
folder tab, and finally the Network tab. (We document this sequence of tabs as
System->Setup->Network.) Enter a new IP address, subnet mask, and optionally
a gateway IP address. If you want the device to use DHCP, enter 255.255.255.255
for the IP address. This will tell it to use DHCP instead of a static IP address. (If
you do not have a DHCP server available, do not enter 255.255.255.255. You will
be unable to access the device until you connect it to a DHCP server once you
have done this.)

The IP address does not take effect until the next time you cycle power to the
device. This allows you to change the IP address if you notice that you made an
error in entering it. If the change took effect immediately, you would immediately
lose contact with the device. And if an error had been made in entering the new IP
address, you wouldn’t know where to look for it. Therefore we made sure the IP
address change does not take effect immediately.
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6. Initial Setup - Babel Buster SP

Initial setup requirements for Babel Buster SP depend on your intended use. If
you will be interfacing to Modbus RTU serial (RS-485) devices, you will need
to set up the baud rate and polling parameters. If you will be interfacing to other
Modbus/TCP devices, you will need to enter their IP addresses in the IP Network-
>Modbus Setup->Devices page. The register read and write rules need to be set
up to cause transfer of data between Babel Buster SP and the Modbus devices. As
you browse through the various setup pages, you will become familiar with the
features and capabilities and determine which parameters you need to define.
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7. Initial Setup - i.CanDolt

The minimum setup required for i.CanDolt is to tell the system what your hard-
ware configuration is. You will have one or more BAS-700 series I/O boards at-
tached to the BAS-7050 processor. The 1/0 board closest to the BAS-7050 pro-
cessor board is referenced as board #1. Simply select the model numbers from
the drop down list for each board position that is occupied. When all boards have
been selected, click the Reconfigure button at the bottom of the page. At this
point, the green LED at the top of the processor board should begin to blink rap-
idly indicating I/O is being scanned.

Once you have selected the hardware configuration and “reconfigured”, you can
begin browsing I/O points under I/O Devices->Data. You can begin accessing this
I/O from Modbus or SNMP. You can begin defining threshold rules, Modbus/TCP
read/write rules, and even write a Script BASIC program. Browse the various
pages in i.CanDolt and read the Quick Help at the bottom of each page to become
familiar with the features and capabilities.

 Hardware Configuration - Microsoft Internet Explorer
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8. Configuration Files

Once you have selected your hardware configuration and optionally entered any
number of other configuration parameters, you need to save it to a Flash file. If
you do not save your configuration, you will need to re-enter it the next time
power is cycled.

Saving your configuration is simple. Go to the System->Setup->Config File page.
If this is the first time you are saving the configuration, type a file name in the
window next to the “Create new file” check box, check that box, and click Save.
We suggest you use the name BootConfig.xml initially since this name is already
assigned as the startup configuration. Once the configuration has been saved to the
file named as the Boot configuration file, I/O scanning will begin automatically
each time power to the system is turned on.
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9. Adding User Names

User names are added via a Telnet session. To open a Telnet session, open a com-
mand prompt on your PC, then enter the command telnet 10.0.0.101 10000. The
initial IP address is used in this example, but should be replaced with whatever
you changed the IP address to. You do need to specify port 10000 (ten thousand)
after the IP address.

The Telnet menu is very similar among different device models. The adduser
command is used to create a new user ID, and the deluser command is used to
remove one. You may define up to 5 user accounts in addition to the user known
as “root” which is always present.

You may use most of the Telnet commands logged in as any of the known users;
however, to add or delete users, you must be logged in as “root”. The password for
“root” is “buster” when shipped (for both Babel Buster SP and i.CanDolt).

e Telnet 10.0. =

\lelcome to Babel Buster SP v2.8

{count>]
> <value>

ord <old> <ne
[mm/sdd-yyyy hhimm:s
ip> <mask> teway>

s suword>




10. Telnet Command Summary
The Telnet command summary is as follows:

select is followed by a file name, and selects this file in the FLASHO directory for
subsequent operations using list, load, store or run.

list will simply display the selected file in text form.
load will load device configuration from the selected file the FLASHO directory.

store will store the configuration to the selected file name in the FLASHO direc-
tory.

run is available if Script BASIC is supported by the device, and will run the pro-
gram from the selected file in the FLASHO directory.

read will display the contents of one or more local registers.

write will set the value of a local register.

comm is available only on Babel Buster SP and allows constructing a Modbus
RTU command in raw hex bytes starting with the unit number. The CRC is added
automatically to the string of 2-digit hex bytes (separated by spaces). The re-
sponse from the addressed Modbus device is displayed in hex.

password changes the password of the user name you logged in with.

time displays the contents of the real time clock-calendar if supported by hard-
ware, and optionally sets the clock-calendar.

ip changes the IP address of the device.

users displays a list of currently defined user names.
adduser adds a new user to the user list.

deluser removes a user from the user list.

quit ends the Telnet session and logs you off.



11. FTP File Management

You may open an ftp session from a command prompt and log in using the same
user name and password used for web access or Telnet access. There are two di-
rectories, RAMO and FLASHO. You may use RAMO for temporary files that will
be lost in the next power cycle. You may use FLASHO to store files in persistent
memory. Configuration files with a .xml suffix are stored in the FLASHO direc-
tory. Program files with a .sb suffix may be stored in either directory, but should be
in the FLASHO directory if they are to be saved beyond the next power cycle.

Once logged in, any of the standard ftp commands may be used, including cd to
change directory, dir to list files, del to delete a file, send to transfer a file from
your PC to the device, or get to transfer a file from the device to your PC. Use the
close command to end the session, followed by quit to exit the ftp client program
on your PC.

v CAWINNT'SYSTEM32\cmd.exe - ftp

95 in ASCII mode
2 5 JAN B1 G0:00:08 1970 BootConfig.xml

12. File System Maintenance

The default file capacity for devices is 256K bytes of Flash memory in the
FLASHO directory, and 1MB of RAM in the RAMO directory.

In the event the file system becomes corrupt, you can verify the corruption by at-
tempting to get, send, or delete files in the FLASHO directory. These operations
will fail for no apparent reason. Corruption can occur if power is lost while writ-
ing a file.

If the file system becomes corrupt, the equivalent of “erase disk™ is to log in via
Telnet as the root user, and change the root user password to “killfilesystem”.
Now reboot the system twice, then log back in as root and change the password
back to anything but killfilesystem.
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13. Firmware Upgrade

Firmware upgrades will become available from time to time which may include
bug fixes, enhancements, and new features. Odds are that new features are in
development even as you read this. When a firmware upgrade becomes avail-
able, you will in general follow the procedure outlined here; however, be sure
to observe any special instructions provided with the upgrade. Upgrades may be
made available for download via Control Solutions’ web site. If you find upgrades
on www.csimn.com, do not upgrade without making certain that the upgrade is
compatible with your existing system. There is more than one version of firmware
in circulation for the BAS-7050 for example, and certain upgrades if installed
incorrectly will cause the hardware to become nonfunctional and unrecoverable
due to incompatibilities between system images.

The general procedure for upgrading firmware is as simple as sending a file to the
device via ftp. You must log in as root (no other user can upgrade firmware). Once
logged in, you must issue the bin command, followed by send image.bin. When
you get the completion message indicating the number of bytes sent (usually after
about 2 minutes), you must issue the close command to cause Flash programming
to finish. You then leave the system alone for a few minutes and allow it to auto-
matically reboot itself. Once rebooted, you may resume normal operation.

It should be noted that user names, passwords, the device’s IP address, and con-
tents of the FLASHO file directory will not normally be changed by firmware
upgrades.

SWINNT  system32\cmd.exe - ftp

Ia
image .bin
0RT command

In the event you lose power during a firmware upgrade, the device will become
largely nonfunctional; however, if you have access to a DHCP server which is ca-
pable of also serving BOOTP, and also have a TFTP server on the same machine,
the device can be recovered. The corrupt device will recognize that its application
is corrupt and attempt to reload the image.bin file from the TFTP server identified
by the BOOTP server when the device powers up.

11



14. Recovering Lost IP Address

There is no “console” for these devices, and the only way to change the IP address
requires knowing what it is in the first place. Once you have the IP address, you
can log in to either Telnet or the web site and change it. However if it got changed
incorrectly or you lost track of it, that presents a problem. Fortunately there is a
solution for this problem.

Obtain the packet analyzer program Ethereal by downloading it from www.ethe-
real.com. Also obtain the packet capture drivers & DLLs known as WinPcap at
www.winpcap.org. Install these, and start capturing packets on the network via
your PC.

: T =101 x|

File Edit Capture Display Tools HeIpJ

Na. . |'I”|me 1Source Destination |Pro'totul |Info &
16 12.814201 0.0.0.0 224.0.5.128 IGMP V2 Man“‘berfship Report
17 12.999759 pigiboar_25:87:95 Eroadcast ARP who has 10.0.0.1017 Te
18 13.199908 pigiboar_25:87:95 Broadcast ARP who has 10.0.0.1017 Te
19 13.399816 Digiboar_25:87:95 Broadcast ARP who has 10.0.0.1017 Te
20 13,599968 pigiboar_25:87:95 Eroadcast ARP who has 10.0.0.1017 Te
21 13.810092 10.0.0.101 Broadcast ARP who has 10.0.0.1017 Te

22 15.

630400 10.0.0.101 ARP who has 10.0.0.1017 Te
710, il 1027

24 20.671596 10.0.0.101 224.0.5.128 IGMP v2 Membership Report

25 69,728267 192.168.1.100 192.168.1.255 NENS Name query NB JIM=xP<00
26 70.477432 192.168.1.100 192,168.1.255 MBNS Name guery NE JIM-xXP<00
27 71.227423 192.168.1.100 192.168.1.255 MNEMS Name query NE JIM-xP<00 | |
28 74,890274 192.168.1.101 239,255.255.250 IGMP v2 Mmembership Report

= 1 )

B Frame 23 (60 bytes on wire, 60 bytes captured)
E ethernet II, Src: 00:40:9d:25:87:95, Dst: ff:ff:ff:ff:ff:FF
pestination: Ff:ff:ff:Ff:ff:FFf (Broadcast)
sSource: 00:40:9d:25:87:95 (10.0.0.101)
Type: ARP (0x0B06)
Trailer: A4p6D509DLOLO0000000000000000000, ..
B Address resolution pProtocol (reguest)
Hardware Type: Ethernet (0x0001)
Protocol type: IP (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (Ox0001)
sender MAC address: 00:40:9d:25:87:95 (10.0.0.101)
- T T A
Target MAC address:

Il

:00:00_00:00:00) /

0000 T TT fF ¥t T T 00 40 9d 25 87 95 08 06 00 Ol
0010 08 00 06 04 00 01 00 40 9d 25 87 95
0020 00 00 00 00 00 00 0a 00 00 66 a4 d6
0030 00 00 00 00 00 00 00 00 00 00 00 00

Filter: | j Resetl Appiy”Sendel IP address (arp.src.proto_ipvd), 4 bytes

During the bootup process of the web based devices, they will send out a series of
ARP requests. The first few requests are generated by the device pinging its own
IP address. That is followed by one ping of the IP address one greater than its own.
An example of this process is illustrated above. In this case, the device still has its
initial [P address of 10.0.0.101.

The packet padding in that last ARP request also contains an encrypted copy of
12



the root password. This is useful in the event the root password is lost. Without it,
you cannot change other user accounts or do certain things like firmware upgrade.
The encryption changes from one device to the next, so you will need to contact
support@csimn.com to decrypt a lost password.

15. LED Indications

LEDs on Babel Buster SP are assigned as follows: Green is the link LED, and is
on any time a link is present (cable connected, etc.). Yellow is the activity LED
and will flash any time there is network traffic. The default use for the red LED
is power-on, but it is further programmed to indicate serial traffic. The hardware
does not provide sufficient LEDs to follow Modbus standard, but a minimal indi-
cation of activity is available. Further diagnostics may be obtained via the error
codes web pages. The red LED on Babel Buster SP will blink off when waiting
for a reply when it is an RTU master, or will blink off while sending a reply when
it is an RTU slave.

LED indications on the BAS-7050 are assigned as follows: The green LED on
the RJ-45 network jack is the activity LED and the yellow LED is the link LED
(colors are opposite Babel Buster SP). The green LED near the top of the board
is under software control. The behavior of this LED is defined by the application.
Generally it will flash rapidly indicating I/O scanning is taking place.

LED indications for various other BAS-700 series boards are described, if appli-
cable, in the BAS-700 Hardware User Guide available at www.csimn.com.

16. DIP Switches and Jumpers

The various jumper settings on BAS-700 series I/O boards may be found in the
BAS-700 Hardware User Guide available at www.csimn.com. Connector pin-outs
may also be found there.

DIP switch settings for Babel Buster SP may be found in a web page in the prod-
uct itself. These settings select RS-232 or RS-485 2- or 4-wire. One DIP switch
setting also selects line termination. This DIP switch should always be turned on
(termination enabled).

13



17. Device Capacities

Devices are register oriented since this architecture suits the network protocols
well. Modbus is essentially a register addressing scheme. SNMP is an object ad-
dressing scheme, and register contents are an explicitly addressable type of ob-
ject. The limits of the device’s capability may then be defined by the number of
registers and register related rules that are available. A web page displaying these
capacities is available in all but some early releases of software. This page will
have a link appearing on the index or home page, which is the first page displayed
when the device is powered up. (To return to the index page at any time, simply
click the graphic at the top of the page.)

System Capacity

Maximum TCP device count 50
Integer ragister count 1000
Floating point register count 500
Client read rule count 1000
Client write rule count 1000
Server map register count 1000
Thrashold rule count 500
Cascade rule count 100
Ealeulation rule count 100
(Constank count 100
RTU read rula count 1000
RTU write rule count 1000

18. XML Configuration File

The i.CanDolt or Babel Buster SP is configured by uploading an XML (text) file
via FTP or via HTTP file upload. The format of that file is summarized on the
following pages.

A typical file might look something like this:

<?xml version="1.0" encoding="1SO-8859-1" 7>
<!-- i.CanDolt BAS-700 ReMOTE I/O configuration file -->

<configuration>

<hardware>

<board slot="1" model="722"/>

<board slot="2" model="714"/>

<board slot="3" model="734"/>

<board slot="4" model="722"/>

<board slot="5" model="742"/>

<board slot="6" model="7030" option="105020"/>
</hardware>

<channels>
<chan pos="3,1” type="1" scale="1,1,0"/>
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<chan pos="3,2” type="1" scale="1,1,0"/>

<chan pos="3,3” type="1" scale="1,1,0"/>

<chan pos="3,4” type="1" scale="1,1,0"/>

<chan pos="5,1" type="1" scale="1,1,0"/>

<chan pos="5,2" type="1" scale="1,1,0"/>
</channels>

<configuration>

The above configuration file is only a subset of a relatively simple configuration.
The configurations can become much more complex. A full discussion of the lan-
guage is beyond the scope of this user guide. However, examining the examples
shown here will lead to a reasonable understanding of additional data found in
the file.

The elements found in the above example incldue the following:

<hardware>
</hardware>

This section identifies the I/O boards on the track with position #1 being the first

I/O board after the BAS-7050 processor module. Each board is identified with a
<board ... >

configuration line. Valid fields in the board configuration are as follows:

slot="n"

Identifies the board’s position with #1 being the first board after the processor
module. There are no address jumpers to configure. Boards are addressed by posi-
tion on the track (i.e., they are position dependent). There is no requirement to the
order. The maximum number of I/O boards is 8. The maximum number of relays
that may be powered by the BAS-7050 without a power booster in the track is
12.

model="n"

Identifies the type of board by model number. Valid models are:

714 4-channel discrete input

718 8-channel discrete input

722 2-channel discrete output

724 4-channel discrete output

728 8-channel discrete output

734 4-channel analog input

738 8-channel analog input

742 2-channel analog output
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<channels>
</channels>

This section further qualifies hardware definition with lines beginning with
“chan”.

<chan ... >
It is not necessary to have a line in the “channels” paragraph for every I/O point.
Only certain point types need qualification beyond board model, using the follow-
ing qualifiers:

— 2
pos="a,b

This identifies which point is being referenced, with “a” being slot number 1..8,
and “b” being the channel number 1..N (where N is most often 4 or §).

CEBT)

type="n

Type defines the type of analog input or output. All of the selections apply to the
734 & 738 analog input, but only “current” and “unipolar” apply to the 742 analog
output. In addition, the “bipolar” selection only applies to a 738 that is isolated
(model BAS-738/3) since only this model includes the on-board power converter
to generate the negative supply voltage.

Valid types, with the indicated number substituted for “n” above, are:
typedef enum
CURRENT =0
UNIPOLAR =1
BIPOLAR =2
TEMP10K3 C
TEMP10K3 F
TEMP10K2 C
TEMP10K2 F

3
4
5
6

Temperature may be measured using either 10K type 2 or type 3 thermistors
with readings returned in degrees C or F. These readings are linearized using a
lookup table and interpolation between points. A 39 point linearization table is
used.

scale="a,b,c”>
Scale applies to analog I/O points. When converting from register data to raw
hardware data, the register (scaled) data is multiplied by a, then divided by b,

and then c is added. The raw hardware value for an analog output should be in
the range of 0 to 255.
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Input data is in a range of 0-4095 or -2048 to +2047 as read from the A/D. This
is scaled by the A/D input software to allow for overrange and still produce

a raw count of 4095 at 10.0VDC in. The overrange allowance will produce a
maximum count of 4192 (102%). This data is then multiplied by a, divided by b,
and added to ¢ to produce the value that is presented to the Modbus register.

19. Additional Information

Most of the help you should need for configuring the system may be found in the
online help in the device itself. I you do not have access to a device but need to
review its help file, you may find a demo version of the same web site at www.
csimn.com. Additional information available at www.csimn.com includes the
SNMP MIB file (ASN.1 source), and links to other useful information including
the Modbus protocol specifications. If you have further questions, additional sup-
port is available by email at support@csimn.com.
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